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11. Summary of the new findings of the thesis:

1. Proposed and evaluated a security strategy for cooperative NOMA networks on o-p
fading channels to defend against eavesdropping attacks, utilizing the secrecy outage
probability metric in scenarios with non-protection scheme and active protection
scheme strategies. Simulation results indicated a significant improvement in system
security when employing an active protection scheme.

2. Proposed and assessed the security performance of a NOMA network model with an
proactive eavesdropping strategy based on closed-form expressions for the successful
legitimate eavesdropping probability metric. Derived a power control policy in
scenarios with known and unknown channel state information, ensuring eavesdropping
performance while satisfying constraints on the illegal communication outage
probability. Theoretical analysis and simulations demonstrated a substantial increase
in system security with an increased number of antennas at the relay device.

3. Proposed and evaluated the information security capability of a single-input, single-
output NOMA network model under various eavesdropper scenarios. Security
performance was analyzed and evaluated through secrecy outage probability metric
for each user and the entire system in scenarios where eavesdropper employs

successive interference cancellation (SIC) and parallel interference cancellation (PIC)



techniques to process received signals, with eavesdropper equipped with either a single
or multiple antennas. Theoretical analysis and simulations revealed that the system's
security performance was degraded when eavesdropper used PIC compared to SIC.
Furthermore, the system’s security improved when eavesdropper was equipped with a
single antenna compared to scenarios where the eavesdropper had multiple antennas.

4. Investigated and assessed the relationship between security performance and the

reliability of a underlay cognitive NOMA network model under constraints on the
interference level of the primary network and the maximum transmit power of the
secondary network. Results indicated an inverse proportional relationship between
security and reliability. Proposed power control policies for the secondary network
aimed to ensure information security while maintaining the performance of the primary
network. The system's performance was evaluated based on closed-form expressions
of secrecy outage probability and intercept probability metric.

12. Practical applicability, if any:

The research results of the thesis serve as a reference for researchers interested in the field
of evaluating physical layer security performance in NOMA networks. Additionally, the
thesis results can be used to assess the security performance of similar systems in practice,
helping managers with guidance and solutions in proposing secure and safe NOMA network
design plans.

13. Further research directions, if any:

Continuing research in the field of physical layer security in NOMA networks on various
fading channel models, proposing solutions to enhance physical layer security in NOMA
networks integrated with key technologies in 5G and 6G networks such as Massive MIMO,
mmWave,...
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