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MG DAU

1. Ly do lua chon dé tai

Trong nhitng ndm gan day, su phét trién manh mé ctia cong nghé mang khong
day da mang lai cho con ngudi co hdi tiép can nhiéu loai hinh dich vy, tién ich
khac nhau. Cac thé hé mang truyén thong khong day da khong nging cai tién va
phét trién ca vé phan ctiing cting nhu phan mém, thé hé sau luén ké thira nhirng
uu diém trén nén tang thé hé trude dé va tich hgp nhitng cong nghé tién tién dé
dap ung yéu cau chat lugng dich vu ngay cang cao ctia ngudi dung nhu toc do
truy cap nhanh, dung lugng 16n va chi phi hop ly [95]. Tuy nhién, cung véi su
phat trién cta cong nghé mang khong day cong thém véi dac tinh ty nhién ctia
truyén thong khong day nhu tinh mdg, tinh quang ba, v.v. da lam gia tang cac hoat
dong bat hop phap nhu danh cap thong tin, ngin can hoat dong ctia ngudi dung
hgp phap trong mang. Do d6 ddm béo truyeén thong an toan la mot trong nhing
yéu cau bat budc, cap thiét, 1a vu tién hang dau trong qua trinh thiét ké cac hé
thong truyén thong khong day, dac biét trong cac linh vuc hoat dong nhu quan
doi, tai chinh - ngan hang, ching khoan, bdo hiém va thong tin ca nhan. So véi
mang c6 day, mang khong day dé bi tin cong hon do déc tinh quang ba ctia mai
truong truyen tin, c6 thé chia thanh hai kiéu tan cong trong méi trudng mang
khong day la tan cong chi dong va tin cong thu dong. Tan cong chi dong c6 thé
gy ra sy can thiép dang ké vao hoat dong binh thudng ciia mang. Céc hinh thtc
phd bién nhat ctia cdc cudc tin cong chi dong bao gdm tan cong tir chdi dich
vu (DoS), tin cong gid mao thong tin, tiét 16 thong tin hodc stta ddi lam sai léch
thong tin. D6i voi ki€u tan cong thu dong n6 khong gay ra can trd cho hoat dong
clia mang, muc tiéu ctia ké tAn cong 1a thu thap théng tin truyén trén cac kénh
khong day. Thuong c6 hai loai tan cong thu dong dugc sit dung, d6 1a xam nhap
nghe lén va phan tich luu lugng mang [136] [137].

Giai phap bao mat dé chdng lai cac hoat dong bat hgp phap & trén 1a dya theo
cach tiép can tirng 16p ctia mo6 hinh tham chiéu két ndi cac hé thong md (OSI).

Trong d6, theo phuong phap truyén thong da ap dung & cac 16p trén tang vat 1y
& p g phap truy g p g p & y

1



nhu phuong phép giao thitc xdc thuc md rong (EAP) trong tang lién két, mang
riéng 4o (VPN) & ting mang, 16p lién két bdo mat (SSL) & tang giao van, sit dung
thuat toan ma hoéa va gidi ma dw liéu nhu thuat toan ma héa khoi (DES), thuat
toan ma héa nang cao (AES), thuat toan ma héa khoa cong khai (RSA) & tang
tng dung. Cac giai phdp bdo mat nay c6 vu diém thuc hién bao mat truc tiép va
dang dugc st dung phd bién trong cac hé thong thong tin hién nay. Tuy nhién,
vdi sy phat trién manh mé veé nang luc tinh toan ctia cac hé thong may tinh thi
cac phuong phap bao mat dua trén thdi gian tinh todn va bd nhé can thiét dé pha
ma c6 thé khong con phtt hgp trong tuong lai khi nang luc tinh toan ctia hé thong
may tinh bé khoa ngay cang cao va c¢6 kha nang khong con bi giéi han [91]. Mat
khac, phuong phap bao mat dua trén do phic tap cua thuat toan ma hoa gap
nhiéu khoé khéan, han ché trong viéc quan ly va phan phdi khéa dbi véi cac mo
hinh mang phan tan, va la thach thirc 16n d6i véi cac thiét bi trong mang Internet

van vat (IoT) von c6 tai nguyén han ché.

Dé giai quyét van dé trén, cac nha nghién citu ca trong va ngoai nudc da tap
trung nghién ctru dua ra cac giai phap bdo mat tang vat Iy (PLS) dua trén co sd 1y
thuyét thong tin do Shannon dé xuat tir nam 1949. Trong d6 Wyner la ngudi tién
phong trong linh virc nay véi cong trinh dau tién duge cong bo vao nam 1975 [30].
Y tudng co ban ctia phuong phéap bao mat ting vat Iy 1a khai thac cac ddc tinh vat
ly ctia kénh truyen khong day nhu fading, tap am, nhiéu, khoang cach, tinh linh
dong ctia cac ntit mang dé ddm bao truyén tin an toan, bdo mat. Bdo mat tang vat
ly khéng dua trén d phuc tap tinh todn, cé nghia la mic d¢ bao mat dat duoc
sé khong bi vurgt qua ngay ca khi cac thiét bi bAt hgp phap c6 nang luc tinh toan
manh mé. Bdo mat tang vat ly c6 do phtic tap, do tré thap va tiét kiém tai nguyén,
cting nhu kha nang tich hgp vdi cac co ché bao mat ma hoa & cac tang trén [97,99].
Bao mat tang vat ly c6 thé thuc hién viéc truyén tin bao mat truc tiép ma khong
can stt dung cac khoéa bi mat. Tuy nhién bao mat tang vat ly trong truong hgp can
thiét c6 thé sinh ra khéa bi mat chia sé gitta cac thiét bi bang cach st dung tinh
chat ngiu nhién ctia kénh truyén khong day va cac dic tinh ctia kénh khong day
nhu cudng do tin hiéu, pha cta tin hiéu séng mang, diéu ché goc, bién do kénh,
tham s6 ngdu nhién Gaussian,v.v. [13,17,18,21,32,33,93,94]. Bdo mat tang vat ly

c6 nhiéu wu diém doc dao va nhiéu trién vong day hira hen. Do d6, bdo mat tang



vat ly ¢6 thé duge stt dung nhu mot phuong phap bao mat bo sung hiéu qua cho
phuong phap bao mat str dung cac thuat toan ma hda truyeén thong dé nang cao
kha nang an toan, an ninh thong tin trén moéi truong mang khong day.

Hon nita, cing v6i sy phat trién cta khoa hoc cong nghé trong nhiing nam
qua, linh vyc mang khong day da thu hiat duge sy quan tam rat 16n cua céac
nha nghién ctru va da cé nhiéu cong nghé méi duge ra doi nhu mang da truy
cap khong truc giao, milimeter-Wave, massive MIMO, cong nghé bup song, Iol,
truyén thong dnh sang nhin thay, thiét bi bay khong nguoi lai, truyén thong hop
tac, thu hoach nang lugng vo tuyén, mang vo tuyén nhan thirc, mang cdm bién
khong day v.v. Mang khong day da tré thanh mot linh vuc nghién citu quan
trong va phat trién manh. Trong d6 mang da truy cap khong truc giao la mot
cong nghé rat tiém nang cho mang thé hé thit 5 va tuong lai, NOMA cho phép
dong thoi nhiéu ngudi dung cting truy cap dya trén co ché sit dung chung khoi
tai nguyén khong tryc giao trong mang vo tuyén nhu cting khe thoi gian, cting
tan sd,v.v., trai nguoc vdi co ché hoat dong ctia hé théng da truy cap truc giao
thuong dua trén chia sé tai nguyén truc giao. NOMA lam tang hiéu qua st dung
dai tan sb, tang thong luong, mat do két ndi 1on, do tré thap va ddm bao tinh
cong bang gitta cac ngudi dung. Bdo mat tang vat ly trong mang NOMA nhén
duge nhiéu su quan tdm ctia cdc nha nghién ctru trén thé gidi. Giai doan dau
cdc nha nghién ciu tap trung vao cac hé thong NOMA don dau vao don dau
ra [57,58,63,65,70]. Mat khac, ky thuat da ang-ten két hgp vai ky thuat lua chon
ang-ten phat da dugc ching minh 1a giai phap hiéu qua dé cai thién hiéu ning
bao mat caa hé théng [59,87,89,90]. Ngoai ra, cdc nha nghién cttu g?m day da xem
xét hé thong trong kich ban may phat dugc trang bi s6 lugng 16n dng-ten. Cac két
qua nghién ctru da chi ra rang s6 luong ngudi dung c6 thé két ndi cting nhu kha
nang bao mat ting lén dang ké khi mdy thu/phat dugc trang bi s6 lugng 16n
ang-ten [72-75]. Dac biét nhiéu nhan tao c6 thé dugc tao ra dé€ bao dam tinh an
toan thong tin trudc déi tugng nghe lén [88,89]. Hon nita, PLS con dugc xem xét
trén cac hé thong két hgp gitta NOMA vdéi cac cong nghé truyén thong tién tién
nhu truyén thong hop tc, song cong, thu hoach nang lugng qua séng vo tuyén,
UAY, truyén tin va nang lugng déng thoi, va milimeter-Wave [44,77,79, 80, 82].

Véi su pho bién va phat trién khong ngirng ctia cong nghé mang khong day,



van dé bao mat trong truyén thong khong day sé c6 nhiéu thach thic hon nita
trong tuong lai, lam cho chd dé nay trd thanh mét trong nhing linh vuc nghién
cltu quan trong va lién tuc. Mac du da c6 nhiéu cac cong trinh nghién ctiru voi
cach tiép can khac nhau, song truyén thong bdo mat trong mang NOMA van
dang 1a mot van dé md. Do d6 luan an dé xuat cic mé hinh mang NOMA véi
cac ky thuat truyén thong tién tién nhu cht dong gay nhiéu, da dng-ten, truyén
thong cong tac két hgp voi cac ky thuat lua chon ang-ten phat (TAS), lua chon két
hop (SC). Sau d6 thuc hién phan tich, danh gia hiéu nang bdo mat hé théng, gop
phan md& rong thém céac két qua nghién ctru ciing nhu lam phong pht va sang to
su hiéu biét vé bao mat thong tin t?mg vat ly trong mang NOMA. Day la van de
quan trong, cap thiét va chinh 1a muc tiéu nghién ctru ctia lugn an.

Xut phat tir nhiing phan tich trén day, tac gia da lua chon va thuc hién deé tai
"Panh gia hiéu nang bao mat téng vat ly trong mang NOMA" cho ludn an Tién si
ctia minh.

2. Muc tiéu nghién ciru

Muc tiéu ctia ludn 4n 1a nghién ctru, danh gia va dé xuat giai phap nham nang
cao kha nang bao mat thong tin tai téng vat ly trong mang NOMA, nham ngan
chan hinh thirc tAn cong nghe Ilén thong tin va ddm bao QoS cho hé théng. Luan

an gom cac muc tiéu cu thé sau:

* Dé xuat cdc md hinh mang NOMA stt dung cac ky thuat truyén thong tién

tién nhu truyén thong cong tac, vo tuyén nhan thic, gy nhiéu cong tac.

* Phan tich, danh gia kha naing ddm bao an toan thong tin tang vat ly, dé xuat
cac chién lugc nang cao kha ning bao mat va phan tich hiéu qua bdo mat

ctia chién luge dugc dé xuat trén kénh truyeén Rayleigh va a — u fading.

* Xay dung biéu thiic toan hoc, chuong trinh mo phong dé danh gia tac dong

clia cac tham s6 hé thong 1én hiéu nang bao mat ctia hé thong.
3. P6i tugng nghién citu

 Cackenh truyén Rayleigh fading va a-p fading. Cac kiéu tan cong trén mang

khong day.



* Truyén thong cdng tac, da ang-ten, ky thuat gay nhiéu cong tac.

* Co s ly thuyét bao mat thong tin tang vat ly va cac ky thuat dam bao an

toan thong tin tang vat ly trong mang khong day.
* Cac phép do, phuong phap phan tich, danh giad hiéu nang bdo mat tang vat
ly.

¢ Mang NOMA, mang NOMA nhan thic dang nén (Cognitive NOMA).

4. Pham vi nghién ctru

Trudc xu hudng nghién ctru ctia thé gidi cling nhu trong nudc vé bao mat tang
vat ly trong mang NOMA, luan an dugc gidi han nghién ctru trong pham vi nhu

Sau:

* Nghién ctru, danh gia kha nang bdo mat thong tin trong truyén thong
khong day tai ting vat ly trong mang NOMA bi tin cong nghe Ién thong

tin, trong do cac déi tuong nghe 1én hoat dong & ché do thu dong.

* Nghién ctru, danh gia hiéu ndng bao mat tang vat ly ciia mot s6 mo hinh

mang NOMA nghép kénh nguoi dung theo mién cong suét.

* Str dung cac phép do: Xéac suat dirng bao mat, xac suat nghe 1én hop phéap
thanh cong, xac suat bi nghe 1én, xac suat dirng hoat dong, xac suat rét géi
tin, thoi gian truyén géi tin trung binh dé danh gia hiéu nang bdo mat, hiéu

suat hoat dong cta hé thong.

 Cackénh truyén khong day c6 mo hinh thong ké tuan theo phan bé Rayleigh
va phan b a-p.

e Mb hinh mang NOMA cong tac sit dung giao thitrc gidi ma va chuyén tiép
(DF) tin hiéu.

5. Phuong phap nghién ctru

Trong luan an, nghién cttu sinh da sit dung nhiing phuong phap nghién ctru

nhu sau:



 Phuong phap nghién ctru ly thuyét: Thu thap tai liéu, khao sat va tong hop

cac cong trinh da cong b lién quan dén hudng nghién ciru ctia dé tai.

* Phuong phap phan tich todn hoc: M6 ta bang toan hoc cac md hinh mang
NOMA dugc dé xuat, xdy dung cac biéu thic toan hoc nham phan tich,
déanh gia hiéu nang bao mat, hiéu suat cia hé thong thong qua cac phép do:
Xac suat dirng bdo mat, xac suat nghe 1én hop phap thanh cong, xac suat bi

nghe 1én, x4c suat rét goi tin, thoi gian truyén tin trung binh.

* Duya trén cac mo hinh da dé xuat, st dung phan mém Matlab dé mo6 phong
theo phuong phap Monte Carlo nham kiém chiing cac két qua phan tich ly
thuyét.

6. Cac dong gop chinh cua ludn an
Nhing déng gép chinh ctia ludn 4n dugc tém tat nhu sau:

e Mot la da dé xuat va danh gia chién lugc bado mat thong tin cho mang
NOMA cdng tac trén kénh truyén a-u fading bi thiét bi gay nhiéu va nghe
1én hop tac tan cong thong qua phép do xac suat dirng bao mat trong kich
ban hé thong c6 chién luge d6i phé chu dong va khong co chién luge dbi
phé chi dong. Cac két qua mo phong da chi ra rang hiéu nang bao mat ctia
hé thong dugc cai thién dang ké trong kich ban c6 chién luge dbi phé chu

dong. Két qua nay dugc cong bd trong cong trinh sO Al.

* Haila da dé xuat va danh gia hiéu nang bado mat cia mé6 hinh mang NOMA
c6 chién lugc chu dong nghe 1én dua trén cac biéu thtic dang dong (closed-
form) ctia phép do xdc suat nghe 1én hgp phép thanh cong, xdy dung chinh
sach diéu chinh cong suat truyén tin trong kich ban trang thai kénh truyén
xéac dinh va khong xac dinh vita ddm bao hiéu suat nghe Ién vira thoa man
rang budc vé xac suat dirng hoat dong ctia hé thoéng truyén tin bat hop
phép. Cac két qua phan tich ly thuyét va mé phong chi ra rang hiéu nang
bao mat ctia hé thong tang dang ké khi s6 lugng ang-ten ctia thiét bi chuyén

tiép tang lén. Két qua nay duoc cong b trong cong trinh sb A3.

* Bala da dé xuat va danh gia kha nang bao mat thong tin moé hinh mang
SISO NOMA véi cac kich ban khac nhau ve thiét bi nghe lén Eve. Hiéu
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nang bdo mat dugc phan tich, danh gia thong qua phép do xéc suat dirng
bdo mat cua tirng ngudi dung, cta toan bd hé thong véi kich ban Eve st
dung cac ky thuat SIC, PIC dé x1 ly tin hiéu thu dugc, kich ban Eve dugc
trang bi mot va nhiéu ang-ten. Cac két qua phan tich ly thuyét va mo phong
da chi ra rang hiéu ning bdo mat ctia hé théng trong truong hop Eve st
dung PIC kém hon so véi truong hop Eve st dung ky thuat SIC. Hon nira,
hé thong sé bado mat hon khi Eve chi duoc trang bi mot ang-ten so véi truong
hop thiét bi nghe 1én dugc trang bi nhiéu dng-ten. Két qua nay dugc cong

bd trong cong trinh s6 A2.

* Bon la da khao sat, danh gia dugc mbi quan hé gitta khd nang bao mat
thong tin va do tin cdy cia m6 hinh mang NOMA nhén thic dang nén
duéi rang budc mic can nhiéu cia mang so cap va cong suat phat muc
dinh ctia mang thit cip. Cac két qua da chi ra rang gitta bio mat va do tin
cdy c¢6 mdi quan hé ty 1é nghich. Pong thoi dua ra chinh sach diéu chinh
cong suat ctia mang thit cp dé vira ddm bao an toan thong tin cia mang
thit cap vira ddm bao hiéu suat hoat dong ctia mang so cap. Hiéu ning ctia
hé théng dugc danh giad dua trén cac biéu thiic dang dong ctia cac phép do
xac suat dirng hoat dong va xac suat bi nghe Ién. Két qua nay dugc cong bod

trong cong trinh s6 A4.

7. Y nghia khoa hoc va thuc tién ctia ludn an

Y nghia khoa hoc: Bao mat thong tin tang vat ly trong truyén thong khong
day néi chung va mang NOMA néi riéng 1a mot van dé quan trong ma cac nha
nghién ctru trén thé gidi dang quan tam. Cac dong gop ctia luan an gép phan
md rong va lam phong phu thém cac két qua nghién ctru trong linh vuc bado mat
thong tin tang vat ly trong mang NOMA.

Y nghia thuc tién: Cac két qua nghién cttu ctia luan &n 1a ngudn tai liéu tham
khao cho cac nha nghién cttu quan tdm dén linh vuc ddnh gia hiéu nang bao mat
thong tin tang vat ly trong mang NOMA. Ngoai ra, cac két qua cda luan an c6
thé st dung dé danh gia hiéu nang bao mat ctia cac hé thong tuong tu trong thuc
té gop phan gitip cdc nha quan ly ¢6 dinh hudng, giai phap trong viéc dé xut
phuong an thiét ké mang NOMA dam bao kha nang an toan, bio mat thong tin.



8. Cau truc cua luin an

Luan an duoc bé cuc bao gém cac phén nhu sau: M& dau, 04 chuong, Két luan

va dinh hudng nghién cttu, Danh muc cong trinh khoa hoc va Tai liéu tham khao.

Phan mé& dau: Tap trung lam r6 cac Iy do lua chon dé tai nghién citu, xac dinh
6 muc tiéu, d6i tugng, pham vi nghién ctru, phuong phap nghién citu, cac dong

gop chinh cta luan én, y nghia khoa hoc va thuc tién cta luan an.

Chuong 1: Téng quan vé cac kién thitc co ban ctia mé hinh kénh truyén khéong
day, mo hinh dau vao/dau ra ctia kénh truyén khong day, mo hinh thong ké cta
kénh truyén fading, mang NOMA. Co sd ly thuyét bdo mat tang vat ly trong
mang khong day, trinh bay kha nang bao mat tang vat ly trén kénh roi rac, khong
nhg, kénh Gaussian, kénh fading c6 nghe 1én, ma wiretap, cac phép do hiéu nang
bao mat. Bén canh do, trong chuong nay luan an da khao sat va trinh bay cac
cong trinh nghién ctru lién quan dén cac hudng nghién ctru ctia luén an va dé
xuat hudng nghién ctru ctia luan an. Céc kién thirc nay sé 1a co sd cho viéc nghién
cttu, phén tich, danh gid nhiing két qua chinh dugc trinh bay & cac chuong sau

cua luan an.

Chuong 2: Nghién cttu, danh gia hiéu nang bao mat cuia mang NOMA su
dung ky thuat truyén thong cong tac thong qua mot thiét bi chuyén tiép véi su
hién dién ctia mot thiét bi nghe lén cong tac voi thiét bi gdy nhiéu lén thiét bi
chuyén tiép va thiét bi cudi trén kénh truyén fading theo phan bd a-y. Do dnh
hudng cua tin hiéu gay nhiéu nén thiét bi chuyén tiép budc phai tang cong suat
truyén tin ma khong biét sy hién dién cda thiét bi nghe lén va khi may phat tang
cong suat phat thi thiét bi nghe Ién c6 kha nang thu thap dugc thong tin tot hon.
Tir hinh thic tan cong cong tac do, luan an da dé xut chién luge dbi phé chu
dong dé chdng lai viéc nghe 1én thong tin trén mo hinh nay. Sau d6, luan an tinh
toan va so sanh xac suat dirng bao mat cta hé thong trong hai kich ban. Ngoai
ra, ludn an da khao sat, danh gia tac dong ciia mot s6 tham s6 hé thong 1én hiéu
nang bao mat ctia hé thong.

Chuong 3: Nghién cttu kha nang dam bao an toan thong tin cua mé hinh
mang NOMA cht dong nghe 1én, trong d6 cac thiét bi bat hgp phap st dung
mang NOMA dé truyén tin tir thiét bi cudi vé tram co sd, hé thong thuc hién



viéc gy nhiéu 1én may phat dé budc mdy phét ting cong suat nham cai thién
hiéu suat qué trinh nghe 1én thong tin. Luan an trinh bay qua trinh xay dung
bi€u thuc cong suat gdy nhiéu dya trén cac kich ban trang thai kénh truyen va
v6i rang budc khong lam gidm hiéu suat hoat dong ctia hé théng truyén tin bat
hgp phép. Tiép theo, luan &n tinh toan xac suat nghe 1én hgp phap thanh cong
dé danh gia hiéu nang bdo mat ctia hé théng va tinh toan xac suat nghe 1én hop
phép thanh cong dbi vdi ngudi dung bat hgp phap ¢ tin hiéu manh nhéat va yéu
nhat.

Chuong 4: Nghién ctru, danh gid hiéu nang bao mat, do tin cay, hiéu suat
ctia mo6 hinh mang SISO NOMA va mang NOMA nhan thitc dang nén. Trong d6
luan an dé xuat nghién ctru hai mo hinh. M6 hinh thit nhat (M6 hinh 4.1), tac gia
nghién ctru hiéu ning bao mat ctia hé théng trong cac truong hop thiét bi nghe
lén duoc trang bi mot va nhiéu ang-ten, thiét bi nghe 1én dugc gia thiét c6 thé
st dung ky thuat loai bo nhiéu SIC hodc PIC. Luan an trinh bay qué trinh xay
dung biéu thic tinh toan xac suat dirng bdo mat cta tirng ngudi dung va cta
toan bo hé théng. Bén canh d¢, ludn an con danh gia hiéu suat hoat dong cta hé
théng qua phép do xac suat rét géi tin, thoi gian truyeén tin trung binh va trinh
bay thuat toan tim hé s6 phan bd cong suét véi diéu kién rang budc vé thai gian
truyén tin gitta nhitng nguoi duing trong mot nhém duge nghép kénh theo mién
cong suat. M6 hinh thi hai (M6 hinh 4.2) duge mé rong tir mo hinh thit nhat, mo
hinh mang SISO NOMA trong mdi truong v tuyén nhan thitc dang nén dudi
rang budc muc can nhiéu va cong suat phat mic dinh ctia mang thit cap. Trong
mo hinh nay, luan an khao sat mdi quan hé gitra hiéu suat bdo mat thong tin va
do tin cdy ctia mang thi cap vdi rang budc muc can nhiéu ctia mang so cap va
cong suat phat t6i da cia mang thit cap. Tir d6, luan an trinh bay qua trinh phan
tich, xdy dung biéu thitc tinh toan cong suat phét ctia mang thit cap, danh gia su
anh hudng ctia cac tham s6 hé thdng 1én hiéu nang bao mat, do tin cay, cong suat

phét cia mang thi cap.

Phan két luan va dinh hudng nghién cttu ctia luan an sé trinh bay tém lugc
nhiing két qua nghién ctru, nhitng déng gop ctia luan an da dugc cong bd trén
cac tap chi va cac hdi thdo khoa hoc. Dong thoi dé xuat cac hudng nghién ciu

tiép theo ctia luan an.



Chuong 1

KIEN THUC CO SO VA TONG QUAN

Chuong nay trinh bay cac kién thirc co s& sé duge st dung trong cac chuong
sau, bao gdm: Téng quan vé mo hinh kénh truyén khong day, mé hinh dau vao/ra
cia kénh truyén khong day, mo hinh thong ké ctia kénh truyén fading va céac
phan bd thdng ké ctia kénh fading dugc st dung trong cac nghién citu ctia luan
an. Nguyén ly hoat dong cia mang NOMA, danh gia dung luong kénh duong
1én, duong xudng ctia mang NOMA. Co sd ly thuyét cia linh viuc bado mat thong
tin tai tang vat ly trong truyén thong khong day, trinh bay kha nang bao mat tang
vat ly trén kénh roi rac khong nhg, kénh Gaussian, kénh fading c6 nghe 1én, cac
phép do bdo mat hé thong. Bén canh d6, trong phan nay ciing trinh bay tong
quan tinh hinh nghién ctru, mot s6 cong trinh nghién ciru lién quan va mot s6 cac

hudng nghién ctru tiéu biéu ctia linh vire bao mat tang vat ly trong mang NOMA.

1.1 Mo hinh kénh truyén khong day

Kénh truyén khong day truyén cac tin hiéu tir dng-ten may phat tdi ang-ten
cia mdy thu thong qua moéi truong dién tir truong. Trong thuc té, diéu kién vé
khong gian trong cho truyén tin khong day hiém khi ton tai do sy hién dién cta
cac chudng ngai vat nhu mo ta trong hinh 1.1, bao gom trong né cac dbi tugng
vat Iy c6 thé anh hudng dén su lan truyén tin hiéu dudi dang song dién tir tir
mdy phat dén mdy thu. Do do, tin hiéu bi suy gidm theo khoang cach truyeén
séng hodc bién dang do dé tré thai gian truyén séng ctia kénh da duong hoac do
su chuyén dong ctia thiét bi thu phat, ctia cac vat thé § xung quanh v.v.. Vi vay,
kénh khong day trd nén ngau nhién va kho du doén hon so vdi kénh c6 day.

Su thay déi ctia cuong do tin hiéu theo thdi gian va tan sb ctia kénh khong day
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Nhiéu xa

Phan xa

Hinh 1.1: M6 hinh kénh truyén khong diy

goi la hién tugng fading va gay ra boi 3 hién tugng do la path loss, shadowing,
multipath. Trong d6 path loss la hiéu ting suy gidm cong suét ctia tin hiéu nhan
khi truyén qua mot khodng cach gitta may phat va may thu. Shadowing la hién
tugng cong suat tin hiéu bi suy hao do cac vat can gitta may phat va may thu.
Multipath 1a hién tugng tin hiéu dugc truyén t6i may thu qua nhiéu duong khac
nhau do cac hién tugng phan xa, tdn xa va nhiéu xa ti cac vat thé trong moi
truong truyén séng, séng nhan dugc tai may thu la sy chong chap ctia cac séng
dén tir nhiéu hudng, tin hiéu thu dugc 1a tong hop cac ban sao tin hiéu phat, tin
hiéu nay bi suy hao, tré, dich pha va &nh hudng 1an nhau. Hiéu tng fading c6 thé
duoc chia lam hai loai co ban nhu sau [27]:

Hiéu ung fading hep (Small-scale fading): Hiéu ung nay gay ra bdi hién
tuong da dudng, bién do va pha cta tin hiéu nhan duge bi thay déi nhanh trong
mot khoang thoi gian ngén hodc do sy di chuyén vi tri trong mot khoang cach
ngan gitta may phat va mdy thu. N6 1a su két hgp hodc triét tiéu 1an nhau ctia
nhiéu phién ban tin hiéu dugc truyén theo nhiéu duong khac nhau dén thiét bi
thu.

Hiéu ung fading rong (Large-scale fading): Hiéu ing nay xdy ra do hién
tugng path loss va shadowing. N6 miéu ta dac trung vé cong suét trung binh cta
tin hiéu thu bi suy hao khi tin hiéu truyén qua mot khoang cach 16n hoac bi chan
bdi cac vat thé nhu toa nha, ddi ndi.

Céc mo hinh dé tinh toan suy hao cong suét tin hiéu trén kénh truyén khong
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day dong vai trd quan trong trong viéc thiét ké hé thong, n6 xac dinh cac thong sb
chinh ctia hé thong nhu cong suét truyén, tan s6, chiéu cao ang-ten, v.v. Mot s6 mo
hinh da dugc dé xuat cho cac hé thong di dong hoat dong trong cac moi truong
khac nhau (trong nha, ngoai troi, thanh thi, ngoai 6, nong thon). Mot s6 mo hinh
nay dugc xay dung theo phuong phap thong ké dua trén cac phép do thuc dia
va mot sd khac dugc phat trién theo phuong phap phan tich dua trén hiéu tng
nhiéu xa. Hai m6 hinh thuc nghiém dugce st dung rong rai 1a Okumura/ Hata
va COST 231 [11]. Tuy nhién do tinh chat phtc tap ctia qua trinh truyén tin hiéu
nén kho c6 thé c6 mot mo hinh duy nhat mo ta chinh xac hiéu ung path loss trén
nhiéu méi truong khac nhau. Cac mo hinh tinh toan suy hao kénh truyén c6 thé
thu duoc tu cac mo hinh phan tich phuc tap hoac tir cac phép do thuc nghiém
khi cac tham s6 ctia hé théng phai dugc dap ing day du hodc cac vi tri tot nhat
cho céc tram co s& hodc so dd bo tri cac diém truy cap phai dugc xac dinh. Vi vay,
dé can bang chung ctia cac thiét ké khac nhau gitra cac hé thong, chung ta c6 thé
st dung mot mo hinh don gian dé thu dugc ban chat ctia viéc truyén tin hiéu ma
khong can cdc mo hinh path loss phtic tap, chi can xap xi vdi kénh truyen thuc té.
Do d6, mét mo hinh path loss don gian, coi né nhu la mét ham ctia khoang cach,

thuong dugc st dung trong thiét ké hé thong, c6 dang nhu sau [10].

_px|%]”
P, = PK [ﬂ (1.1)

trong d6 P, va P; lan lugt 1a cong suat cta tin hiéu thu va phat. K 1a mot héng
s6 don vi phu thudc vao tinh chat cua ang-ten, do suy hao kénh trung binh, va
cac yéu to vat ky khac. Ki hiéu d va dj biéu dién do dai duong truyeén tin hiéu
va khoang cach tham chiéu cho viing truong xa ctia ang-ten. 77 1a hé s6 path loss
va gia tri cia né phu thudc vao méi truong truyén séng (Bang 1.1). Cac mo hinh
tinh toan suy hao dudong truyén cho phép udc doan cuong do tin hiéu trung binh
gitta may phat va mdy thu tai mot khoang cach xac dinh. Cac mo6 hinh nay co y

nghia trong viéc tinh toan, thiét ké va quy hoach viing phti séng.

12



Mbi truong truyén i

Khong gian trong 2.0

Cac cell nho trong do6 thi 27-35
Céac cell 16n trong do thi 3.7-6.5
Toa nha van phong (cting tang) 1.6-3.5
Toa nha van phong (cac tang khac nhau) | 2.0 - 6.0
Ctra hang 1.8-22
Nha may 1.6-33
Nha riéng 3.0

Bang 1.1: H¢ s6 path loss trong moi truomg truyén khdc nhau [10].
1.2 Mo hinh dau vao/dau ra cua kénh truyén khong day

Trén kénh truyén khong day, tin hiéu duoc truyén voi do léch pha ban dau
béng khong dugc mo hinh héa nhu sau [10]

s(t) = R {u(t)efzﬂfcf} = R {u(t)} cos (27tfut) — S {u(t)}y sin 27fot), (1.2)

trong d6 u(t) la tin hiéu phuc & bang tan co ban cta s(t), B 1a bang thong va
fc 1a tan s6 s6ng mang. R {.} va S {.} tuong ting la phan thyc va phan 4o ctia
tin hiéu phuc. Tin hiéu dugc truyén di thudng di qua nhiéu duong khac nhau
truude khi dén mdy thu. Hién tuong nay l1a do phan xa, tan xa, nhiéu xa va cac
yéu t6 khac trong moi truong truyén séng vo tuyén (xem Hinh- 1.1). Anh huéng
clia da duong dan dén cac bién thé khac nhau cua tin hiéu nhan dugce. Do d6, &
phia may thu, tin hiéu nhan duoc 1a tdng ctia cac thanh phan truyén thang va cac

thanh phan da duong, dugc dién ta nhu sau

N ()
r(t) =R { [ 2 o (Hu(t — Tn(t))] 27 fe(t=Tu (1)) +Pp, } ) (1.3)
n=0

trong d6 n = 0 tuong ung vdi duong truyén théng, Tu(t), ®p, va a,(t) la do tré
ctia thanh phan da duong, dich pha Doppler va bién do.
Dé don gian, chung ta dat ®,(t) = 27t f.1,(t) — ®p, va viét lai cong thic tin

hiéu nhan dugc nhu sau

N(t) . .
r()) =R { [ Y an(t)e TPyt — Tn(t))] eﬂﬂfcf} (1.4)
n=0
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Gia thiét rang do trai tré (delay spread) ctia kénh truyén nho hon rat nhiéu so voi
nghich ddo bang thong cua tin hiéu B va u(t — t,(t)) ~ u(t). Khi d6, tin hiéu
nhan dugc mo ta trong cong thiuc (1.3) c6 dang nhu sau [ [10],Eq. (3.14)]

r(t) = ri(t) cos(2mfet) +ro(t) sin(27fct), (1.5)

trong d6 r;(t) va rg(t) 1a cac thanh phan dong pha va vudng goc, dugc tinh nhu

sau
N(t)
ri(t) = ) wn(t) cos Py (t) (1.6)
n=1
N(t)
ro(t) = Y an(t)sin®@,(t) (1.7)
n=1

Néu s6 lugng thanh phan da duong du 16n, r;(t) va rg(t) c6 thé xap xi nhu 1a

qua trinh ngdu nhién Gaussian [10].

1.3 MGo hinh théng ké ctia kénh truyén fading

Nhu da trinh bay & trén, fading 1a hién tugng tin hiéu trén kénh truyén khong
day luén bi bién d6i do &nh hudng bdi cac yéu to vat ly trong moi trudng truyen
song. Trong d6 fading rong dé mo ta cuong do tin hiéu nhan duge va mic suy
hao ctia n6 khi dugc truyén qua mot viing khong gian rong hodc khoang cach dai.
Ngugc lai, fading hep mo ta qua trinh bién déi nhanh ctia cudng do tin hiéu thu
dugc va pha dao dong ctia n6 khi tin hiéu truyén trong mot khoang cach gan hodc
mot khodng thoi gian ngan. Viéc xay dung mot mé hinh todn hoc du téng quat
dé mo ta chinh xéc cac kénh truyén fading la khong kha thi hoc rat phic tap. Vi
vay, cdc m6 hinh théng ké trd nén thich hop dé sit dung mé ta dac tinh ctia kénh
truyén fading. Cac mo hinh thong ké thong dung bao gdm cac phan bd Rayleigh,
phan b mi, Rician, Nakagami-m, Weibull va phan b6 a — u [10,27,31]. Viéc ap
dung mo hinh thé)ng ké nao phu thudc vao tung loai méi truong truyén song vo
tuyén cu thé. Trong luan &n nay, tac giad 4p dung mé hinh phan bd Rayleigh va
& — y cho cac mo6 hinh mang NOMA dugc nghién ctru trong luan an nay, Rayleigh
1a m6 hinh phan b dugc st dung phd bién dé mo ta tin hiéu cta kénh truyén

thay doi theo thoi gian ctia duong bao tin hiéu fading da dudng, con & — p 1a mo
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hinh phan bd tong quat, khi thay d6i cac tham s6 ching ta c6 cac phan bd nhu
Rayleigh, phan b6 mi, Rician, Nakagami-m, Weibull va phan b6 Gaussian mot
phia [31].

1.3.1 Phan b6 Rayleigh fading

Khi pha ®,(t) dugc phan b6 déu, cic thanh phan r(t) va rg(t) la cac bién
ngau nhién Gaussian c6 gid tri trung binh bang 0 va phuong sai 0. Khi d6 bién

do cua tin hiéu sé la

2(t) = [r(8)] = \/r3(6) + 7 (1) (1)

va |r(t)| 1a mot bién ngdu nhién theo phan b6 Rayleigh véi ham mat do va phan

bd xac suat lan luot nhu sau

.2

fz(z) = 2ﬁzexp (ﬁz) (1.9)
22

Fz(z) =1—exp <5>, (1.10)

trong d6 Q = ¥,,_; E[a2] = 202 1a cong suat trung binh ctia tin hiéu nhan dugc.
Hon ntta, chiing ta c6 thé tim dugc ham mat do phan b6 xac suat cta cong
suat bang cach thay thé bién i = z%(t) = |r(t)|> nhu sau

X

fu(x) = S exp (—5),x >0, (1.11)

h goi 1a do 1gi cong suat kénh truyén hay do 1gi kénh truyén. Ham phan phéi xac

suat ctia h dé dang tim dugc nhu sau

Fy(x) =1—exp (—é) (1.12)

1.3.2 Phan b6 a — u fading

Gan day, mot phan bd tong quat méi duing dé mé hinh hoéa kénh truyén fading
dugc gidi thiéu boi M. D Yacoub, c¢6 tén la phan b6 a — u [46]. N6 dugc coi nhu
la mot mo hinh t6ng quat, linh hoat va dé quan ly. Hon nita, né bao gom cac

phéan phdi quan trong nhu Rayleigh, Nakagami-m, Weibull, Gaussian mot phia,
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Gamma va phan b6 mu. Trén kénh truyén c6 tin hiéu fading véi bién d¢ 1a x, ham

mat do xac suat ctia phan bd & — y duge mo ta theo cong thire nhu sau

_ ot o ()
fx(x) = Loz ow | -1(3) |- (1.13)
trong d6 a 1a tham s6 bat ky > 0 va u > 1/2 la gia tri nghich do ctia phuong sai
chudn x* va dugc tinh theo cong thiic sau u =IE2[r*]/V[r*]. O day E[] va V[] 1a
ky hiéu phép toan tinh ky vong va phuong sai. Hon ntta, I'(-) 1a ham Gamma va £
la gia tri trung binh bac « va dugc dinh nghia nhu sau £ = {/E[X%] [56, (8.310.1)].

M6 men thit k cia X duge moé ta la

T (p+ )
e

E[x] = = (1.14)
<] ur T
Ham phan bd xac suét tich lily ctia X duoc tinh nhu sau
0
T (%) }
Fx(x) = (1.15)

I(p) 7

trong d6 I[-, ] 1a ham Gamma khong hoan chinh [56, (8.350.1)]. Bang cach thay
d6i cac tham s6 fading (a; i trong (1.13)), chting ta sé nhan dugc cac phan b6 khac
nhau nhu Rayleigh (« = 2; 4 = 1), Nakagami-m (« = 2; 4 = m), Weibull (. = 1),
phan phéi mii (« = 1; 4 = 1), va phan phbi Gaussian mot phia (¢ = 1; 4 = 0.5).

1.4 Mang truyéen thong khong day cong tac

Cong nghé truyén thong khong day da c6 budc phat trién nhay vot trong hai
thap ky qua, nhiéu thé hé mang dugc ra doi nhu mang thé hé thui 3 (3G), mang
thé hé thi tu (4G), mang thé hé thit ndm (5G). Thé hé sau ké thira nhirng wu diém
ctia thé hé trudc da dem lai nhiéu dich vu tién ich cho nguoi dung, toc do truyén
dit liéu ngay cang nhanh véi chi phi hop ly. Mot trong nhitng van dé mang truyén
thong khong day phai doi mat do 1a sy suy hao tin hiéu do cac tdc dong ctia cac
yéu t6 ty nhién trong moi trudong truyén song nhu phan xa, nhiéu xa va tan xa
va cac hién tuong fading khac. Dé gidi quyét van dé suy hao tin hiéu, da c6 mot
sb gidi phap dugc stt dung nhu ting cong suat phat, ting bang thong, st dung
ky thuat diéu ché nhu OFDM, CDMA, ky thuat Beamforming, ky thuat yéu cau
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1ap lai tu dong (ARQ), ky thuat MIMO, ky thuat chuyén tiép. Trong d6 ky thuét
chuyén tiép nhan dugc sy quan tdim cta cac nha nghién ctru.

Mang truyen thong cong tac khong day sit dung ky thuat chuyén tiép dé tang
kha nang

truyen tin gitta mdy phat va may thu. Mang nay thuong dugc stt dung trong
cac tinh hudéng ma viéc truyén thong truc tiép gitta may phat va may thu gap khé
khan hodc khong hiéu qua. Trong mang truyén thong cdng tac, c6 ba thanh phan
chinh: May phat (ngudn), mdy thu (dich) va mot hodc nhiéu nut (thiét bi) chuyén
tiép. Nt nguon: La thanh phan tao d liéu can truyen va khdi tao viéc truyén tin.
Nt chuyén tiép la thanh phan trung gian nhan va chuyén tiép di liéu tir nguon
dén dich. Nut dich 1a thanh phan cudi cting nhéan dit liéu duge gui tir ntit nguon.

Nhu trong hinh 1.2 ntit ngudn ky hiéu 1a S, nit chuyén tiép 1a R va nat dich la

S D

Hinh 1.2: Mé hinh mang truyén thong cong tic co mot niit chuyén tiép

D. N6i chung, c6 hai loai thiét bi chuyén tiép, d6 1a chuyén tiép ban song cong va
chuyén tiép song cong. Trong d6 chuyén tiép song cong c6 thé truyeén va nhan tin
hiéu dong thoi trén cting mot kénh. Trai lai, v6i chuyén tiép ban song cong, can
hai kénh truc giao dé thiét bi chuyén tiép c6 thé truyén va nhan tin hiéu.
Chuyén tiép song cong tiét kiém tai nguyén tan s6 va hiéu qua st dung gap
do6i kha nang st dung tan sb so vé6i chuyén tiép ban song cong. Tuy nhién, voi
chuyén tiép song cong, tin hiéu dau vao tai mot dng-ten sé bi nhiéu bdi tin hiéu
dau ra cua chinh no, goi la tu nhiéu. Thach thirc d6i véi viéc loai bd tu nhiéu nay
1a do sy khéc biét dang ké vé muc cong suét gitra tin hiéu vao va tin hiéu ra. Do
d6, mac du chuyén tiép ban song cong cé str dung tan sb thap hon so véi chuyén
tiép song cong, nhung n6 van dugc stt dung trong cac hé thong khong day thuc

té do tinh don gidn trong viéc trién khai. Mang truyén thong cong tac khong day
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Hinh 1.3: Mé hinh mang truyén thong cong tic sir dung giao thitc DF, AF

stt dung mot trong hai giao thirc 1a: Khuéch dai va chuyén tiép (AF) hoac giai ma
va chuyén tiép (DF) nhu trong hinh 1.3. Trong giao thic khuéch dai va chuyén
tiép, cdc nut chuyén tiép khuéch dai tin hiéu sau d6 chuyén tiép tin hiéu nhan
dugc dén ntit nhan. D6i vdi giao thic gidi ma va chuyén tiép, cac nut chuyén tiép
giadi ma tin hiéu nhan dugc va chuyén tiép né dén nit dich. Giao thirc khuéch
dai va chuyén tiép c6 vu diém la dé cai dat, vi nit chuyén tiép tin hiéu nhiéu da
nhan ma khong can phai thyc hién viéc gidi ma tin hiéu. Mt khac, nhugc diém
chinh ctia giao thitc khuéch dai va chuyén tiép la tin hiéu nhiéu nhan dugc tai
nut chuyén tiép cting c6 thé duge khuéch dai va chuyén tiép dén nit dich. Diéu
nay c6 thé dan dén su suy giam hiéu suét trong viéc gidi ma tin hiéu nguon tai
nut dich. Gia st c6 mot nguon truyeén tin hiéu x vdi cong suat 1a P, tin hiéu nhan

dugc tai ntt chuyén tiép c6 dang nhu sau:
Vr = VPhgx + 1y, (1.16)

trong do hs, 1a hé s6 kénh truyén tu nut nguén t6i nut dich va n, nhiéu Gaussian
trang cong vdi gia tri trung binh bang 0 va phuong sai la Ny. Trong giao thtc
khuéch dai va chuyén tiép, ntt chuyén tiép sé khuéch dai tin hiéu nhan duoc 7,
v6i hé s6 ty 1é « = 1/(v/P|hs|) va chuyén tiép tin hiéu dén diém dich. Do d¢, tin

hiéu nhan dugc tai diém dich cé thé dugc biéu dién nhu sau:
viF = VPl +ng, (1.17)

trong do h,4 1a hé s6 kénh truyen tir nut chuyén tiép tdi nut dich va n, la nhiéu
Gaussian trang cong c6 gid tri trung binh bang 0 va phuong sai Ny. Tir phuong

trinh (1.16) va (1.17), ching ta c6 dung lugng ctia kénh truyén trong giao thirc
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khuéch dai va chuyén tiép nhu sau:

srd 2 2 ‘hsr’2+ |hrd’2 ’

trong d6 v = P/Nj va hé s6 1/2 xuat phat tir viéc can 2 khe thoi gian dé hoan
thanh viéc truyén tin hiéu tir nit ngudn tdi nut dich thong qua nit chuyén tiép.
Tir phuong trinh (1.18) cho thay dung lugng kénh truyén trong giao thitc khuéch
dai va chuyén tiép phu thudc vao ca kénh truyén tir nit ngudn téi nit chuyén
tiép va tir nut chuyén tiép tdi nut dich.

Khéc véi giao thitc khuéch dai va chuyén tiép, trong giao thirc giai ma va
chuyén tiép, nut chuyén tiép giai ma tin hiéu nhan dugc tir nit nguon trude khi
chuyén tiép dén nut dich. Chiing ta c6 thé tinh toan dung lugng kénh truyén dya

vao giao thic giai ma va khuéch dai nhu sau [135]:
1 :
755 = Elogz(l + ymin{|hs %, [1,4]?}). (1.19)

Nhu vay dung lugng kénh truyen trong giao thirc gidi ma va chuyén tiép la gia tri
nho nhét gitta dung lugng kénh tir nit nguodn téi nuit chuyén tiép va dung luong
kénh tir nit chuyén tiép tdi nut dich. So sanh hai cong thirc (1.18) va (1.19) c6 thé
dé dang két luan rang dung lugng kénh dua trén giao thic gidi ma va chuyén
tiép 16n hon so v6i kénh dua trén giao thirc khuéch dai va chuyén tiép, day 1a vu
diém ctia giao thic gidi ma va chuyén tiép so véi giao thirc khuéch dai va chuyén
tiép veé hiéu suat dung luong kénh truyén [28]. Tuy nhién nhuge diém cua giao
thitc gidi ma va chuyén tiép so vdi giao thirc khuéch dai va chuyén tiép la do tré

trong qua trinh truyén tin ting 1én do dién ra hoat dong giai ma tin hiéu.

1.5 Mang NOMA

1.5.1 Nguyén ly hoat dong

Céac thé hé mang khong day hién nay cap phat tai nguyén vo tuyén cho ngusi
dung cubi déu dua trén nguyeén ly da truy cap truc giao. Tuy nhién khi s6 lugng
ngudi dung tang 1én, cdc phuong phép tiép can dua trén da truy cap truc giao
(OMA) ¢6 thé khong dap tng dugce cac yéu cau nghiém ngat nhu hiéu suat st

dung pho tan cao, do tré thép va két n6i nhiéu thiét bi. N6i cach khéc, hiéu suat
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ctia OMA khong thé ddp ung dugc trong cac hé thong thong tin truyen thong
khéng day trong tuong lai. Do do, tir ndm 2003 cac nha khoa hoc da bat dau
nghién citu vé NOMA va dé xuadt NOMA nhu mét ting ctf vién sang gia vé ky
thuat da truy cap cho cac thé hé mang tiép theo dé ci thién hiéu qua phd dong
thai cho phép nhiéu da truy cdp ¢ mot mic do nao d6 tai cdc may thu. Trong
mang NOMA chia nguoi dung thanh tirng nhém dé thyc hién viéc truyén va
nhan thong tin. Nhin chung, cac phuong phap nhom ghép ngudi dung thanh cac
nhom trong mang NOMA hién tai dugc chia thanh hai loai chinh la ghép kénh
mién cong suat (PDM-NOMA) va ghép kénh mién ma (CD-NOMA) [48]. Trong
dé, ghép kénh mién ma cé tiém nang dé tang cuong hiéu qua phé nhung ky thuat
nay doi hoi bang thong truyén dan cao va kho ap dung vao cac hé thong thong
tin hién tai. Mat khac, ghép kénh mién cong suat c6 cach thuyc thi don gian vi
cac hé thong mang hién c6 khong can phai trién khai nhitng thay déi dang ké.
Ngoai ra, ghép kénh mién cong sut khong yéu cau bang thong bé sung dé cai
thién hiéu qua pho tan [86]. Vi thé NOMA mién cong suat da trd thanh mo6 hinh
hiéu quéa va dugce nghién ctru phd bién nhat trong s6 cac mo hinh mang NOMA.
Co ché hoat dong cia PDM-NOMA 1a st dung hiéu qua mién cong suét cho da
truy cap dé€ dong thoi phuc vu nhiéu ngusi dung trong cting mot khe thoi gian,
cting mot dai tan s6 bang phuong phap ma héa xép chong tai mdy phat. Trong
d6, muc cong suat chp phat cho mot ngudi dung duogc quyét dinh dya trén do loi
kénh, véi ngudi dung c6 do loi kénh cao hon duge gan muc cong suat thip hon
va ngudc lai. Tai may thu, cac tin hiéu nguoi dung khac nhau dugc phan tach
bang cach khai thac su khac biét vé cong sudt tin hiéu cia mdi ngudi dung dua
trén ky thuat loai bd nhiéu ndi tiép (SIC) hodc loai bo nhiéu song song (PIC). So
vdi OMA, NOMA c6 nhitng wu diém sau:

e Cai thién hiéu qua phé va thong lugng: Trong OMA, chang han nhu trong
mang ghép kénh phan chia tan sb truc giao (OFDMA), mot tai nguyén tan
s6 cu thé dugc chi dinh cho méi ngudi dung ma khong phu thudc vao trang
thai kénh truyén tét hay xau, do dé hiéu suét va thong lugng phd tong thé
ctia hé thong thap. Ngugc lai, trong NOMA, tai nguyén tan s6 gidng nhau
dugc gan cho nhiéu nguoi dung dong thdi voi cac diéu kién kénh truyén

tot, xau khac nhau. Do d¢, tai nguyén dugc cap phat cho ngudi dung c6
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kénh truyén xau cting dugc stt dung bdi ngudi dung c6 kénh truyén tot va

nhiéu c6 thé giam thiéu thong qua cac qua trinh SIC tai may thu.

e Tang su cong bang ctia ngudi dung, do tré thap va hd trg nhiéu két noi:
Trong OMA, ngudi dung c6 kénh truyén tot hon c6 mic wu tién duge phuc
vu cao hon trong khi ngudi diing c6 kénh truyén kém hon phai chg dé dugc
truy cap, ddn dén mot van dé vé tinh cong bang va dé tré cao. Cach tiép can
nay khong thé hé trg nhiéu két nbi. Nguoc lai, NOMA c6 thé phuc vu dong
thoi nhiéu nguoi dung vai cac diéu kién kénh khac nhau. Do d6, né ¢6 thé
cdi thién su cong bang cho ngudi dung, do tré gidm di va kha nang thuc

hién nhiéu két noi cao hon.

» Kha nang tuong thich cao: NOMA ciing tuong thich v6i cac hé thong truyén
thong hién tai va tuong lai vi né khong yéu cau stra d6i dang ké trén kién
tric hién c6. Luu y rang NOMA mién cong suat duong xudng da duoc

chuan hoa trong 3GPP, goi 1a truyén dan xép chong da nguoi dung [126].

Méc dit NOMA c6 nhiéu tinh nang c6 thé hé trg cac thé hé tiép theo, nhung
n6 c6 mot s6 han ché can dugce giai quyét dé khai thac toan bo 1gi thé ctia né. b6
1a, trong NOMA, nguoi dung duge xép thanh titng nhém, khi truyén tin hiéu,
mdy phat sé tron tin hiéu cua tat cd ngudi dung trong mot nhom thanh tin hiéu
hén hgp. Tai mdy thu, tin hiéu ctia méi nguoi dung sé duoc 1an lugt giai ma sau
khi da giai ma tin hiéu cta nhiing nguoi dung khéc trong nhom nén tinh phuc
tap cia mdy thu sé tang 1én khi so sanh véi OMA, dan dén do tré lau hon. Hon
nita, thong tin vé do lgi kénh truyeén cua tat ca ngudi dung phai dugc phan hoi
vé may phat, diéu nay dan dén chi phi xt ly thong tin phan hoi ting lén dang ké.
Hon nita, néu bat ky 15i nao xay ra trong qua trinh SIC & bat ky ngudi duing nao,
thi xac suat 16i ctia qua trinh giai ma nbi tiép sé ting 1én. Do do, s6 lugng ngudi
dung trong mot nhém nén duge gidm bt d€ tranh 16i nhu vay. Mot ly do khéc
dé han ché s6 lugng ngudi dung trong mot nhém 1a can c6 sy khac biét dang ké
veé do loi kénh gitta nhitng ngudi dung dé c6 hiéu suat hoat dong t6t hon [127].
Ngoai ra, duong xudng trong mang NOMA, ky thuat SIC thuc hién trén thiét bi
ngudi dung cudi va né doi hoi tiéu thu nhiéu nang lugng dé x ly khi c6 nhiéu

ngudi dung trong mot nhém. Vi vay, nhém hai ngudi diing duge chap nhéan rong
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rai nhu 1a giai phap phan nhém hiéu qua trong mang NOMA dudng xudng [128].

1.5.2 Duong truyén xuéng trong mang NOMA
1.5.2.1 Dung lugng kénh truyén xudng trong mang NOMA

Xét truong hop mang NOMA duodng xudng gom c6 mot tram co s& (BS) va
hai ngudi dung cudi U; (i = 1,2) nhu trong hinh 1.4. Bing thong hé thong gia
thiét 1a 1 Hz. BS truyén tin hiéu x; téi U;, trong d6 P; 1a cong suat truyeén va Py +

P, = P. Tin hiéu cta hai nguoi dung U; 1a x; va xp, dugc xép chéng nhu sau:
X = \/lel + v/ Prxs. (1.20)
Tin hiéu nhan dugc tai U; dugc biéu dién nhu sau
yi = hix + w;, (1.21)

trong do h; 1a hé s6 kénh phtic gitta U; va BS, w; la nhiéu Gaussian tréng cOng
(AWGN). Mat d6 phd cong suat ctia w; 1a Ny ;. Gia thiét rang qua trinh truyén tin

Khir tin hiéu duorc gidi Giai mé tin hiéu clia
m3 cla Ngudi diing 2 —3 Ngudi dung 1

tur tin hiéu nhan duoc
E Nguoi dung 1 3 +

Giai ma tin hiéu cla
Nguoi dung 2

Tram géc

<o P2

a T ———— s e s s
s Giai ma tin hiéu cua
<§ P1 Nguoi dung 2

\ ]

e Ngudidung 2
Téan s6

Hinh 1.4: Minh hoa duong truyén xudng trong mang NOMA sir dung SIC tai mdy thu

hiéu khong xay ra 16i va tin hiéu dugc giai ma thanh cong, dung luong kénh ctia

U; 1a R; dugc biéu dién nhu sau

Py |y |? Py |hy|?
R, =1 1 ,Rr =1 1 . 1.22
1= 08 ( * No 1 2 =108 (1 F Py|hy|? 4+ Noo (1.22)
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Tir phuong trinh (1.22) ching ta nhan thay rang, cong suat phan b6 cho méi ngudi
diing sé anh hudng rat 16n dén dung lugng ctia ngudi dung dé. Bang cach diéu
chinh ty 1é phan bd cong suat %, BS c6 thé diéu khién linh hoat dung lugng cta
tirng ngudi dung sao cho tin hiéu cta tirng ngudi dung c6 thé giai ma duoc tai

may thu tuong ing ctia no.

1.5.2.2 So sanh dung lugng kénh truyén xuéng giira NOMA va OMA

Theo nguyén ly OMA, ngudi dung dugc cap phat tai nguyén vé tuyén tryc
giao, do do6 lugng bang thong la « gan cho U; (0 < a < 1) thi lugng bang thong
con lai (1-a) Hz dugc gan cho U;. Goi R; 1a dung lugng kénh cuia nguoi dung U;,

duoc biéu dién nhu sau

P1|h1!2) ( Py|ha? )
,Ro =(1—a)lo 1+—. 1.23
DCN()Il 2 ( ) &2 (1 _ “)NO,2 ( )

Hiéu suat cia NOMA so vdi OMA tang 1én khi do 1gi kénh truyén ctia U; c6 su

Ry = alog, (1 +

khac biét 16n. Chung ta xem xét truong hgp co6 hai nguoi dung nhu trong hinh 1.5,
vai Uj 1a nguoi dung trung tdm va Uy la ngudoi dung & bién xa mday phat BS hon
so voi Uy, trong do % va % co gia tri lan luot 1a 20 dB va 0 dB tuong ung.
Trong OMA thi bang thong va cong suat truyén cap phat cho hai ngudi dung la
nhu nhau (0« = 0.5, P = P, = %P), toc truyén tin cta tung U; dugc tinh toan theo
phuong trinh (1.23) 1an luot 1a Ry = 3.33 bps va R, = 0.50 bps. Mit khac, trong
mang NOMA gia thiét cong suat dugc phan bd cho U; lan lugt 1a Py = ipvap, =
%P, tdc do truyen tin dugc tinh theo cong thirc (1.22) tuong tng la Ry = 4.39 bps
va Ry = 0.74 bps. Toc do truyeén tin trong NOMA tang so voi OMA 1a 32% d6i vdi
Uy va 48% dbi véi U,. Tir trudong hop hé thong c6 hai ngudi dung don gian nay,
chiing ta thay rang t6ng dung lugng ctia mang NOMA cao hon OMA [29].

1.5.3 Puong truyén lén trong mang NOMA

1.5.3.1 Dung lugng kénh truyén 1én trong mang NOMA

Xem xét mo6 hinh mang NOMA duong 1én nhu trong hinh 1.6 v6i hai nguoi
dung cudi U; truyén tin hiéu vé tram co s& BS trén cung tan so tai cung mot thoi

diém va BS st dung SIC béc tach tin hiéu cta tirng ngudi dung. Tuong tu nhu
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Ngudi dung 1 Ngudi dung 2
OFDMA el
o= 4
‘g """ P S S S ‘:g P2 = EP
n IR
o0 Lo B e ot
<S NEUGI dung 1 ::0000000000000000: gﬂ P =
o e N S 1==
- = .
R Sa Tan so
R:=3.33 bps/Hz Ry =4.39 bps/Hz (+32%)
R, =0.50 bps/Hz R, =0.74 bps/Hz (+48%)

Hinh 1.5: So sdnh dung luong duong truyén xudng trong mang NOMA va OMA

duong xudng, chiing ta gia thiét bang thong toan hé thong la 1 Hz. Tin hiéu dugc
truyén bdi U; ky hiéu 1a x;, cong suat truyén 1a P;. Trong mang NOMA duong
1én, tin hiéu nhan dugc tai BS 1a tin hiéu xép chong ctia hai nguoi dung U; 1a x;

va xp nhu sau
Yy = hi\/Pix1 4+ ha/ Poxo +w, (1.24)

trong d6 hy 1a hé s6 kénh phic gitta U; va BS. w 1a nhiéu Gaussian trang cong
(AWGN)) tai BS vdi mat do phd cong suat la Ny. Uj 1a nguoi dung & trung tam,

> ? PN = 2 2 2 ~
U, 1a nguoi dung nam 6 bién xa BS hon so véi Uy, % > % BS sir dung SIC dé
tach tin hiéu theo thu tu d¢ loi kénh truyén gidm dan. Gia thiét qua trinh truyén

tin khong 6 16i xa ra, khi d6 dung lugng R; ctia U; duoc tinh nhu sau

1‘h1‘2 2“12‘2
Ry =log, (1+ - ) &) —log, (14 221210
1= 82 < Poha2+ No) ' 2~ 82 No

Néu BS str dung SIC dé tach tin hiéu theo thit tu ting dan cta d6 lgi kénh truyen,

(1.25)

dung luong cua U; dugc tinh tuong ting nhu sau

2 2

R4 zlogz <1+T0) , Rp :10g2 (1+m
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Tong dung lugng ctia hé thong nhu sau

(1.27)

Pi|hq|? + Py |?
R1+R2=10g2<1+ 11| + Polho )

No
Ching ta thy rang, tong dung lugng ctia U; khong phu thudc vao thu ty ting
hay gidm ctia d¢ lgi kénh truyén khi thuc hién qua trinh SIC dé béc tach tin hiéu.
Tuy nhién, két ludn tong dung luong cua U; 1a gibng nhau véi thit tu SIC khac
nhau chi ding khi qua trinh truyén tin hiéu khong c6 16i xay ra. Trong cac hé
thong thuc té, qud trinh truyén tin hiéu thudng c6 16i xa ra thi thu tu t6i wu la
thit tu gidm dan ctia d6 loi kénh truyén khi thuc hién qua trinh SIC.

Cong suat

Tan s6

o e e i | Khr tin hiéu duoc giai

Nguoi du 2 . . a cua ngO du g 1 |
g ung N .
guoidung 1l P ~ ~ c

Giai ma tin hiéu clta
Nguoi dung 2

Hinh 1.6: Minh hoa duong truyén lén trong mang NOMA sir dung SIC tai mdy phdt

1.5.3.2 So sanh dung lugng kénh truyén 1én gitra NOMA va OMA

Gia thiét lugng bang thong gianh cho U; 1a a« (0 < a < 1) va lugng bang thong
con lai (1-o) Hz gianh cho U;. Dung lugng kénh ctia U; dugc tinh nhu sau

_ Pr|h|? _ Po|hy|?
R; = «log, (1—1— aNo ,Ry = (1 —a)log, 1+m : (1.28)

Hinh 1.7 so sanh dung lugng nguoi dung gitta mang NOMA va OMA. U; la

nguoi dung trung tdm va U, la nguoi dung & bién xa mdy phat BS hon so voi
Uy, trong do |h1| va Kl,ﬂ c6 gia trj 1an luogt 1a 20 dB va 0 dB tuong tng. Trong
mang OMA, bang thong dugc chia déu cho mbi nguoi dung (a = 0.5), va toc do

truyeén tin dugc tinh theo cong thire (1.28), Ry = 3.33 bps va R, = 0.50 bps. Mt
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khac, trong NOMA, gia thiét tong cong suat truyén ctia hai ngudi dung giong
nhu trong OMA, tbc do truyén tin dugc tinh theo cong thirc (1.25), Ry = 3.60 bps
va R; = 0.85 bps. Tong dung lugng ctia hai nguoi dung trong mang NOMA so véi
OMA ting lén 16%. Do d6, d6i véi NOMA duong 1én, chuing ta c6 thé dat dugc
hiéu suat tuong tu nhu d6i véi NOMA duong xudng [29].

-

Ngudidung 1 Ngudi dung 2

OFDMA NOMA

& 4
2 s ke Pz = E P
< | Nguoidung 1| Nguoiding 2 oo 1
G it et = p=ip
O et o ) 1
o (W] 5 e
e =
Ransa Tan s6
R, =3.33 bps/Hz R1 = 3.60 bps/Hz (+8%)
R, = 0.50 bps/Hz R, = 0.85 bps/Hz (+70%)

Hinh 1.7: So sinh dung lugng duong truyén lén trong mang NOMA va OMA

1.6 Bao mat tang vat Iy trong mang NOMA

1.6.1 Co s& ly thuyét bao mat tang vat 1y

OSI 1a moét mod hinh tham chiéu duge phat trién bdi t6 chire tiéu chuan quéc
té, dong vai tro chuan héa cac chirc nang bén trong cia mot hé thong thong tin
bang cach chia né thanh cac ting. M6 hinh OSI dugc biéu dién nhu hinh 1.8
va gom c6 7 tang: Tang vat ly (Physical Layer), tang lién két di liéu (Data link
layer), ting mang (Network layer), ting van chuyén (Transport layer), ting phién
(Session layer), tang biéu dién (Presentation layer) va tang ting dung (Application
layer). Céc tang trong mo hinh OSI ¢6 quan hé chit ché véi nhau, méi ting nham

dinh nghia mot phan doan trong qua trinh di chuyén thong tin qua mang. Mo
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hinh OSI ra doi dé giai quyét van de két ndi, trao ddi thong tin gitta cdc hé thong
thong tin voi nhau. Tang vat ly la tang thap nhat trong mo hinh OSI, xtt ly cac

Céc ting mé hinh OSI Cac k¥ thudt bdo mat twong Ging
Tang (rng dung a M3 hoa
(Application layer) (Encryption)

Tang trinh dién

(Presentation layer)

Tang phién
(Session layer)

Tang van chuyén R Cong bao mat
(Transport layer) d (Secure socket)
Tang mang Mang riéng ao
(Network layer) (Virtual Private Network)
Tang lién két Pia chi MAC
(Datalink layer) > (Secure MAC)
Tang Vat ly = Bao mat tang vat Iy
(Physical layer) (Physical layer security)

Hinh 1.8: Mé hinh tham chiéu OSI

van dé lién quan dén viéc truyén cac dong bit nhi phan phi cau tric tir may nay
sang may khdc, thiét 1ap duy tri va huy két ndi vat ly. Ngoai ra n6 chi dinh céac
thong s6 ky thuat vé co, dién, cac tht tuc dé truy cap vao duong truyén vat ly.
Dé dam bao bao mat thong tin trao ddi gitta cac hé thong thong tin, cac giai
phép bdo mat khac nhau da duge nghién ciry, trién khai 4p dung & cac tang khéc
nhau. Dic biét, d6i voi cac hé thong truyén tin khong day, do dac tinh quang
ba ty nhién cta kénh truyén nén rat dé bi tan cong dang nghe 1én hodc lam suy
giam chat lugng kénh truyén hodc lam gian doan hoat dong truyén tin ctia hé
thong [16]. Giai phap cho cac van dé trén theo cach tiép can truyén thong 1a st
dung phuong phap ma héa dé ngan chan ngudi dung bat hgp phap thu thap
thong tin. Ban tin trude khi dugc truyén di duge ma hoéa va chi c6 ngusi nhan
hgp phap c6 khoa bi mat méi c6 thé giadi ma ban tin. Do vay muc dd bao mat
ctia phuong phap ma hoéa dugc do bang do phtic tap ctia thuat todn ma héa. Tuy
nhién vdi sy phat trién manh mé ctia cong nghé tinh toan thi mirc do bao mat do

bang thdi gian tinh todn va bo nhd luu trit can thiét d€ pha ma mat thi rat kho
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duge ddm bao trong tuong lai, thuc té nhiéu thuat toan ma héa hién tai da bi pha
vd [91]. Ngoai ra mot thach thitc nita ma phuong phap ma hoéa gap phai la van
dé chi phi, khé khan trong viéc quan ly va phan phdi khéa trong cac hé thong
phan tan, cdc hé thong thong tin trong tuong lai & d6 cac nut mang két ndi va roi
di mot cach ngau nhién, lién tuc [98].

Phuong phap bao mat tang vat ly dugc khdi xudng bdi Wyner tir nam 1975
[30]. Co s6 ly thuyét cia PLS xuat phat tir khai niém bao mat hoan hao (perfect
secrecy) va ly thuyét thong tin dua ra béi Shannon vao ndm 1949 [23]. Xét mo
hinh hé thong bdo mat cia Shannon mo ta nhu trong hinh 1.9, gia thiét ca kénh
hop phap va kénh nghe 1én déu khong c6 nhiéu. Khoéa bi mat K dugc biét bdi ca
may phat va mdy thu hgp phap. Mday phat hop phédp goi la ALICE ma hoéa ban tin
M thanh tir ma X va truyén cho mdy thu hgp phap BOB, trong qua trinh truyén
ban tin M, thiét bi nghe 1én bat hgp phap Eve cling thu dugc tir ma X qua kénh
nghe 1én. Shannon goi qua trinh truyén tin trén kénh hop phéap dat bio mat hoan
hdo néu va chi néu do bat dinh con lai cia ban tin M tir thong tin dau ra Z tai

Eve bang voi do bat dinh ctia ban tin M, c6 nghia 1a [159]
H(M|zZ) = H(M). (1.29)

Diéu nay c6 nghia rang tir ma X doc lap hoan toan v6i M hay néi cach khac
Z khong chira bat ky thong tin nao vé ban tin M. Khi d6 thong tin tuong hd
I(M;Z) = H(X) — H(M|Z) sé bang 0 trong truong hop kénh truyén tin dat bao
mat hoan hao. H(M|Z) con goi la entropy c6 diéu kién ctia ban tin M khi biét ban
tin Z hay con goi la d0 map mo (equivocation) ctia Eve vé ban tin M. Do khong
c6 mbi tuong quan gitra ban tin va tir ma nén khong ton tai thuat toan dé Eve c6
thé trich xuat thong tin vé ban tin M.

V6i mo6 hinh ma mat dé ra, Shannon da chiing minh rang bao mat hoan hao
chi c6 thé dat duge néu do bat dinh ctia khéa bi mat K t6i thiéu bang do bat dinh
ctia ban tin, c6 nghia rang H(K) > H(M). Diéu nay c6 nghia rang can st dung
it nhat mot bit khéa bi mat cho moéi mot bit ctia ban tin va Shannon ciing chi ra
rang chi c6 khda ma mot lan (one-time pad) la c6 thé dap tng dugc yéu cau vé
khoéa bi mat nhu vay. Khai niém bao mat hoan hdo ctia Shannon duge chap nhan
nhu 1a phép do bao mat chat ché nhat nhung khong dat ra bat ky gidi han nao vé

kha nang tinh toan cua thiét bi nghe lén.
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Hinh 1.9: M6 hinh hé thong bdo mdt ciia Shannon

1.6.2 Kénh nghe lén

Xuat phat tir khai niém bao mat hoan hao va ly thuyét thong tin, Wyner da
khéi xudng nghién ctiru vé bdo mat tang vat ly trén kénh nghe 1én [30]. Hinh 1.10
mo td mo hinh kénh nghe 1én tong quat, trong do ban tin M dugc chon ngau
nhién tir tap cac ban tin M. B ma héa chuyén ban tin M thanh tir ma X" c6 do
dai n. X" dugc truyen tir ALICE dén BOB qua mdt kénh i rac khong nhd, tai
dau ra cta kénh chinh thu dugc tir ma Y" va la dau vao ctia kénh nghe 1én. BOB
sé giai ma va thu dugc ban tin M va Eve giai ma dugc ban tin Z". Kénh nghe 1én
duoc gia thiét rang la mot phién ban tin hiéu suy thodi ctia kénh chinh. D tin cay
clia qua trinh truyén tin duge do bé“mg xéac suat 16i trung binh, dugc dinh nghia
nhu sau [30]:

1 Y. P{M # M} (1.30)

P = P{NI £ M} =
‘ ‘Ml MeM

D06 méap mo (equivocation) ve nguén tin ctia Eve sau khi giai ma va nhan duogc

ban tin Z", hay con goi 1a d6 kho ctia viéc xac dinh ngudn tin da gti tuong tng
véi dir liéu da nhan, duogc dinh nghia nhu sau [30]:

m _ 1 n
R, = nH(M|Z ) (1.31)
Muc tiéu 1a thiét ké hé th6ng truyén tin sao cho Pe(n) tién vé 0 trong khi toc do

truyén tin va do map mdo cang 16n cang t6t. Wyner da chi ra rang khi n — oo thi
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su map md tai kénh nghe 1én sé tiém can do bat dinh ctia ngudn tin vo diéu kién,

c6 nghia la qua trinh truyén tin dat dugc bdo mat gan nhu hoan hao. Tuy nhién

toc do truyen tin R = w — 0. Vay van dé dat ra 1a c6 thé truyén tin & mot toc
do6 16n hon 0 mot luong dang ké ma van dat duge do an toan gén nhu tuyét doi
(RM™ ~ H(M)).

Wyner da phat biéu rang mot cap téc do truyén tin - do map ma (Rs, R,) ¢

thé dat dugc néu ton tai mot bo ma hoa - giai ma thda man [4,12,19]:

lim P — 0 (1.32)
n—o00
lim inf R > R, (1.33)
n—o0 n

(Rs, R,) cho biét tbc do truyén tin an toan bao mat dat duoc vdi mot mirc do
bao mat la R,. Khi R, < R; thi thong tin bi ro ri cho doi tuong nghe 1én Eve. Khi
Rs = R, thi qua trinh truyén tin dat bdo mat hoan hao, Rs goi la téc d6 bao mat
hoan héo. Téc do truyén tin bdo mat 16n nhat goi la dung lugng bao mat [30].

Cs = max R, (1.34)
(Rs,Re)€ER

trong d6 R 1a tap bao dong tat ca cac cap (R, R,) c6 thé dat dugc.

- ——— i ———————— - _—— e ——————— ——— —— -

: 1
! Bantin 1
A H n - |
X" Kenh chinh Y : BS gidi m3 M |
P(Y[X) i :
! 1
\

___________________

[vs]
Qv
=]
=
=

...................................

Kénh Wiretap

P(Z]Y) Ban tin 2°

Hinh 1.10: M6 hinh kénh nghe lén tong qudt

Wyner da tién phong nghién ctru bdo mat tang vat ly, tuy nhién ké tir khi
cong trinh ctia 6ng dugc cong bo thi PLS da khong nhan dugc nhiéu sy quan tam
clia cac nha nghién cttu, van dé nay c6 thé do nhitng nguyén nhan sau: Nguyén
nhan thit nhat, kj thuat ma hoéa cho kénh nghe 1én thuc té chua san sang; mo

hinh kénh nghe 1én dua ra gia thiét raing kénh nghe 1én 1a kénh suy thoai hon
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kénh hop phap, tic ty sd cong suét tin hiéu trén nhiéu cta kénh hop phap luon
16n hon kénh nghe 1én, gia thiét nay kho duge dadm bao trong mai trudong truyeén
thong khong day. Nguyén nhan thit hai, ngay sau khi khai niém dung lugng bao
mat duogc dé xuét, Diffe va Hellman da phat minh ra mat ma khoéa cong khai véi
thuat toan ma hoéa c6 do phiic tap duge cho la rat khé pha ma va da thong tri
nghién ctru bdo mat ké tir khi xuat hién vi vay bao mat tang vat ly khong dugc
quan tam trong nhirng nam thap nién 1970 va thap nién 1980.

Mé rong cac két qua ctia Wyner, hai nha khoa hoc Imre Csiszar va Janos
Korner da nghién citu trén kénh quang béa va da chitng minh rang c6 thé truyén
cac ban tin bi mat vdi toc do Ry (Rs > 0) vdi mitc bao mat hoan hao cting véi cac

ban tin chung khong can gitr bi mat cho tat cd moi ngudi trong hé thong [7].

1.6.3 Kénh nghe 1én Gaussian

Kénh truyén nghe 1én c6 nhiéu AWGN duoc nghién ctru va cong bb trong
cong trinh [14], nhém téc gia trong cong trinh nay da chi ra rang dung lugng bao
mat cuia kénh nghe lén Gaussian c6 dugc tu sy khac biét gitta dung luong kénh
chinh va kénh nghe lén.

Mo hinh kénh nghe lén Gaussian dugc mo ta trong Hinh 1.11. Trong d6, may
phét sé ma hda ban tin M thanh tir ma X", sau d6 truyén qua kénh c6 nhiéu
Gaussian, phia may thu sé giai ma tin hiéu thu dugc Y” thanh ban tin M, bén
canh d6 méay nghe lén Eve cling thu nhan dugc tin hiéu Z" truyén di tir may phat
va giai ma thanh ban tin M. Méi quan hé gitta dau vao/ra ctia kénh truyén dugc
mo ta nhu sau

Yi = Xi+ Ny, (1.35)

zi = Xj + N, j, (1.36)
trong d6 n,,; va n,; 1a nhifu AWGN thuc (real-valued Gaussian) doc lap va cé
ciing phan bd, ¢ gia tri trung binh bang 0 va c6 phuong sai tuong ting 1a o2, va
o2, taclan,,; ~ N(0,03) van,; ~ N(0,02) .

Theo [14], tbc dd truyén tin bao mat tdi da c6 thé dat dugc hay con goi la dung
lugng bao mat cho kénh nghe lén Gaussian la [14]

Cs = {Cp — Ce} ™. (1.37)
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Hinh 1.11: M6 hinh kénh nghe lén Gaussian

trong d6 {x}T = max{x,0} va Cy, 1a dung lugng kénh chinh, C, la dung lugng
kénh nghe 1én, ap dung cong thic dung luong kénh Gaussian [12], ta c6

1 P
Cn = Elog2 (1 + %> . (1.38)

1 P
Ce = Elog2 (1 + ;) . (1.39)

e
Nhu vay dung lugng bdo mat ctia kénh nghe 1én Gaussian dugc tinh bang hiéu
dung lugng gitra kénh chinh va dung lugng kénh nghe lén. Tir (1.37) chung ta co
thé thay dung lugng bao mat khac khong khi H sd tin hiéu trén nhiéu cta kénh
hgp phap t6t hon kénh nghe 1én, ngugc lai dung lugng bao mat béng khong.
Trong thuc té, diéu nay c6 thé dugc hiéu la thiét bi nghe lén dang & vi tri xa hon
thiét bi thu hop phap va nhan moét phién ban tin hiéu suy thoai.
Thay cong thuc (1.38) va (1.39) vao (1.37), dung lugng bao mat kénh khi cong
suat truyén rat 16n c6 dang nhu sau
i
1}520 Cs(P) = <% log (Z—i)) : (1.40)
Chuing ta thiy rang khi tdng cong suét truyén, dung lugng bao mat kénh khong
tang mot cach khong gidi han. Diéu nay trai nguge véi dung lugng kénh, khi tang

cong suat truyen tin thi dung lugng kénh ciing tang.

1.6.4 Kénh nghe lén fading

Chung ta xem xét mo6 hinh kénh fading c¢6 nghe lén nhu Hinh 1.12. Trong luan

an nay tac gia gidi han trén mo hinh kénh truyén quasi-static fading, tirc 1a hé s6
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kénh truyén mac du 1a ngdu nhién nhung khong thay déi trong toan bo qua trinh
truyén mot tia ma [4].
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Hinh 1.12: M6 hinh kénh nghe lén fading

May phét gtri ban tin M dén mdy thu, ban tin M dugc ma héa vao tir ma X"
v6i do dai n dé truyen tai qua kénh chinh. Tin hiéu nhan dugc § may thu c6 dang

nhu sau
Yi = M ,iXi + Ny i (1.41)

trong do hy, ; la hé s6 kénh fading phtic bién déi theo thoi gian va 1, 1a nhiéu
Gaussian phuc déi xing vong véi ky vong bang khong ctia kénh chinh, 7, ; ~
CN(0,02). Hé sb hy, i 1a trang thai kénh truyén doc lap voi dau ra kénh va thu
dugc theo mot phan bd xac suat P(hyy,). Do méi truong truyén tin la moi truong
kénh truyén quasi-static fading nén hé s6 kénh 1a hang sb trong thoi gian truyén
mot ti ma, tic 1a hy, ; = hy, voi Vi. Cing thdi gian, thiét bi nghe 1én cling c6 thé

thu nhan dugc tin hiéu do méy phat truyén di nhu sau
YARES helixi + Mg i (1.42)

Do trong cung mot moi truong fading, twong tu nhu kénh chinh ta ¢6 h,; = h,
vdi Vi l1a hé s6 kénh ctia kénh nghe 1én va n,; 1a nhiéu Gaussian phtrc déi xting
vong véi ky vong bang khéong tai kénh nghe 1én, n,; ~ CN(0,02).

Kénh truyén bi gidi han vé mat cong suat bdi [3]

LY EIX()P] < P. (1.43)
i=1
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trong do P 1a cong suat phat trung binh, ngoai ra ta ki hiéu Ny, va N, lan lugt 1a
cong suat nhiéu trén kénh chinh va kénh nghe 1én. Khi d6 ti s6 tin hiéu trén nhiéu

tic thoi tai may thu hgp phép va thiét bi nghe lén 1a

P|hy(i)|?

Y = ‘1’3—;)' (1.44)
Plh.(i)|?

Yei = ‘ NE(—€)| . (1.45)

Trong mo hinh nghe 1én trén kénh Gaussian, nhiéu Gaussian dugc gia thiét la
nhiéu thuc. Trong mé hinh nghe 1én trén kénh fading, kénh chinh va kénh nghe
1én déu la kénh AWGN phtc, tuc la nhiéu trén hai kénh déu 1a bién ng:flu nhién
phttc dbi xtiing vong va c6 ky vong bang khong. Do mbi kénh AWGN phtic c6
thé xem la hai kénh AWGN thuc [27, Phu luc B], vi vdy dung lugng bdo mat kénh
trong (1.37) c6 thé dugc viét lai nhu sau

P P
Cs = log,(1+ N_m) —log,(1+ ﬁe) (1.46)

Kénh truyén la kénh quasi-static fading nén c6 thé xem kénh chinh nhu 1a kénh

AWGN phtic va hé s6 kénh la héng sO trong thoi gian truyén mot t ma, [27,

Chuong 51, v6i SNR 7, = 25 va dung Iuong kénh 1a

Cimn = log, (14 ym)- (1.47)
Tuong tu, dung lugng kénh cta kénh nghe lén dugc cho boi
Ce = log, (1 + ve) (1.48)

2 2 ? ? A
vOi SNR 7, = % Tix (1.47) va (1.48), chung ta c6 thé mo ta dung lugng bao mat

ctia hé thong trong moi trudng kénh fading nhu sau [3]

log, (1 + —log, (14 .), néu 7y, >
C, = 8 ( Ym) 8 ( Ye) Ym > Ve (1.49)

0, néu Ym < Ye
Céac cong trinh nghién ctru dau tién vé bao mat tang vat ly [7,14,30] da chi ra
rang dung lugng bdo mat khac khong dat duge khi kénh nghe Ién c6 chat lugng
thdp hon kénh chinh, yéu cau nay nhiéu khi rat khoé kha thi trong thuc té. Tuy
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nhién, trong cac cong trinh nghién cttu mo rong sau do cho céc kénh fading c6
sur xut hién ctia thiét bi nghe Ién da chitng minh dugc rang bdo mat dua trén ly
thuyét thong tin 1a hoan toan c6 thé dat duge ngay ca khi kénh nghe 1én c6 SNR
trung binh t6t hon so véi kénh hop phap [3,4,19].

Trong nhiing ndm gan day, ky thuat truyén tin vo tuyén da phat trién nhanh,
cac ky thuat nhu truyén theo bup song [68, 120,121], da ang-ten [2,16, 22, 38],
truyén thong cong tac [8,37], nhiéu nhan tao [9,34,35], phan tap lya chon [2,125],
da dugc két hgp st dung nham nang cao kha nang bao mat & tang vat ly dé chéng

lai ki€u tan cong nghe 1én.

1.6.5 Ma wiretap

Muc tiéu khi truyén tin trén kénh nghe lén 1a ddm béo tinh bi mat cta thong
tin dugc truyén di, c6 nghia rang déi tugng nghe 1én Eve cang map md vé ban
tin truyén di thi tinh an toan, bdo mat cang cao. M6 hinh kénh nghe 1én nhu
da mo trong hinh 1.10, mét thong diép M dugc ma hoa thanh moét tr ma X" =
(X1, ..., Xy) va truyén qua kénh nghe Ién, Eve thu dugc ban tin Z", khi d6 thong
tin tuong ho gitta ban tin M va Z" dugc md ta nhu sau [139].

I(M; Z") = I(X"; Z") — I(X"; Z"| M) (1.50)
[(X™;Z") + H(X"|Z", M) — H(X"|M).

Tir day c6 thé thdy rang néu H(X"|M) bang khong, titc 1a c6 mot anh xa mot-
mot gitra cac thong diép va cac tir ma, chung ta ¢6 I(M|Z") = I[(X";Z") tang
tuyén tinh vdi n. Do d6 néu lam cho H(X"|M) khac khong, ching ta c6 thé kiém
soat dugc qua trinh ting ctia I(M;Z") = H(X"|M), diéu nay c6 thé dat dugc
bfing cach anh xa mot thong diép vao mot trong céc tir ma hgp 1é mot cach ngau
nhién. Nhu vay ban ma thu dugc phai c6 tinh ngau nhién dé dam bao viéc ma
héa gay ra khé khan cho Eve khi thu thap thong tin. Trong nhitng ndm gan day,
cdc nha nghién ctru da nd luc dé phat trién cac bd ma tudng minh cho kénh nghe
1én. Mot s6 loai ma theo cu truc tap tir ma (Coset) da dugc xay dung thanh cong
nhu ma LDPC, [26], ma polar [15], va ma lattice [140, 141].
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1.6.6 Phép do hiéu nang bao mat hé thong

Hiéu nang bdo mat ctia hé thong mang khong day trén cac kénh fading dugc
danh gia cht yéu thong qua cac phép do [160]: Dung ligng bido mdt, xdc sudt dimg
bio mat, xdc sudt nghe lén hop phdp thanh cong, xdc sudt bi nghe lén va thong lugng bdo
mgt. Trong phan nay tac gia tém lugc mot s6 phép do hiéu ning bao mat dung dé
danh gia hiéu nang bao mat cac mo6 hinh mang NOMA duoc dé xuat trong luan

an.

1.6.6.1 Dung luong bao mat

Trudc tién can nhéc lai khai niém dung lugng kénh truyén khong day. N6 la
toc do truyén tin cuc dai ma tai toc do nay truyén thong tin trén kénh d6 dam bao
duge do tin cay. Theo Shannon, dung lugng tic thoi ctia kénh fading dugc biéu
dién bdi cong thic sau [27]

C = Wlog,(1+ 7). (1.51)

trong d6 W 1a bang thong ctia kénh truyén va v la ty sb cong suéat tin hiéu trén
nhiéu tai may thu.

Nhu da dé cap & phan trén, cic nghién ctru vé bao mat tang vat ly trong mang
khong day dinh nghia dung lugng bao mat Cs la su khac biét gitra dung luong
kénh hop phap va dung lugng kénh nghe 1én [4,19]. N6i cach khac, dung luong
bao mat 1a hiéu dung lugng kénh hgp phép va kénh nghe 1én. Do tinh chat khong

am cta dung luong kénh, dung lugng bao mat dugc biéu dién nhu sau [3]

(1.52)

c log, (14 ym) —1ogy(1+ 7e), néu -y, > ve
’ 0, néu v, < 7

trong d6 7y, va 7, 1an lugt 1a SNR ctia kénh hop phap va kénh nghe 1én, tuong
tng. Tir (1.52), c6 thé thay rang dung lugng bao mat kénh 16n hon 0 khi 7, > 7.
Tir cong thitc dinh nghia dung lugng bao mat ctia kénh truyén & trén, c6 thé thay
rang dé ting dung lugng bao mat ctia hé thong ta c6 thé ting dung lugng kénh
ctia kénh chinh. Diéu nay c6 thé thyc hién mot cach don gian la ting cong suat
clia may phat. Tuy nhién, viéc nay cling dong nghia véi viéc lam tang hiéu suat

chan thu tin hiéu cta thiét bi nghe 1én. Do d6, dé c6 thé dam bao tinh bao mat
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khi truyén tin, hé thong can c6 nhiing giai phap tang dung luong kénh hop phap
va lam suy hao t6i da dung lugng kénh nghe 1én. Day la mot trong nhitng van dé
ma cac nghién ctru vé bdo mat thong tin tang vat ly trong mang khong day can

giai quyét.

1.6.6.2 Xac suat dirng bao mat

Khai niém xac suat dung bao mat (SOP) duoc gidi thiéu lan dau tién trong
cong trinh [4]. Goi Ry > 0 1a tbc do truyén tin bdo mat ctia hé thong. Xac suat
dirng bao mat xay ra khi dung luong bao mat tic thoi Cs nhé hon gia tri cia R;,

nghia la
Osgc - PT{CS < RS}' (1.53)

Dé tinh toan duoc xac suat dirng bao mat, trang thai kénh truyén cda thiét bi nghe
1én phai dugc xac dinh. Tuy nhién trong truong hop thiét bi nghe 1én hoat dong
theo ché do thu dong thi viéc xac dinh duoc trang thai kénh truyén 6 thé khong
kha thi trir truong hop trong mot s6 mang ma thiét bi nghe 1én 1a mot phan cia
hé théng, tic la thiét bi nhan 1a hgp phap véi mot sd ban tin nhat dinh nhung
dong thai 1a thiét bi nghe 1én dbi véi cc ban tin cia ngudi dung khéc trong hé
théng [5,6]. Truong hop khong xac dinh dugce trang thai kénh nghe Ién, ching ta
budc phai chon mot toc do bao mat R, trong trudng hop nay mdy phat gia thiét
ré“mg dung lugng kénh nghe 1én sé 1a C, = Cs; — R;. Khi toc d6 bao mat R; < Cs,
tic 1a toc d6 bao mat duge chon nhé hon dung lugng bao mat thic thoi, hay noi
cach khac kénh nghe 1én c6 chat lugng kém hon so véi kénh hgp phap thi quéa
trinh truyén tin dugc bao mat. Nguoc lai, néu Rs > C, thi C, > C. va theo nguyen
ly bdo mat dya trén ly thuyét thong tin thi tinh bdo mat thong tin sé bi pha vo,
thiét bi nghe 1én c6 thé thu va giai ma thanh cong cac tin hiéu dugc truyen di tir
mady phat. Tir nhitng phan tich & trén chiing ta thdy xac suat dirng bao mat thich
ing ca truong hop may phat khong cé day du thong tin vé trang thai ctia kénh
nghe 1én va phai chon mot toc d6 bao mat, do d6 xac suat dirng bao mat cta hé
théng 1a phép do quan trong va dugc sit dung phd bién nhat dé danh gia hiéu

nang bao mat.
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1.6.6.3 Xac suat nghe lén hgp phap thanh cong

Dbi v6i cac hé thong vo tuyén, bén canh muc dich truyén tin thi trong rat
nhiéu ngtt cdnh, hé thong dugc thiét ké voi muc dich thu thap tin hiéu tir cac
thiét bi bat hop phap véi muc dich gidm sat dé ddm bao an ninh, an toan cho hé
thong. Khi d6 hiéu suat bdo mat ctia hé thong dugc danh gia thong qua xac suat
nghe 1én hop phap thanh cong (SLEP) tic la xac suat ma may thu hop phap thu
thap va gidi ma thanh cong tin hiéu tir may phat tin hiéu bat hop phap [119]. Goi
R, 1a toc d6 thu thap du liéu dat dugc trén thiét bi nghe lén hop phéap va R la
nguong toc do truyén dit lidu t6i thiéu dé may thu hgp phép c6 thé gidi ma tin
hiéu. Xac suat nghe 1én hop phap thanh cong xay ra khi téc do truyén dir liéu
dat dugc trén kénh nghe Ién hgp phap 16n hon ngudng toc do truyén d liéu tbi
thiéu quy dinh trudc, khi d6 xac suat nghe 1én hgp phéap thanh cong dugc mo ta

nhu sau
Osuc — Pr{Rm Z R}. (1.54)

Xdc suét nghe lén hgp phap thanh cong phu thudc vao chat luong kénh nghe lén
hop phap, cong suét tin hiéu thu dugc. Vi vay cac nghién ctru hién nay tap trung
vao cac ky thuat nhu gay nhiéu chi dong két hgp voi ky thuat da ang-ten, truyén

thong cong tac dé chti dong cai thién chat lugng tin hiéu nghe lén.

1.6.6.4 Xac suat bi nghe lén

Xdc suat bi nghe 1én (IP) thuong duge stt dung nhu mot phép do hiéu suat
khac trong viéc danh gia bdo mat tang vat ly. N6 duge dinh nghia la xac sudt ma
dung lugng bao mat nhé hon khong, néi cach khac kénh nghe Ién t6t hon kénh
hop phap [142]. Trén mo6 hinh kénh nghe 1én nhu mo ta trong Hinh 1.10, khi mdy
phét truyén tin hiéu dén may thu, thiét bi nghe 1én Eve ciing thu va giai ma dugc
tin hiéu tir may phat, néi cach khac hé théng bi nghe lén. Xac suat bi nghe lén xay
ra khi toc do thu thap dir liéu dat dugc trén kénh nghe 1én 16n hon ngudng toc
do dit liéu tdi thiéu ma Eve c6 thé gidi ma tin hiéu. Ky hiéu R, 1a téc d6 thu thap
dir liéu dat dugc kénh nghe 1én va R ngudng toc do di liéu tbi thiéu dé Eve c6

thé gidi ma, xac suat bi nghe lén dugec mo6 ta nhu sau
Oint = Pr{R, > R}. (1.55)
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1.6.6.5 Xac suat rét goi tin

Trong qué trinh truyén cac goi tin tir may phat t6i mdy thu, do tac dong vat
ly cia mdi trudng truyen nén thdi gian truyén cac goi tin 6 thé bi kéo dai vuot
nguong thoi gian chd cho phép tic goi tin truyén khong thanh cong. Xac suat rét
g6i tin (PTP) xdy ra khi thdi gian truyén goéi tin 16n hon ngudng thoi gian cho géi

tin to,¢ [143], dugc mo ta bé“mg cong thiuc todn hoc nhu sau
Ootm = P”{T > tout}/ (1.56)

trong d6 T la thoi gian truyén géi tin va t,,: 1a ngudng thoi gian cho goi tin.

1.6.6.6 Tinh cong bang thoi gian truyén tin

Trong mang NOMA, nguti dung dugc nhom thanh ting nhém, méi ngudi
dung trong nhém duge phan bd cong suat theo nguyén tic nguoi dung c6 do
lgi kénh truyén manh hon sé dugc phan bd cong suat nhé hon. Trong thuc té,
nhiéu ting dung doi hoi thoi gian truyén tin tir may phat dén nhirng nguoi dung
trong ciing mot nhom (cdp) phai bang nhau dé ddm bao chat lugng dich vu gitra
nhitng ngudi dung 1a nhu nhau. Do d6 may phat can diéu chinh mic phan b
cong suat cho tiig ngudi dung dé dam bdo thdi gian truyén géi tin trung binh
tir may phéat dén nhitng ngudi dung trong cting mot nhém 1a xap xi bang nhau,
diéu nay dugc mo ta bang cong thirc todn hoc nhu sau

o" =arg min [E[T1] - E[D]], (1.57)

trong do E[T;] (i = 1,2) 1a thoi gian ky vong d€ truyén goi tin tir may phat tdi hai

nguoi dung cuoi va a 1a hé so phan bo cong suat.

1.6.7 So sanh bao mat dung mat ma va bao mat tang vat ly

Bao mat tang vat ly chua dugc hoan thién va chua duge ting dung nhiéu trong
thuyc té, tuy nhién cac dac diém ctia bdo mat tang vat ly so v6i bao mat dung mat
ma duogc so sanh nhu trong Bang 1.2 dudi day da thu hat sy quan tam cda cac

nha nghién citu trén khap thé gisi [97].
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Tiéu chi so sanh

Bao mat dung mat ma

Bao mat tang vat ly

Co s6 ly thuyét

Dua trén do phuc tap tinh
todn nhu phan tich cac s6
nguyén 16n, tinh logarit roi
rac,...cua cac thuat toan ma

hoéa

Duya trén ly thuyét thong

tin

Mutc do bao mat

C6 thé bi pha ma boi tinh

toan vét can

Pat d6 bao mét hoan hao,
khong c6 gidi han tinh toan

dbi vdi thiét bi nghe 1én

Cac yéu cau ve kha

nang tinh toan

Phu thuoc nhiéu vao kha

nang tinh toan

DPoéc lap voi kha nang tinh

toan

Van dé quan ly
khoa

Chi phi 16n cho viéc tao,
quan ly va phan phdi khoa

Khong can khoa nén khong
can bat ky chi phi gi vé
khoa

Khong thé danh gia chinh

Danh gia chinh xac muc do

Tiéu chi danh gia xéac lugng thong tin bi mat | bao mat bang ty 1é map mo
bi ro ri vé nguon tin
. L biéu chinh tham sb va
Kha nang thich ung

v6i nhing thay doi

cta kénh truyen

It c6 kha nang thich ting véi
thay déi cta kénh truyeén

chién luge truyén tin dé
thich ung tot vdi cac thay

déi ctia kénh truyén

Thuc té trién khai

Dang dugc trién khai rong
rai, cong nghé da hoan
chinh va khéng qua tbén

kém

Da xuadt hién gidi phéap
cho mang khong day nhu
phan phdi khéa luong ti
va da dugc trién khai trén
mot vai hé thong tuy nhién
cong nghé chua thyc sy san
sang va c¢6 kha ning ton

kém dé trién khai

Bang 1.2: So sdnh bdo mét diing ma mdt vdi bdo mét tang vat by [97].
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1.7 Céc cong trinh nghién ciu lién quan dén ludn an

1.7.1 Cac nghién cttu vé bao mat mang NOMA cong tac

Mot ky thuat phd bién dugc khai thac stit dung dé cai thién hiéu nang bado mat
trong mang NOMA 1a ky thuat truyén thong cong tic hay con goi la ky thuét
truyén thong da ching. Ky thuat nay vira nang cao tinh an toan bdo mat vira
tang do tin cdy ctia hé thong. Cho dén nay da c6 mot s6 nghién ciru vé chu dé
nay [36,57,78,79,123,132]. Trong [57], cac tac gia da khao sat hiéu nang bao mat
thong qua xdc suat dirng bao mat va dung luong bado mat duong ctia hé thong
NOMA cong tac trong truong hop st dung giao thirc khuéch dai va chuyén tiép,
gidi ma va chuyén tiép, cac tac gid da chi ra rang xac suat dimg bao mat 1a hang sb
trén mién SNR cao va hiéu nang bdo mat cia hé théng khong phu thudc vao diéu
kién kénh truyén gitra thiét bi chuyén tiép va nguoi dung yéu. Trong [36,78], cac
tac gia khao sat hiéu nang bdo mat ctia hé thong NOMA véi nut chuyén tiép hoat
dong theo ché do song cong (full-duplex) véi hai kich ban la cac déi tugng nghe
1én cong tac (colluding) va khong cong tac vdi nhau (non-colluding), cac két qua
nghién ctru da chi ra rang str dung ntit chuyén tiép song cong sé cai thién dang ké
mutc dd bdo mat ctia hé thong so v6i nit chuyén tiép ban song cong (half-duplex)
vdi ca hai kich ban hoat dong cua thiét bi nghe lén. Trong [79,81,123], cac tac gia
da danh gia SOP ctia mot hé thong NOMA dugc trang bi nhiéu nut chuyén tiép
st dung giao thirc DF va AF va dé xuat ra cac phuong thirc lua chon nut chuyén
tiép khac nhau, cac két qua phan tich va mé6 phong da cho thay hiéu nang bao mat
ctia hé théng dugce cai thién dang ké. Mot cach tiép can khac nhan dugc nhiéu
quan tam trong ky thuat hop tac chuyén tiép la tao nhiéu nhan tao dé lam suy
gidam dung lugng kénh nghe 1én tir d6 cai thién hiéu nang bao mat mang NOMA.
Cac cong trinh [50-52, 80, 124, 129] da khao sat mo6 hinh mang NOMA st dung
mady phat hodc nut chuyén tiép gay nhiéu nhan tao lén thiét bi nghe 1én. Cu thé,
trong [124] dé xuat giai phap nit ngudn gay nhiéu lén thiét bi nghe lén trong khi
nut chuyén tiép truyén tin hiéu dén thiét bi dich. Trong tai liéu [80], cac tac gia dé
xuat m6 hinh mang NOMA cdng tac stt dung thiét bi chuyén tiép song cong vdi
nhiéu ang-ten, thiét bi chuyén tiép truyén tin hiéu tir nguon tdi dich dong thoi

sinh nhiéu nhan tao dé gay nhiéu lén thiét bi nghe 1én. Hodc trong cong trinh

41



nghién ctru [50] da dé xuat st dung ca thiét bi chuyén tiép song cong va may
phét dé gay nhiéu lén thiét bi nghe lén theo ting giai doan truyén tin hiéu tr nut
nguon tdi dich dua trén nut chuyén tiép. Ngoai ra, stt dung thiét bi chuyén tiép
song cong dé tao nhiéu nhan tao trén mang NOMA chuyén tiép hai chiéu ciing

da duogc xem xét trong [51].

1.7.2 Cac nghién cttu vé chta dong nghe 1én trong mang NOMA

Theo cach tiép can truyén thong, nghe 1én dugc coi 1a hoat dong bat hop phap.
Do d6, phan 16n cac nghién citu tap trung theo hudng tim cac gidi phap dé ngan
chan viéc bi 16 hodc bi thu thap mot cach bat hgp phép, vi du [51,53,63,68,81,149].
Tuy nhién c6 rat nhiéu ngir canh trong thuc té nhu trong linh vyc quan sy, phong
chéng toi pham..., ching ta can thu thap thong tin dé thyc hién viéc gidm sat,
theo doi cac hoat dong bat hop phap trén mang, khi dé qua trinh nghe 1én dé thu
thap thong tin dugc trao d6i gitta may phat va mdy thu bat hgp phap dugc coi
1a hop phép [102,119,150]. M6 hinh téng quat cho hé thong chti dong nghe 1én
hop phép gom c6 mdy phat va mdy thu bat hgp phap, mot thiét bi gidam sat c6
kha ning nghe 1én, thu thap thong tin trao déi gitra may phat va may thu bat hop
phép [102]. Pé thuc hién muc dich nghe 1én hgp phap thi dung lugng kénh nghe
1én hop phép phai 16n hon dung lugng kénh bat hgp phap nén cac cong trinh
nghién ctru déu tap trung lam gidm chat lugng kénh truyeén tin bat hgp phap,
tang chat lugng kénh nghe 1én hop phap. Cac nghién ctru stt dung cac phép do
nhu téc do nghe lén dat dugc, toc do nghe lén trung binh, xac suat nghe lén hop
phép thanh cong, xac suat gidm sat thanh cong [54,106,108,112,119] dé danh gia
hiéu suat qua trinh nghe 1én hop phép.

Cho dén nay, da c6 mot s6 nghién ciru vé cac ky thuat chu dong nghe Ilén
hop phap dé xay dung cac hé théng gidm sat nham muc dich ngén chin cac hoat
dong bat hop phap trén mang khong day. Cu thé, nghién ctru [102], cac tac gid dé
xuat mot hé thong nghe 1én hgp phéap thong qua phuong phap gay nhiéu dé toi
da hoa toc do nghe 1én trung binh, trong d6 thiét bi gidm sat phat tin hiéu lam
nhiéu va diéu chinh t6i wu cong suat dé diéu chinh toc do nghe 1én. Trong cong
trinh [150], J. Xu va cong sy nghién cttu mot mo hinh chi dong nghe 1én bang

cach st dung ky thuat gay nhiéu c6 kha nang nhan thitc va dé xuét chinh sach
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phan phdi cong suat tdi wu dé tdi da héa xac suat nghe 1én thanh cong va toc do
nghe lén trong ca truong hgp kénh nghe lén nhay cam va khong nhay cam véi do
tré. Mo rong tir cac cong trinh nghién ctru [102,150], cac tac gia trong [111] nghién
cttu mo hinh trong d6 thiét bi giam sat hoat dong & ché do song cong va st dung
da ang-ten. Cac tac gia da t6i wu hoa xéac suat nghe Ién thanh cong bang cach tbi
uu cong suat 1am nhiéu va st dung cac véc to chum tin hiéu (beamforming) khi
truyén va nhan tin hiéu.

Bén canh d6, mot s6 nghién citu tap trung theo hudng chu dong nghe Ilén
trén cc hé thdng truyén tin bat hop phap st dung ky thuat truyén thong cong
tac [103,109,110]. Cu thé, G. Ma va cong su nghién cttu nghe lén trén kénh truyén
bat hop phép truyén tin qua hai chdng va stt dung mot thiét bi giam sat hgp phéap
hoat dong ché d6 ban song cong. Ho kétluan réng toc do nghe lén tai thiét bi giam
sat hgp phap c6 thé duoc cai thién dang ké bang cach t6i uu hoéa Iya chon ché do
nghe 1én ciing nhu cong suat gay nhiéu [110]. X. Jiang va cong sy nghién ctru mot
hé thdng hoat dong bat hgp phédp str dung thiét bi chuyén tiép bang giao thirc DF.
Trong nghién cttu nay, cac tac gia dé xuat hai chién lugc dé toi da hoa tdc do nghe
1én va chién lugc phan phdi cong suat toi wru. Két qua nghién ciru chi ra rang hiéu
suat nghe 1én cua hé th6ng t6t hon so véi cdc md hinh tham chiéu chuan [109].
Trong khi d6, cac tac gia trong [103] dé xuat mot kich ban lam nhiéu t6i vu rut
gon cho viéc chti dong nghe 1én trén mang chuyén tiép bang giao thiic AF. Két
qua chi ra rang kich ban lam nhiéu t6i uu vugt troi so véi giam sat chu dong va
giam sat chi dong thong qua lam nhiéu vdi mic cong suat ¢d dinh. Trong bai
bao [151], H. Wu va dong nghiép nghién cttu mot kich ban chti dong nghe 1én véi
mot thiét bi giam sat hoat dong nhu mot thiét bi chuyén tiép theo giao thuic DFE.
Céc tac gia da t6i uu hoa cong suat gdy nhiéu ctia thiét bi giam sat va vi tri trién
khai thiét bi chuyén tiép dé toi da héa toc do nghe 1én trung binh.

Nguoc lai vdi cac nghién cttu chu dong nghe 1én trén cdc mo6 hinh mang st
dung ky thuét truyén thong cong tac, mot s6 cong trinh lai sit dung ky thuat
truyén thong cong tac dé thyc hién cht dong nghe 1én. Trong nghién ciru [106],
J. Moon va dong nghiép xem xét mot hé théng chti dong nghe 1én trong d6 mot
thiét bi giam sat thuc hién nghe 1én thong tin trao ddi gitta mot cap thiét bi phat
va thu tin hiéu bat hgp phap vdi sy ho trg ctia cac thiét bi chuyén tiép st dung
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giao thiic AF, FD va mot thiét bi gay nhiéu. Cdc tdc gia trong nghién cttu nay
dé xuat mot phuong phép t6i wu hai l6p dé phan phdi cong suat cho ca thiét
bi chuyén tiép va thiét bi gdy nhiéu nham t6i da hoa toc do nghe lén. Ngoai ra,
J. Moon va dong nghiép con dé xuit mot phuong phap chu dong nghe 1én méi
thong qua phuong phép gid mao cong tic d€ cai thién kha nang nghe 1én thong
tin ctia thiét bi gidm sat hop phép, va ba chién lugce 1am gid mao cong tac kha
dung dugc dé xuat dé toi da hoa hiéu suat nghe 1én [105].

Tat ca cac nghién ctru trén déu gia thiét gitta may phat va mdy thu bat hop
phép chi c6 mot kénh truyeén, B. Li va dong nghiép da md rong, nghién ctru mo
hinh chu dong nghe 1én trén hé théng truyén tin bat hop phap cé nhiéu kénh
truyen [39,104]. Trong [104], B. Li dua ra phép do ¢6 tén 1a hiéu qua nang lugng
nghe lén dé danh gia hiéu qua ctia qua trinh nghe 1én va dé xuét giai phap trong
d6 thiét bi gidm sat hgp phap c6 kha nang vira nghe lén vira gay nhiéu 1én may
thu bat hgp phap dé toi da hoa hiéu qua nang lugng nghe 1én trén nhiéu kénh
truyén bat hop phap. Md rong tir cong trinh [104], B. Li va dong nghiép trong
nghién ctru [39] da dé xuat mot chién luge lya chon chién thuat can thiép méi va
giai phap phan b6 cong suat dua trén ky thuat gay nhiéu hodc chuyén tiép cho
thiét bi giam sat dudi rang budc cong suat phat tdi da ctia thiét bi giam sat dé cai
thién hiéu suat nghe 1én.

Trong cac nghién cttu ké trén déu xem xét cic md hinh mang khong day
truyen tin bat hop phap néi chung, chi c6 D. Xu va cong sy da xem xét mot
hé thong ma & dé mdy phat bat hgp phap st dung NOMA dé truyen dit liéu
t6i nhiéu nhém nguoi dung hoat dong bat hgp phép, cac tac gia da dé xuat mot
thuat toan 1ap theo kinh nghiém (heuristics) dé thu thap dugc thong tin tir nhiéu
ngudi dung bat hop phap nhat [55].

1.7.3 Cac nghién cttu vé bao mat mang SISO NOMA

Dua vao s6 lugng dng-ten ctia mdy phat, may thu va thiét bi nghe 1én, c6
thé chia thanh cac m6 hinh mang NOMA thanh bén nhém sau: Nhom thi nhét,
tat ca cac nut trong mang duogc trang bi mot ang-ten, mé hinh nay goi la SISO
NOMA [53,63,70,77,85]; Nhom tha 2 1a m6 hinh mang trong d6 méy phat duogc

trang bi nhiéu dng-ten va may thu dugc trang bi mot ang-ten, con goi 1a SIMO
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NOMA [52, 83, 84,120]; Nhom thtr ba ca mdy phat va may thu déu duoc trang
bi nhiéu dng-ten, nhém nay dugc goi 1la MIMO NOMA [76,101,121]; Nhém cubi
cling cad mdy phat, may thu déu dugc trang bi v6i s lugng ang-ten rat 16n, goi la
massive MIMO NOMA [72-75].

Céc cong trinh nghién cttu 4p dung PLS vao NOMA ban dau cht yéu tap
trung vao cac hé thong SISO. Cu thé, trong [70], cac tac gid da dé xuat gidi phap
phéan b6 cong sudt mot cach toi wu dé tong dung lugng bao mat dat toi da va thoa
man rang budc giGi han cong suat phat va chat luong dich vu cta tat cd nguoi
duing. Cac két qua thu dugce cho thay rang téng dung lugng bao mat dugce ti da
héa khi cong suat phu duge st dung va chi ting dung luong bao mat cho ngudi
duing manh nhét, diéu nay dan dén tinh trang khong cong bang trong hé théng.
Dé gidi quyét tinh trang nay, van dé t6i da dung lugng bao mat t6i thiéu thoa
man rang budc vé ngudng dirng bao mat va cong suat truyen tin da duge xem
xét trong [63]. Cac tac gia trong [77] da khao sat hé thong NOMA véi tram co s&
c6 kha nang truyén ca tin hiéu va nang lugng cho mdy thu, tinh toan t6i vu phan
b6 cong suat va lya chon ty 1é phan chia nang luong dé tong dung lugng bao
mat ctia hé théng 1a 16n nhat. M rong cach tiép can tir cac cong trinh da trinh
bay & trén, cac tac gia trong [85] da khdo sat tinh bao mat ciia mot mo hinh mang
NOMA thda man rang budc dadm bao do tin cay véi hai kich ban khac nhau vé
kha nang gidi ma tin hiéu cta thiét bi nghe 1én. Khéc vdi kich ban thiét bi nghe
1én hoat dong thu dong trong da sb cac nghién ciru, trong [53], mot co ché phan
b6 cong suat dé vira ddm bao tinh bado mat vira toi wu vé xac suat dirng hé thong
da duoc dé xuat dé chéng lai thiét bi nghe lén vira c6 kha nang thu tin hiéu d6ng

thai gdy nhiéu 1én may phat.

1.7.4 Cac nghién cttu vé bao mat mang NOMA nhan thic

Mang v6 tuyén nhan thitc (CRN) 1a cong nghé tiém nang dé giai quyét van deé
khan hiém tan s6. Ngudi dung trong CRN dugc chia thanh hai loai, goi 1a nguoi
dung so cap (PU) va ngudi dung thit cap (SU). PU c6 uu tién cao nhat dé truy cap
tan s6 dugc cap phép trong khi SU duge phép truy cap tan sd duge cap phép néu
n6 khong lam gidm hiéu suat ctia PU [144]. Mang vo tuyén nhan thitc duge chia

thanh ba loai, d6 la: dang nén, dang dan xen va dang chong chap trong d6 mang
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v0 tuyén nhan thitc dang nén nhan dugc sy quan tdm ctia cac nha nghién ctru do
mang thit cp khong bi gigi han boi hoat dong ctia mang so cap [153]. Tuy nhién,
dé tranh gay can nhiéu cho mang so cap, mdy phat thit cap ciia mang vo tuyén
nhan thitc dang nén phai diéu chinh cong suat phat dé cong suat can nhiéu nhan
tai mdy thu so cap phai nho hon mot gia tri quy dinh trude, thudng duoc goi la
cong suat can nhiéu t6i da cho phép [152].

Trong khi do cong nghé NOMA dugc dé xuat nhu mot ung vién tiém nang
cho mang 5G do kha ndng dat dugc muc hiéu suat phd tan s cao, ting dung
lugng kénh truyén, hé trg nhiéu két ndi [154]. Cong nghé nay c6 thé tich hop voi
cac cong nghé khac nhu massive MIMO, milimeter-Wave, thu hoach nang lugng
qua séng vo tuyén...

Cac nghién ctru da chi ra rang, tich hgp cong nghé NOMA véi CRN, hiéu qua
st dung phd tan s6 dugc cai thién dang ké [145]. Vi dy, md hinh mang NOMA
nhan thitc duge dé xuat trong [144] bao gom mang so cip (PN) gom c6 mot may
phat (P-Tx) va mot may thu (P-Rx), mang thit cip (SN) gdm c6 mot may phat
(S-Tx) va hai may thu (SDs), mang thi cap st dung cong nghé NOMA dé truyén
tin. Trong nghién ctru nay, cac tac gia dé xuat giai phap t6i vu phan bé cong suat
phét dé c6 thé gidm déng ké xdc suat dimg hoat dong cia mang thi cap va cai
thién thong luong hé thong so véi cac kich ban phan phdi cong suat bang nhau
hoédc ngau nhién. Trong [146], céc tac gia nghién cttu mang NOMA nhén thuc voi
su hd trg cta cac thiét bi chuyén tiép. Cac tac gid da dé xuat mot kich ban S-Tx
lua chon ting phan thiét bi chuyén tiép dé truyén di liéu dén nguoi dung thu
cap. Cac két qua phan tich cho thdy hiéu sut cia mang NOMA nhéan thic tot
hon dang ké so véi kich ban sit dung phuong phép da truy cap truc giao nhan
thitc (cognitive OMA).

Cho dén nay, bén canh nhitng nghién cttu danh gia vé hiéu suat, da c6 mot sb
nghién ctru vé bao mat thong tin trong mang NOMA nhén thuc. Trong [147], cac
tac gia da dé xuat mot phuong phap cong tac két hgp kénh nghe 1én va kénh hgp
phép. Céc tac gid da xay dung cac biéu thiic dang déng xac suat dirng hoat dong
clia nguoi dung PU, SUs va xac suat nghe 1én ctia Eve dé danh gia hiéu suat bao
mat mang NOMA nhan thtc. Cac két qua cho thay rang phuong an chon SU khi

két hop véi kénh nghe 1én c6 kha nang cai thién mot phan vé hiéu sudt bao mat
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so v6i kénh hop phap. Nghién ciru [148] da dé xuat chién luge médi dé dam bao
bi mat khi truyén tin trén moi trudng kénh truyén Nakagami-m fading bang cach
nhém ngudi dung PU va SU thanh cdp dya trén do loi kénh truyén cua ching
véi gia dinh coi nguoi dung SU nhu 1a déi tugng nghe 1én. Nghién ciu [157] dé
xuat hai lugc d6 lya chon ngudi dung thit cap 1a gay nhiéu tdi thiéu va gy nhiéu
t6i da dé cai thién tinh bdo mat ctia ngudi dung so cip trong mang NOMA nhan
thiac. Mo rong hon so véi [157], trong [158] cdc tac gia da xem xét mo6 hinh mang
NOMA nhéan thitc ¢6 nhiéu thiét bi nghe 1én c6 kha ning thu thap nang luong
qua séng vo tuyén va stt dung co ché sit dung mang so cap dé cong tac gay nhiéu
nhan tao 1én thiét bi nghe lén nham nang cao tinh bao mat cho nguoi dung mang
sd cap.

Khac vdi cac bai bao ¢ trén tap trung vao viéc cai thién hiéu nang bao mat,
trong cong trinh [156], cdc tac gid ngoai viéc dé xuat gidi phap nang cao kha nang
bao mat ma con khéo sat sy danh doi gitra bao méat va do tin cay ciia mo hinh

mang NOMA nhan thuc dang nén.

1.7.5 Nhan xét vé cac cong trinh nghién ciu

Qua khao sat va phan tich cac két qua nghién ctru vé bao mat tang vat ly trong
mang NOMA trén day, nghién ctru sinh nhan thay con mot sb van dé ton tai can
duogc xem xét, cu thé nhu sau:

Cac cong trinh nghién ctru danh gia hiéu niang bdo mat tang vat ly mang
NOMA cong tac dugc de cap O trén [54,106,108,112,119], mac du da c6 nhiéu
thanh tuu, tuy nhién cdc nghién ctru nay méi chi xem xét truong hgp mo hinh
hé théng c6 mot thiét bi nghe lén doc lap hoac co6 nhiéu thiét bi nghe lén két hgp
v6i nhau hodc khong két hgp v6i nhau dé thu thap thong tin. Hon nita, cho dén
nay ctng chua co bai bao nao xem xét moé hinh mang NOMA cong tac trén kénh
truyén tong quat &« — u fading.

Mat khéc, cac nghién ctru danh gia hiéu nang bao mat mé hinh mang c6 chién
luge chti dong nghe 1én cho dén nay déu xem xét trén mo hinh mang khong day
no6i chung [39,102-106,109-111,150,151], chi ¢6 bai bao [55] la cong trinh duy nhét
xem xét van dé nay trén mang NOMA. Trong nghién cttu nay, cac tac gia da xem

xét van dé chu dong nghe 1én thong tin trén hé thong truyén tin bat hop phéap st
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dung NOMA cho dudng truyen xudng tit tram co s¢ dén cdc nhém ngudi ding
cudi. Tuy nhién, trong nghién ctru [55] chua xem xét dén trudng hop trang thai
kénh truyén gay nhiéu tur thiét bi giam sat dén may phat bat hgp phap la xac dinh
va cling chua xem xét truong hgp NOMA duong truyén lén.

Trong khi d6, cac nghién cttu vé bao mat tang vat ly trong mang SISO NOMA
[53,63,70,77,85], déu xem xét truong hop thiét bi nghe lén c6 kha nang giai ma
bang SIC ma chua c6 nghién ctru nao xem xét truong hop thiét bi nghe lén st
dung PIC dé giai ma va so sanh hiéu nang bao mat ctia hé thong trong hai kich
ban nay. Mot han ché niva 1a cac nghién ctru nay chi phan tich, danh gia hiéu nang
bao mat hé théng va bd qua hiéu nang bdo mat clia tiing nguoi dung trong hé
thong.

Déi véi cac nghién ciru vé hiéu nang bao mat mang SISO NOMA nhan thic
hau hét tap trung theo hudng dé xuat gidi phap nang cao hiéu nang bao mat
[147,148,157,158], vin dé danh gid mbi twong quan gitta bdo mat va do tin cay
ctia hé thong chua dugc xem xét. Cho dén nay, c6 duy nhat bai bao [156] khao sat
moi quan hé gitta bido mat va do tin cdy mang NOMA cOng tac trong mdi truong
vO tuyén nhan thic dang nén, tuy nhién nghién ctru nay con van deé ton tai dé6 la
b qua diéu kién rang budc vé muc can nhiéu va cong sut phat muc dinh cta
mang thit cip, 1am cho bai toan cai thién hiéu nang chi phtt hgp véi viung ty 1é

tin hiéu trén nhiéu nhé va do d6 c6 phan kho kha thi khi ap dung thuc té.

1.8 Dé xuat huéng nghién citu cta ludn an

Xuat phat tir viéc khdo sat va phan tich nhiing ton tai trong nghién ctru lién
quan, nghién ctru sinh dé xuat hudng nghién ctru ctia luan an la dé xuat mo hinh
mang NOMA, danh gia hiéu nang bdo mat tang vat ly, phan tich cac yéu td anh
hudng dén hiéu nang bao mat hé thong tir d6 1am co s& dé xuat giai phap cai

thién hiéu nang bao mat téng vat ly trong mang NOMA, cu thé nhu sau:

e Lam ro cac khai niém lién quan dén luan an nhu: co sd ly thuyét bao mat
téng vat ly, mang NOMA, mang NOMA nhén thtc, truyén thong cOng tac,

cac phép do hiéu nang bao mat.
* Nghién ctru, danh gia va dé xuat co ché dbi ph6 chti dong véi hinh thitc tan
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cong hop tac dé cai thién hiéu nang bdo mat mo hinh mang NOMA cdng
tac trén kénh a — u fading, phan tich cac yéu t6 anh hudng dén hiéu nang
bao mat hé thong nhu cong suat gay nhiéu, do lgi kénh truyén, sb lugng

ang ten ctia thiét bi chuyén tiép.

e PDé xuat mod hinh, nghién cttu, danh gia hiéu nang bao mat mang NOMA
c6 chién luge chi dong nghe 1én, dé xuat chinh sach diéu khién cong suat
phét gay nhiéu dudi rang budc cong suat phat mirc dinh va hiéu suét hoat
dong ctia hé thong dé nang cao hiéu nang bao mat hé thong cac kich ban

khac nhau vé trang thai kénh truyén.

* Nghién ctru, so sanh va phan tich hiéu nang bao mat mang SISO NOMA
trong cac truong hop thiét bi nghe Ién stt dung ky thuat loai bé nhiéu SIC,
PIC, thiét bi nghe lén dugc trang bi mot va nhiéu ang-ten. Danh gia hiéu
suat hé thong dua trén phép do thoi gian truyén tin trung binh, chinh sach

phéan bd cong suat.

e Nghién ctru, khéo sit sy danh ddi gitta bdo mat va do tin cay, xay dung
chinh sich diéu khién cong suat phat gay nhiéu mo6 hinh mang NOMA
trong mdi trudng vo tuyén nhan thic dang nén dudi rang budc mic can

nhiéu clia mang so cap va cong suat phat mirc dinh cia mang thu cap.

1.9 Kétluin

Chuong 1 da trinh bay nhitng van dé co ban vé kénh truyén khong day, mang
NOMA, bao mat thong tin tang vat ly trong mang NOMA va khdo sat cac cong
trinh da dugc cong bd lién quan truc tiép dén hudng nghién ciu ctia luan an,
phan tich nhirng ton tai va dé xuat hudng nghién ctru ctia luan an. Nhimng van
dé, ndi dung da dugc trinh bay trong chuong nay sé lam co s& dé nghién ctru sinh

giai quyét cac ndi dung dit ra trong cac chuong ké tiép ctia luan an.
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Chuong 2

PANH GIA HIEU NANG BAO MAT MANG NOMA CONG
TAC CO CHIEN LUGC POI PHO CHU PONG VOI HINH
THUC TAN CONG HOP TAC

2.1 Giéi thiéu

Truyén thong cong tac dugc st dung nhu la moét gidi phap hiéu qua trong
mang NOMA dé cai thién d6 tin cdy trong truyén tin va md rong pham vi pha
song, vi du [36, 50, 124]. Mac du mang NOMA cdng tac c6 thé cai thién do tin
cdy trong truyen thong nhung vin dé an toan, bdo mat thong tin lai la mot trong
nhing thach thirc 16n do thong tin truyén di dugc 14p lai qua nhiéu ching nén dé
bi tAn cong nghe lén. Cho dén nay, dé gidi quyét van dé nay, mot so nghién ciu
da tap trung vao chién lugc thiét ké cac mang NOMA cong tac st dung ky thuat
gay nhiéu nhu da trinh bay tai muc 1.7.1. Tuy nhién, cac nghién cttu nay méi chi
xem xét truong hop mo6 hinh hé théng c6 mot thiét bi nghe lén doc lap hoac c6
nhiéu thiét bi nghe lén két hgp vdi nhau dé thu thap thong tin, chua c¢6 nghién
cltu nao xem xét trudng hop Eve cdng tac véi thiét bi gdy nhiéu 1én mdy thu budc
mady phét phai tding cong suat phat tir d6 lam tang kha nang thu thap thong tin
ctia thiét bi nghe 1én. Ngoai ra, trong trudng hop hé thong bi hop tac tan cong
nghe 1én nhu vy, vé mat thiét ké hé thong can phai c6 chién luge dé chu dong
db6i phé. Hon nita, chua 6 tai liéu nao xem xét mo hinh mang NOMA cOng tac
trén kénh truyén a — u, day la mot mo6 hinh kénh truyén fading tong quat, cac
phan bd mii, Rayleigh...chi 1a nhitng truong hop cu thé.

Xut phat tir nhitng van dé trén, trong chuong nay, ludn an dé xuat mé hinh
mang NOMA cong tac c6 chién luge doi phé cht dong vdi hinh thic tan cong

hop tac trén kénh fading theo phan bd & — u. Luan an danh gia hiéu nang bao
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mat trong kich ban hé thong khong c6 chién luge ddi phé chtt dong véi hinh thirc
tan cong hop tac. Tiép theo, luan an dé xuat co ché déi phoé chti dong trén hé
thong dé chong lai hinh thic tin cong cong tac va so sanh kha nang bao mat cta
hé théng trong trudng hgp c6 chién lugc ddi phé chu dong véi truong hop khong
c6 chién luge ddi pho chtt dong. Cudi cting, luan an phan tich tdc dong ctia cac
yéu t6 nhu s6 lugng dng-ten ctia thiét bi chuyén tiép, cong suét gay nhiéu, do loi
kénh tryén lén hiéu nang bao mat ctia hé thong.

Phan con lai cia chuong nay dugc t6 chirc nhu sau: Phan 2.2 mo td mo hinh
dé xuét, trong d6 md ta kich ban hé théng khong c6 chién luge d6i pho chti dong
va kich ban hé théng c6 chiéu lugc dbi phé chi dong; Phan 2.3 phan tich hiéu
suat bado mat thong qua phép do xac suat dirng bdo mat; Phan 2.4 md phong
bang phuong phap Monte Carlo va danh gia két qua; Phan 2.5 két luan noi dung
ctia chuong.

Noi dung ctia chuong nay dugc trinh bay trén co sd cac két qua cong trinh A1l
da dugc cong b tai hoi thao khoa hoc 2019 International Conference On Advanced
Technologies For Communications (ATC 2019).

2.2 M5 hinh hé théng

Luén an khao sat mot mo6 hinh mang NOMA cong tac, bao gdm mot mdy phat
tin S, mot thiét bi chuyén tiép R, va hai nguoi dung cudi Uy va Up. Uy dugce gia
thiét gan R hon Up. Nguon S truyén tin hiéu dong thdi dén ca Uy va U, véi sy hod
trg cta thiét bi chuyén tiép R stt dung giao thirc gidi ma va chuyén tiép, c6 hai
thiét bi hoat dong bat hgp phap (moét thiét bi gay nhiéu | va mot thiét bi nghe lén
E). Gidi thiét rang S, Uy, Uy, va E dugc trang bi don dng-ten, thiét bi chuyén tiép
R dugc trang bi N ang-ten.

O day, thiét bi nghe 1én E hop téc véi thiét bi gy nhiéu | nham thu thap thong
tin mat truyén tir nguon ti dich. Cu thé, E hoat dong & ché d6 thu dong dé nghe
1én, trong khi d6 thiét bi gy nhiéu | phat ra cac tin hiéu nhiéu 1én may phat S va
thiét bi chuyén tiép R. Két qua 1a may phat va thiét bi chuyén tiép budc phai tang
cong sut truyén tin dé ddm bao hiéu sudt truyén tin, tin dung co hoi nay E dé
dang cai thién chat lugng tin hiéu ma né nghe lén dugc.

Trong m6 hinh nay gia dinh rang do cac hiéu tng fading nén khong ton tai
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kénh truyen tryc tiép gitta may phat va dich. Thiét bi chuyén tiép déng vai trdo md
rong pham vi truyén tin hiéu. Gia thiét rang tat ca cac kénh truyén fading phan

b6 theo phan phéi a — .

f. v
s f1,.2

N antennas z

—— Kénh truyén tin

— —> Kénh giy nhiéu

----» Keénh nghe 1én
Hinh 2.1: M6 hinh mang NOMA cdng tic khong sir dung chién lugc doi phd chii dong vdi hinh
thitc tan cong hop tdc.

Tiép theo, tac gid mo ta giao thitc hoat dong ciia mo hinh hé thong trong hai
truong hop: Truong hop thi nhat, hé thong khong c6 co ché dbi phé chu dong
(Non Protection Scheme); Truong hop thu hai hé théng c6 co ché doi pho cha
dong (Active Protection Scheme). Hiéu ndng bao mat ctia hé théng sé duge danh

gia va so sanh gitra hai truong hop néu trén.

2.2.1 Kich ban hé théng khong c6 chién lugc d6i phé chi dong

Trong phén nay, tac gia xem xét hé théng trong kich ban hé théng khong c6 co
ché dbi phé chi dong NPS nhu minh hoa trong hinh 2.1, trong d6 ca mdy phat S
va thiét bi chuyén tiép R khong c6 bat ky chién luge nao dé bado mat kénh truyeén.
Do d6, néu ] phét tin hiéu gay gidm hiéu suét ctia hé thong thi S va R sé ting
cong suat truyen ngay lap tic dé duy tri chat lugng dich vu ma khong hé biét c6
su ton tai cia nit nghe Ilén E.

Qua trinh truyén tin trén hé thong duoc chia thanh hai pha: Pha thi nhat
mady phat S truyén tin cho thiét bi chuyén tiép R, pha thit hai thiét bi chuyén tiép
giadi ma va chuyén tiép ban tin cho ngudi dung U; va Uy. Tai pha thi nhat, S gui
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tin hiéu két hop /a1 Pss1 + vaPssy t6i R, trong d6 ay, ap 1a hé s6 phan b6 cong
suat, s; va s 1a tin hiéu caa Uy va U, tuong ung. Luuy rﬁng hé sb phan bd cong
suat thda man diéu kién ay > aq va o + ap = 1 [47]. Tin hiéu thu dugc & nhanh

ang-ten thir i cua R, 1 < i < N duogc biéu dién bdi cong thirc sau

yi = V1 Pss18i + VaaPssogi + w), 2.1)

trong d6 Ps 1a cong suét truyén tin ctia S, g; 1a hé sb kénh truyén gitra R va nhanh
dng-ten thu i ctia R va w! 1 cong suat nhiéu AWGN vdi gia tri trung binh bang
khéng va phuong sai bang 07, nghia 1a w! ~ CN(0,0?). Do nit nghe lén E gia
thiét ndm trong viing bao pht cia may phat nén E c6 thé nghe lén dugc tin hiéu

két hop truyén tir S véi gia tri nhu sau

ylgl) = Va1Pss18e + \/ 02 Ps528e + We, (2.2)

trong d6 g, hé s6 kénh truyeén tir S ti E va w, cong sudt nhiéu AWGN tai E, w, c6
gia tri trung binh va phuong sai nhu sau w, ~ CN(0,02). S phan b mtc cong
suat cho U, 16n hon so véi Uy do d6 tai nhanh ang-ten thir i, R giai ma s, trude
va coi s1 la tin hiéu nhiéu, va sau d6 giai ma tin hiéu s, béng ky thuat SIC [48].
Két qua chiing ta c6 biéu thirc ti s6 tin hiéu trén nhiéu va tap &m dé giai ma tin
hiéu s; va s, trén nhanh ang-ten thi i tai R dudi tac dong cua tin hiéu nhiéu gay

ra bdi | nhu sau

2
5.1 — ‘leS‘gi| (2 3)
" Pl + o7
0(2P |2
7 = s 24

Pjlfial* + a1 Ps|gil* + o7’

trong do P 1a cong suat gdy nhiéu ctia ] va f; ; hé s6 kénh truyén gitta | va ang-ten
tha 7 caa R.

R st dung ky thuat két hop lura chon dé xtt ly tin hiéu nhan dugc. Hon nita dé
nang cao hiéu nang bao mat khi truyén tin, thiét bi chuyén tiép R sé chon dng-ten
6 ti s6 SINR ctia s, 1a 16n nhét, tic ang-ten c6 chi s6 nhu sau

i* = 521, 2.5
arg _ {gngp}{%,r} (2.5)
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Do d6, ti s6 SINR dé giai ma tin hiéu s; va s, tai R dugc tinh toan theo biéu

thuc sau
2
" Pilfial? 40 '
P.|ox|?
1= n2b|gr | 2.7)

Pi|fi 11 + a1 Ps| g+ |* + 07
Luu y rang ] cong tac vdi E dé nghe 1én tin hiéu vi vay tai E sé sit dung ky
thuat dé€ loai bo tin hiéu gay nhiéu tir | mot cach hiéu qua [45]. Chinh vi vay, biéu

thirc ti s6 SNR va SINR dé€ gidi ma s; va s, tai E c6 dang nhu sau

1 o P. 2
7l = FEBel ;Lg8| , (2.8)
e
1 - P 2
1) _t2Dilgd (2.9)

“1Ps|ge|2 + 0'3.

Tai pha thit hai: Thiét bi chuyén tiép R giai ma va chuyén tiép tin hiéu két hgp

toi Uy va Us. Do vay tin hiéu nhan dugc tai U dugce biéu dién nhu sau

yl = /B1Psihix + /BaPrsahix + (2.10)

trong d6 k € {1,2}, h;j la hé s kénh truyén tir ang-ten thi i cia R t6i Uy, Py
la cong suat truyén tin ctia R, va w,‘f la cong suat nhiéu AWGN tai Uy, tic la
w? ~ CN(0,02).

Ngoai ra, Uy ¢ vi tri xa R hon so véi Uy nén d6 loi kénh truyén sé kém hon.
Vi vay, dé cai thién hiéu suat bdo mat, ang-ten nao c6 do lgi kénh truyén ddi voi
U, 1a t6t nhat sé duoc chon trong sO N ang-ten cua R, cu thé ang-ten c6 chi sO
thoa man biéu thitc sau

t = his}. 2.11
B i ) .

Do d6, biéu thuc ti s6 SINR tai U va Uy nhu sau

51 ,31Pr|hm*,1|2

_ , 2.12)
4 Pl fipl2+ 03
2
,},Zz — :BZPr‘hm ,2‘ (2.13)

,31Pr|hm*,2|2 + Pj‘f2,2‘2 + 0’5.
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Do dic tinh quang ba ctia mang khong day, E cing nhan dugc tin hiéu két
hop tir thiét bi chuyén tiép va duoc tinh theo cong thiic sau

y(<32) = 4/ ‘Blprslhi,e —|— \/ ﬁzPrSthle + We, (214)

trong do h; . 1a hé s kénh truyén tir ang-ten i cta R tdi E. Vi vay biéu thic ti s6
SNR va SINR dé giai ma tin hiéu s; va s tai E trong pha thit hai duge biéu dién
boi cong thic sau
Py |t o2
) _ B1lr|hmeel”
51,6 0_62

2
(2 _ ﬁZPr‘hm*,el 216
S2,€ ‘Blpr‘hm*’elz + 0_62 . ( . )

, (2.15)

Y

Dé nang cao hiéu qua qua trinh nghe 1én, E duoc gia dinh st dung ky thuéat
SC dé cai thién chat lugng tin hiéu nhan dugc, diéu nay cling gitp cho viéc giai
ma tin hiéu nghe lén dugc dé dang hon. Vi vay biéu thuc ti s6 SNR va SINR tai E

nhu sau

1 2
’)/Zl = max {r)/g],)el ’)/£1,)e} 7 (217)

7% = max {1hr 15} (2.18)

2.2.2 Kich ban hé théng c6 chién lugc d6i phé chi dong

Trong phan nay, dé bdo mat kénh truyén tir may phat S t6i Uy va Uy, tac gia
dé xuat chién luoc d6i pho cht dong dugc minh hoa nhu trén hinh 2.2, trong dé
ngudi dung U; va S sé phat ra tin hiéu gay nhiéu t6i E dé lam giam kha nang
nghe lén tin hiéu. Qua trinh truyén tin ctia hé thong dién ra trong hai pha nhu
sau:

Pha thit nhat, may phat S truyén tin dén thiét bi chuyén tiép R, trong lic S
truyén tin dén R thi U hoat dong nhu la thiét bi gay nhiéu than thién b?mg cach
chu dong phat tin hiéu gay nhiéu tdi E v6i cong suat P. Do R cong tac voi Uy vi
vay R c6 kha nang loai bo tin hiéu nhiéu phat ra tir U [45]. R st dung ky thuat
SC lya chon dng-ten c6 t s6 SINR t6t nhat trong s6 N dng-ten ctia R va giai ma
tin hiéu. Trong d6, SINR tai ang-ten thit i ciia R d€ giai ma tin hiéu s; va s, dugc

mo ta trong cong thic (2.6) va (2.7).
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Nantennas// |
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—— Kénh truyén tin
— — > Kénh giy nhiéu
----- > Kénh nghe 1én

Hinh 2.2: M6 hinh mang NOMA cfng tic co sit dung chién lugc doi pho chii dong vdi hinh thitc

tin cong hop tdc.

Mat khac, E bi tdc dong bdi tin hiéu gay nhiéu tir U; nén ti s6 SINR ctia E dé

gidi ma s va s, dudi tdc dong ctia tin hiéu nhiéu dugc biéu dién nhu sau

(1) a1Ps|ge|?

o _alfsigel” 2.19

s~ Pylky|? + 02 (2.19)
2

(1) _ “Zps’ge’ 220

Vsoe] = w1PilgeP + PLKIE 4 02 (220

trong d6 kq 1a hé s6 kénh truyén cta kénh U;—E.

Tai pha tht hai, thiét bi chuyén tiép truyén tin hiéu t6i Uy va Uy, trong lic R
gidi ma va chuyén tiép tin hiéu dén Uy va Uy, S hoat dong nhu mot thiét bi gay
nhiéu than thién thit hai bang cach phat tin hiéu gay nhiéu véi cong suét Ps, dé
lam gidm hiéu suét nghe 1én cta E. Tuong tu nhu trong pha thit nhat, Uy va U,
hop tac vdi S nén chiing ¢6 kha nang loai bé tin hiéu gay nhiéu tir S. Hon nia,
R chon dng-ten c6 ti s6 SINR t6t nhat trong s6 N dng-ten dé nang cao hiéu nang
bao mat, trong d6 biéu thirc ti s6 SINR dé giai ma tin hiéu sy va s, tai Up va Uy
dugc mo ta trong cong thirc (2.12) va (2.13). Tai E do chiu tdc dong bdi tin hiéu
gay nhiéu phat ra tir S nén ti s6 SINR dé gidi ma tin hiéu s; va s, tai E trong pha
thi hai dugce biéu dién bdi cong thiic sau

(2) _ ,Blpr‘hm*,elz

.= , 2.21
1€ Pse‘gse‘2+0'ez ( )
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(2) ﬁzpr‘hm*,e|2

_ , 222
Tsaej B1Pr |y e|* + Poe|gse|* + 07 -

trong do Ps, va gse lan luot 1a cOng suat tin hiéu gay nhiéu ctia S t6i E va hé s6
kénh truyén ctua kénh gay nhiéu S—E trong pha truyén tin thu hai.
Cudi cting, ching ta c6 biéu thirc ti s6 SINR cta tin hiéu s; va s, ma E nghe

lén dugc nhu sau

51 _ 1 (2
75 =max {21,121, (2.23)
_ 1 @)
'yi]z — max {752,6]., 'ySzle].} . (2.24)

2.3 Phan tich xac suét dirng bao mat

Trong phan nay, tac gid phan tich xac suat dirg bao mat ctia hé thong trong
ca hai kich ban. Kich ban thit nhat 1a hé thong khong c6 chién lugc dbi pho tan
cdng hop tac va kich ban thit hai la hé thong c6 chién lugc cht dong dbi pho tan
cong hop tac. Dé danh gia hiéu qua cda chién luge ddi phé chi dong so kich ban
khong c6 chién luge ddi phé chti dong, luan an so sanh xac suat dirg bao mat
ctia hé thong trong hai kich ban.

Xdc suat dirng bao mat xdy ra khi dung lugng bdo mat ctia kénh truyén tir S

t6i U; va Up nhd hon ngudng toc dd bao mat [45], dugc thé hién nhu sau
Osec - Pr{Cs < R}, (2.25)
trong do6 Cg la dung lugng bao mat va dugc dinh nghia la hiéu dung luong kénh
truyén hgp phéap va dung lugng kénh nghe 1én, R 1a ngudng toc dd bao mat.
2.3.1 Xac suat dirng bao mat trong kich ban hé thong khong cé
chién lugc d6i pho6 chi dong

Theo ly thuyét Shannon, dung luong kénh hgp phap dé gii ma s tai U va
dung lugng kénh nghe 1én dé gidi ma s; tai E trong kich ban hé thong khong c6

chién luge ddi phé chti dong tuong ting nhu sau

B
Chps = 5 logy (1417%), (2.26)
B
le _
CNps = 5 108 (1+72'), (2.27)
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trong d6 B 1a bang thong ctia hé thong, 751 = min{~;", ’y;l bt va ’yzl dugc dinh
nghia trong cong thirc (2.6) va (2.12) tuong tng, ;' dugc dinh nghia trong cong
thuc (2.17).

Tuong ty, dung lugng kénh hgp phap dé gidi ma s, tai U, va dung luong

kénh nghe 1én d€ giai ma s; tai E dugce biéu dién bdi cong thirc sau

B
CZips = 5 logy (1+7%), (2.28)
B
2,
Cyips = 5 log, (1+7:2) . (2.29)

trong d6 92 = min{7}?, 7?7}, 1%, 7} duogc dinh nghia trong cong thirc (2.7),
(2.13) tuong ung. ;> dugc dinh nghia trong cong thirc (2.18).
Do d6, dung luong bao mat kénh truyen tir S t6i Uy va U, lan luot dugc biéu

dién nhu sau

+

CeN® = {C}vps - C}\}%s} , (2.30)
_l’_

CoNPS = {Crzxfps - sz\ﬁvs} : (2.31)

trong d6 {x} " = max{x,0}.

Hon thé nita, tin hiéu trén kénh truyén sé bi nghe lén néu dung lugng bao
mat tuac thoi CQ’N Ps hoac CE’N PS ndm dudi nguong toc do bao mat Ry, R, tuong
ung. N6i cach khac xac suat dirng bado mét trong kich ban nay duge dién ta nhu

sau

ONPS —pr {CIVPS < Ry or CBVPS < Ry
1 51 2R 1 52 2R
:Pr{+—751<231 or +752<232}
1T+ 7e 1+
=Pr {’)/Sl <d+ ((51 + 1)’)/21

or Y2 < b+ (02 + 1)}, (2.32)

. 2Ry . 2Ry
trongdody =28 —1vad, =273 —1
2.3.2 Xac suat dirng bao mat trong kich ban hé thong c6 chién luogc
d6i phé cha dong
Trong kich ban nay, dung lugng bao mat kénh hop phép tai U; va dung luong
kénh nghe 1én tai E dé giai ma s; trong kich ban c6 chién luge dbi phé chi dong
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duoc biéu dién nhu sau

B

Clips = 5 logy (1477, (2.33)
lej B

Citls = 5 logy (1+731). (2.34)

Tuong tu, dung luong kénh hgp phap tai U, va dung luong kénh nghe lén tai

E dé€ giai ma s trong kich ban nay dugc biéu dién boi cong thirc sau

B
Caps = 5(1082 (T+9%2), (2.35)
2, B
Cils = 5 1og, (1+7432). (2.36)

Do d6, dung lugng bao mat kénh truyén S t&i U va U, trong kich ban nay

duoc tinh boi cong thuc sau
LAPS _ [ 1 Lej 1
ciAPS = {Chps — Ciis} (2.37)
2ei 1+
24P = {Chps — s} (2.38)

Cudi cling, xac suat dirng bdo mat ctia hé thong trong kich ban c6 chién lugc

d6i pho cht dong dugc thé hién nhu sau
O4F = Pr {CIAPS < Ry or C2APS < Ry

1 51 2R 1 52 2R
=DPr +75 <2F or +,YS <2F
1+, 1+,

=Pr {751 <0+ (61 + 1)72]1

or 12 < &y + (65 + 1)7;2.}. (2.39)

Nhu ching ta da biét a-u fading 1a mot trong nhitng kénh truyeén phuc tap nhét,
n6 c6 thé mo ta cac kénh truyén fading khac bang cach thay déi tham sb a va .
Do tinh phtic tap ctia kénh truyén nay nén viéc tim biéu thirc dang déng cho cong
thitc (2.32) va (2.39) 1a khong kha thi cho hé thong dang xem xét. Tuy nhién, luan
an sé thuc hién mo6 phong dé danh gia hiéu nang bao mat cua hé thong trong
kich ban c6 chién luge dbi phé chu dong va so sanh véi kich ban khong c6 chién

luge dbi phé chi dong.
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2.4 M6 phéng va danh gia két qua

Trong phan nay, luan 4n trinh bay cac s6 liéu thir nghiém mé phéng bang
phuong phap Monte Carlo dé chi ra sy &nh hudng ctia cac tham s6 1én xac suat
dirng bao mat ctia hé thong. Ngoai ra, SOP trong kich ban hé théng khong c6
chién lugc ddi phé chtit dong duge so sanh vdi SOP trong kich ban hé thong c6
chién lugc dbi pho chti dong. Trong két qua mo6 phong nay, luan an gia thiét rang
0% = 03 = 0% = Ny [124] va s = Ps/No, ¥se = Pse/ No,vr = P/ No,vj = P/ Ny,
1 = Pi/Nplatisb SNR cua S, R, ], va U; tuong ting. Cac tham s6 ctia hé thong
duoc thiét lap nhu sau

* Bing thong hé thong W = 5 MHz
* Ngudng toc dd bdo mat Ry = Ry = 1 kbps

e S0 dng-ten ctia thiét bi chuyén tiép N =5

10° 3 T T T T T T T T

N
S
1

% =%=508)

-
S
)
|

—O—y, =7.=5dB(Sim) | 3

Secrecy Outage Probability

—O- 5 =y =10 dB (Sim) ]
+;/S=yy=5dB(Sim.) E

\Cut-off point of the APS\

—&—y =y =10dB (Sim.) |

10° . , . , . , . , . , : , :
0 4 8 12 16 20 24 28

Transmit SNR of J(dB)

Hinh 2.3: Tic déng ciia SNR tai ], S, va R 1én SOP trong kich bin NPS va APS véi a = 2,
}l = 1, Qgi = th,l = th,z = le = 5, vd Qge = Qgs’e = th/e = szl = Qfl,z = Qf2,2 =0.1.

Hinh 2.3 mo t& mitc d6 anh hudng ctia cong suat truyén SNR 7v;j 1én xéc suat
dirng bdo mat trong hai kich ban hé thong c6 chién luge ddi phé chu dong va
kich ban hé thong khong c6 chién lugc dbi phoé chit dong khi SNR v va 7, thay
déi. Chuing ta thiy rang SOP trong kich ban APS thip hon dang ké so véi kich
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ban NPS trén toan bd mién gia tri SNR ctia thiét bi gay nhiéu. Diéu nay dugc giai
thich nhu sau, S va U; dugc st dung nhu la thiét bi gay nhiéu than thién dé lam
suy giam tin hiéu nghe Ién tai E trong kich ban APS. Hon thé nita, khi SNR cua |
giam thi SOP ctia hé thong trong ca hai kich ban déu duoc cai thién bai vi SINR
dé giai ma céc tin hiéu sq va s; tai R, Uy, U, chiu anh hudng tiéu cyc tir tin hiéu
nhiéu gay ra bdi J.

Ngoai ra, SOP trong kich ban APS véi vy va 1y, § muc cao, cu thé 75 = 7, = 10
(dB) thi t6t hon SOP so véi s va 7, & mic thap hon, cu thé 95 = 7, = 5 (dB)
khi y; 16n hon diém giao cat (cut-off point) ctia APS va ngugc lai. Trong kich ban
NPS cting tuong tu kich ban APS, khi 7; nam trén diém giao cat cta luge d6 NPS,
tic 1a khi 5 va 1, d muc cao thi SOP t6t hon khi 5 va 7, & mic thap va ngugc
lai. D€ quan sat dugc ro hon, tac gia vé thém hinh 2.4 dé chi ra mic anh hudng

cua Yir Vss va 7y, lén SOP.

1.000

0.9005
0.8010
0.7015
0.6020
0.5025
0.4030
0.3035
0.2040
0.1045

0.005000

Hinh 2.4: Tic déng ciia SNR tai ], S, va R 1én SOP trong kich bin NPS va APS véi a = 2,
U= 1, Qgi = th,l = th,Z = le = 5, vd Qge = Qgs,e = th,e = sz’,l = Qfl,Z = Qf2,2 =0.1.
Hinh 2.5 va 2.6 chi ra mitc &nh hudng ctia s6 lugng dng-ten ctia R va cong suat
truyén SNR tai ], S, va Uy 1én SOP hé thong. R6 rang rang cong suat SNR ctia thiét
bi gay nhiéu than thién S va U; khi tang tit s = 1 = 10 dB dén 5, = 7 = 20
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N
QS
1

Secrecy Outage Probability
8&)
|

10° . , . , . , . , . , . , .
0 4 8 12 16 20 24 28

Transmit SNR of J(dB)

Hinh 2.5: Tic dong ciia s6 lugng dng-ten tai R va SNR tai ], S, va Uy lén SOP trong kich bin NPS
v0i 0 = 2, H = 1, Qgi = th,l = thQ = le = 5w Qgg = Qgse = Qh
Qf, =0.1.

=Qp, =Qp, =

ie

10° 3 T T T |
>
E APS
Q -1
% 10" 4 E
a ]
o)
S 2] —e—y =y =10dB, N=5(Sim.)| |
g —=—y,=y,=10dB, N=2(Sim.) ]
3 —A—y,=7,=20dB, N=5 (Sim.)| 1
3 ]
/+y,=759=20d5’/"=2(8‘m')'
10° T T T T T T T T T T T T T
0 4 8 12 16 20 24 28

Transmit SNR of J/(dB)

Hinh 2.6: Tic dong ciia so lugng dng-ten ciia R va SNR ctia |, S, va Uy 1én SOP trong kich bin
APSvbin = 2,4 =1,Qg = Q) = O = O = 5010, = Qg = O
Qp,=Qp, =0.1.

7,1

= Qfl,z =

ie

dB, SOP trong kich ban APS giam déang ké trong khi & kich ban NPS thi khong
thay d6i. Hién tugng trén xay ra bdi vi trong kich ban NPS hé thong khong co
bat ky chién lugc nao dé bao vé hé théng, ngudgc lai trong kich ban APS hé théng
st dung S va Uj nhu 1a hai thiét bi gay nhiéu than thién dé 1am suy yéu tin hiéu
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nghe 1én tai E. Hon nita, SOP ctia hé thong trong ca hai kich ban dugc cai thién
khi s6 lugng dng-ten ctia thiét bi chuyén tiép tang lén. Nguyén nhan la do khi s
lugng ang-ten tang 1én thi do lgi phan tap (diversity gain) tai R cting tang lén.

100__ T T T T T T T T
2
= NPS
§ 10" - APS _
<)
o ]
% ‘ 75:7/r:7/7:7/se:5d8"
g p
> 107+ ﬂ}.QW:.Qm;e=O.1 (Sim.) 4
5 &0 =0 =01 (Sim) |
[0} , A
n —0—n =0 =05 (Sim.)
——0 =0 = 0.5 (Sim.)
10° T T T T T T T T T T T T T
0 4 8 12 16 20 24 28

Transmit SNR of J(dB)

Hinh 2.7: Tic dong cia d¢ lgi kénh truyén ]—R va R—E Ién SOP trong kich ban NPS va APS
v0i o = Z,y =1, Qgi = thl = thl = le =5uwa Qge = Qgs’e = Qfl,z = QfZ,Z =01.

Hinh 2.7 phan tich &nh hudng ctia d9 1gi kénh truyen trung binh fi1 Va
ctia kénh [—R va R—E 1én hiéu ndng bao mat ctia hé thong. Chung ta quan sat
thdy rang SOP tang nhanh khi kénh truyén bat hop phap tur J va E trd 1én manh
hon. Diéu nay dugc giai thich nhu sau néu kénh truyén J— R cang t6t thi tin hiéu
gay nhiéu tai R cang manh, nguoc lai, néu diéu kién kénh truyén R—E cang tot,
thi E cang dé thu thap thong tin. Tir phan tich trén, ching ta dua ra két luan rang
hiéu nang bao mat ctia hé thong khi c6 chién lugc ddi phé cht dong tot hon trong

truong hgp hé théng khong c6 chién luge dbi pho chti dong.

2.5 Kétludn

Trong chuong nay, luan an da nghién ciru, danh gia, dé xuat chién lugc nang
cao hiéu niang bdo mat mo6 hinh mang NOMA st dung ky thuat hop tac truyén
tin qua mot thiét bi chuyén tiép duoc trang bi nhiéu dng-ten va hoat dong theo co
ché gidi ma va chuyén tiép tin hiéu dudi sy hién dién ctia mot thiét bi gay nhiéu

hop tac vdi mot Eve dé thyc hién tan cong hop tac nham nghe lén thong tin. Ludn
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dn da xay dung biéu thuc tinh xdc suat ditng bdo mat trén kénh truyén fading
tuan theo phan b a-u trong hai truong hgp. Truong hop thi nhét, hé thong
truyén thong tin nhung khong c6 chién luge ddi phé lai hinh thic tAn cong hop
tac cia Eve. Truong hop thit hai, ludn an dé xuat chién luge d6i pho cht dong dé
chdng lai hinh thitc tan cong hop tac ctia Eve. Sau d6 thuc hién mo phong dé so
sanh xac suat dirng bdo mat ctia hé thong trong kich ban c6 chién luge déi phé
chtt dong véi kich ban hé thong khong c6 chién luge d6i pho chu dong. Két qua
thu duoc cho thidy SOP trong kich ban c6 chién Iugc dbi phé chtit dong cai thién
dang ké so vdi kich ban hé thong khong c6 chién luge dbi phé chi dong. Ngoai
ra, ludn an da danh gia tac dong ctia cac tham sO hé thé)ng nhu sb luong ang-ten
ctia thiét bi chuyén tiép, d6 1gi kénh truyén ctia kénh gay nhiéu va kénh nghe 1én,
cong suat truyén SNR ctia may phat, tram chuyén tiép, thiét bi gdy nhiéu 1én hiéu

nang bao mat ctia hé thong.
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Chuong 3

PANH GIA HIEU NANG BAO MAT MANG NOMA CO
CHIEN LUGC CHU PONG NGHE LEN

3.1 Gidi thiéu

Cac hoat dong bat hop phap trén mang ngay cang gia tang va phuc tap, cha
dong thu thap thong tin dé kip thdi ngan chan cac hoat dong bat hgp phap dong
vai trd quan trong dé ddm bao an toan, an ninh cho hé théng. Do tinh quéang
ba nén hé thong mang khong day rat dé bi tan cong dudi hinh thitc nghe Ién.
Chinh vi vy, theo cach tiép can truyén théng, cdc nghién ctru tap trung theo
hudng dé xuat cac giai phap dé chdng lai kiéu tin cong bi nghe 1én bat hgp phéap
nay [51,53,63,68,81,149]. Nguoc lai, débi véi cac hé théng theo doi, gidm sat lai can
thyc hién chién luge chtit dong nghe 1én dé thu thap, phan tich thong tin, day la
hoat dong nghe 1én phuc vu cho muc dich hgp phép. Trong s6 cac bai bdo nghién
cltu vé van dé nay nhu da trinh bay trong muc 1.7.2, ngoai trir bai bao [55], déu
xem xét van dé nghe lén trén hé thong mang khong day noi chung. Cho dén nay,
bai bao [55] 1a bai cong trinh duy nhat nghién ctru vé van dé chti dong nghe 1én
trén mang NOMA. Trong nghién cttu nay, cac tac gia da xem xét van dé chu dong
nghe lén thong tin trén hé thong truyén tin bat hgp phap stt dung NOMA cho
duong truyén xudng tir tram co s& dén cac nhém ngudi dung cudi. St dung thuat
toan lap theo kinh nghiém két hop véi t61 uu cong suat gay nhiéu va thi tu giai
ma tin hiéu tai thiét bi gidm sat, bai bao da chirng minh cai thién dugc kha nang
nghe 1én thong tin voi s luong nhiéu nguoi dung cudi bi nghe 1én la nhiéu nhat.
Tuy nhién, trong nghién ctru [55] chua xem xét dén truong hgp trang thai kénh
truyén gay nhiéu tir thiét bi gidm sat dén mdy phat bat hgp phap 1a xac dinh va
cting chua xem xét truong hgp NOMA duong truyén lén.
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Xuat phét tir nhitng han ché trén, trong chuong nay, luan 4n dé xuat mé hinh
mang cong tac c6 chién luge chti dong nghe Ién thong tin duong truyén 1én trong
mang NOMA. Trong md hinh nay, d6i tugng bat hgp phéap st dung mang NOMA
dé truyeén tin tir cdc cdp nguoi dung cudi (Ul(k)) vé mdy thu B, hé thong gidm sat
hop phap st dung mot thiét bi giam sat E vira ¢6 kha nang sinh ra tin hiéu gay
nhiéu tai may thu bat hop phap B dong thoi gidi ma va chuyén tiép tin hiéu vé
thiét bi dich D, thiét bi dich D cting c6 thé thu tin hiéu tryc tiép tir nhitng ngudi
dung cudi. Thiét bi giam sat E phét tin hiéu gay nhiéu phai diéu chinh cong suat
gay nhiéu théa man rang budc khong lam gian doan hoat dong cua thiét bi bat
hop phap. Chinh sach diéu khién cong suat cta thiét bi gidm sat E duge nghién
cttu trong hai kich ban. Kich ban thit nhat do 1a trang thai kénh truyén gay nhiéu
tir E dén B la xac dinh va kich ban thi hai 1a CSI ctia kénh gay nhiéu tir E dén
B khong xac dinh. Tiép theo, tic gia xay dung biéu thuc tinh xac suat nghe lén
hgp phép thanh cong, day 1a mot phép do dé danh gia kha nang thu thap thong
tin cta thiét bi hop phap tir cac ddi tuong bat hgp phéap, va sit dung né dé danh
gia hiéu qua ctia hé thong trong viéc thu thap tin hiéu ctia ngudi dung cubi bat
hgp phéap c6 tin hiéu manh nhat, yéu nhat. Cubi ciing, ludn an ciing thuc hién
mo6 phong Monte Carlo dé kiém chiing cac biéu thic todn hoc duogc dua ra.

Phan con lai cdia chuong nay dugce t6 chirc nhu sau: Phan 3.2 mo td mo hinh
dé xudt; Phan 3.3 phan tich chinh sach phan bd cong suat gy nhiéu trong hai
truong hop trang thai kénh gay nhiéu 1a xac dinh va khong xac dinh; Phan 3.4
phan tich hiéu suat bdo mat hé thong dua trén phép do xac suat nghe lén hop
phép thanh cong; Phan 3.5 mo6 phong bang Monte Carlo va danh gia két qua;
Phan 3.6 két luan ndi dung cta chuong.

Céac ndi dung trinh bay & chuong nay dua trén cac két qua ctia cong trinh A3
da dugc cong bd trén tap chi IEEE Access.

3.2 Mo hinh hé thong

Luan an khao sat mot mo6 hinh mang NOMA nhu hinh 3.1. Hé théng bao gém
mot may thu séng bat hgp phap B dugc trang bi N ang-ten, 2K thiét bi dau cudi
bat hop phap U = {UW, ..., UK}, Cac thiét bi ddu cudi dugc nghép lai thanh
ting d6i mot ngau nhién U, 1 € {1,2} vak € {1,2,...,K}, m&i thiét bi dugc
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trang bi mot ang-ten. Mot thiét bi giam sat hgp phap dugc trang bi M + 1 ang-

ten va may thu hgp phap D dugc trang bi mot ang-ten. Moi cdp Ul(k)

thuat NOMA dé truyen tin hiéu vé mdy thu song B va gia dinh Lll(k)

vOi Uék). Theo nguyén ly cia mang NOMA Uz(k)

st dung ky
gan B hon so
dugc cap phat mic cong suat 1on
hon Ul(k). Thiét bi giam sat E c6 kha nang sinh ra tin hiéu dé gay nhiéu B trong ltic

(k)

nghe lén tin hiéu tir cac cap Ul(k), dong thoi E nghe 1én tin hiéu tir U, truyén dén

B va thyc hién giai ma, sau d6 chuyén tiép tin hiéu vé thiét bi nhan D. Ngoai ra,

D c6 thé thu tin hiéu qua kénh truyén truec tiép tir Ul(k)

tdi D. Trong truong hop
kénh truyén truc tiép yéu thi D sé thu nhan tin hiéu tt E. Nhu vay E hoat dong
dong thdi vira la thiét bi gdy nhiéu vira la thiét bi chuyén tiép dé cai thién hiéu
nang thu thap tin hiéu. D€ mo hinh héa mo6 hinh mang nay béng toan hoc, d6 loi
kénh truyén gitra Ul(k) va nhanh ang-ten thit n cua B, gitta Ul(k)
thtt m ctia E va kénh truyén U(k)—>D, ne{1,2,...,N},me {1,2,...,N,}) dugc

ky hiéu lan luot 1a h fl va (k) . Ky hiéu g, 1a d6 lgi kénh truyén gitta nhanh

va nhanh ang-ten

dng-ten thit n cia B va E, By, 1a ky hiéu d6 lgi kénh truyén gitta nhanh dng-ten
thi m cta E va D. Gia thiét mo hinh mang hoat dong trong moi truong c6 cac
vat can dan dén tin hiéu gap hién tugng fading dang duong khi dén may thu. Do
do tat ca cac kénh truyeén trong mo hinh dugc gia thiét 1a kénh truyén fading c6
phan bd Rayleigh, khi d6 d6 1gi kénh truyén la cac bién ngau nhién doc lap dugce
phéan phdi theo ham mda.

Trong mo hinh hé thong nay, tac gid gid dinh rang tat ca cdc dng-ten ctia nat

chuyén tiép c6 thé gidi ma dugc thong tin tir Ul(k)

va mot chién lugc chon ang-ten
ctia ntt chuyén tiép duge sit dung dé hé trg truyén tin gitta ngudn va dich, nghia
la ky thuat lya chon dng-ten tot nhat ctia nit chuyén tiép duoc st dung cho viéc
gidi ma va chuyén tiép tin hiéu [1]. Ngoai ra, gia dinh rang thong tin trang thai
ctia cac kénh truyén déu dugc xéac dinh tai E va D bang nhitng phuong phap da
co [39,40].

Cap nguoi dung cubi Ul(k) truyén tin hiéu vé B, day la tin hiéu két hgp cta
U{k) va Uék). Dong thai khi d6, thiét bi giam sat hop phéap E sinh tin hiéu gay
nhiéu s; cho B v6i cong suat P;. Tin hiéu nhan dugc tai nhanh dng-ten thu n cta

B dugc thé hién nhu sau
YN OB e T

67



—> Kénh truyén tin ----» Kénh nghe lén

Hinh 3.1: M6 hinh mang NOMA c6 chién lugc chii dong nghe lén.

+ P]S]gn + 0B, (3.1)

trong d6 P 1a tong cong suat cua cap thiét bi Ul(k), agk) 1a hé s6 phan b cong suat
cho thiét bi Ul(k) trong cdp thiét bi Ul(k) va og ~ CN(0,Np) 1a cong suat nhiéu
AWGN. Do thiét bi Ul(k) gan B hon nén c6 chat lugng kénh truyen tot hon U§k>.
Tac la Uék) sé dugc phan bd mitc cong suét 1én hon Ufk), nghia la (ng) < 0.5.
Theo nguyén ly duong truyén lén trong mang NOMA, B dau tién giai ma tin
hiéu cua thiét bi c6 dd loi kénh truyén 16n hon la Ul(k) tir tin hiéu két hgp nhan
duoc va coi tin hiéu cta thiét bi Uék) la nhiéu. Sau d6, B loai bo tin hiéu cua Ul(k)
bé“mg cach st dung ky thuat SIC va thuc hién gidi ma tin hiéu caa Uék) [41]. Két
qua 1a ti s6 SINR tuc thoi cta Ufk) va ué") tai nhanh ang-ten thi n cta B dudi tac

dong cda tin hiéu gay nhiéu gay ra bdi E c6 cong thic lan luot la

k k
(kB) o P 5h§,r)1
’Yl,n - (k) (k) ’ (32)
Prgn + (1-— oy )Pshzﬂ1 + Ny
(k) (k)
1—way/)Psh
(k,B) ( 1 ) Ps 2,1 (3.3)

2n P]gn+N0

trong d6 Py 1a cong suat gay nhiéu sinh ra béi E.

B stt dung ky thuat SC dé lya chon dng-ten c6 tin hiéu t6t nhat vi vay SINR
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cua cap Ul(k) tai B dugc tinh nhu sau

(k,B) (k,B)

o= {ﬂ?im}{%'“ } (3.4)
(k,B) (k,B)

= {ﬂ?im}{’yzf” } (3.5)

Tir phuong trinh (3.4) va (3.5), toc do truyén tin tir Ul(k)—>B dudi tac dong cua

tin hiéu gay nhiéu tir E ¢6 dang sau

R P — Wiog, (1 n ﬁ"’B)) , (3.6)
R = Wiog, (1+57), (3.7)

trong d6 W la bang thong ctia hé thong.
Mat khéc, do dic tinh quang ba ctia kénh truyeén khong day, E cting thu nhan
dugc tin hiéu ma cdp Ul(k) truyén t6i E. Tin hiéu nhan dugc tai ang-ten tha m cta

E dugc biéu dién 1a
i = a8 4 J (1 - al P Y 4 o, (3.8)

o ~ CN (0, Np) 1a cong suat nhiéu additive white Gaussian noise (AWGN) tai E.

Tuong ty, gia thiét rang ky thuat SIC cing dugc ap dung thanh cong tai E,
tac la E sé giai ma tin hiéu xék) cua Uz(k) trudc, sau d6 né tiép tuc do tim tin hiéu

xgk) cta Ul(k). Vi vay, ti s0 SINR tuc thdi ctia cap Ul<k) tai nhanh ang-ten thit m nhu

sau
k k
(kE) oV P f 1(r21
Tim = (k) (k) ’ (3.9)
(1_“1 )Psz,m+N0
(k) (k)
1 - PS
o) = Sl SR Y1) (3.10)

No

E cling st dung ky thuat SC dé thu thap tin hiéu c6 chat luong tot nhat. Vi
vay, ti s6 SINR ctia cip thiét bi U" tai E dugc tinh nhu sau

(kE) _ (kE) 311
W=, D e
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(kE) _ (k,E)
72 _me{ﬂ??‘,Np}{'ylm b (3.12)

Trong pha thit hai, E chuyén tiép tin hiéu t6i D qua ang-ten c6 do loi kénh
truyén tot nhat. E hoat dong nhu mot thiét bi dé sinh tin hiéu gay nhiéu dugc
nhan biét bdi D nhung khong bi phat hién bdi cac thiét bi bat hgp phap. Vi vay
tin hiéu gay nhiéu dugc triét tiéu tai D va chi gay hai cho céc thiét bi bat hop
phép. Tin hiéu thu thap dugc tai D nhu sau

) = SO PaOp (1= o) P
+0p, (3.13)

trong d6 P, € [0, P/"™*] 1a cong suat truyen ma E st dung dé chuyén tiép tin hiéu
nghe 1én dugc t6i D, (5§k> 1a hé s6 phan bé cong suat va op ~ CN (0, Np) la cong
suat nhiéu AWGN.

D khi nhan duogc tin hiéu s€ giai ma tin hiéu cta Uék) trudc tién va coi tin hiéu
ctia U\ nhu 1a tin hiéu nhidu. Két qué ta c6 ti s6 SINR tirc thoi tai D duoc tinh

theo cong thuc sau

(kD) (5§k)Pe[5;(ff )

) = A (3.14)
(k) (k)
]. - Pe m
§{‘;,?>—( o1 Ee (3.15)

- oppl Ny

D ciing stt dung ky thuat SC dé cai thién chat lugng tin hiéu thu dugc. Vi vay,
ti s6 SINR cuia cap thiét bi Ul(k) tai D c6 dang nhu sau

(kD) _ (kD)
% —me{gj}fw}{nm b (3.16)
(kD) _ (kD)
7 _me{?‘z?pr}{”lm b (3.17)

Dua trén phuong trinh (3.11) va (3.16), tbc do truyén dit liéu thu duoc tir UL

tai E va D nhu sau

RFE = Liyiog, (1+1), (3.18)
2
RP) = %Wlogz (1+24). (3.19)
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Tiép theo, két hop (3.12) va (3.17), tc d6 truyén dit liéu thu duoc tir UL tai E

va D nhu sau

RIE) = W log, (1 n 7§"'E>) , (3.20)
2
RFP) = %ngz (1+25). (3.21)

Trén kénh truyén tryc tiép, D thu nhan tin hiéu tryc tiép tur Ul(k). Do do, ti sd

SINR ctia kénh truyén Ul(k)—>D c6 dang sau

() p (K
k,SD ay  Psv
(&SD) e (3.22)

(1— o\ Pol? 4+ Ny’

(k) (k)
(k,SD) o (1 — (Xl )Psvz
Y5 = No . (3.23)

Tix (3.22) va (3.23), toc do truyen tin ctia kénh truyen Ul(k> —D nhu sau

R{7?) = Wlog, (1 + 'r§k’SD)) : (3.24)
R¥SP) — Wiog, (1 + ryg"'SD)) . (3.25)

Két hgp cac phuong trinh (3.18), (3.19), (3.24), (3.25), (3.20) va (3.21), dung
lugng kénh dau cubi tir Ul(k) t6i D thong qua kénh lién két tryc tiép va gian tiép

nhu sau

R{'poe = max { P, min { R{"), RFP L . (3.26)

3.3 Chinh sach phan bé cong suit gay nhiéu

E phat tin hiéu gay nhiéu tai B vdi cong suat P; do d6 sé lam suy gidm toc d
iai ma tin hiéu tu ruyén dén B, dé dam bao chat luong dich vu truyén tin,
giai ma tin hiéu tir U\" truyén dén B, dé dam bao chét lugng dich vy truyén t
Ul(k) phén tng lai ngay lap tic bang cach tang cong sut truyén tin Ps ma khong
iét dén su ton tai ctia thiét bi gay nhiéu E . Trong truong ho ay nhiéu man
biet d ton t thiet bi gay nhieu E . Trong t g hop E gay nh h
tai B c6 thé dan dén hé qua Ul(k) khong thé ting thém cong suat truyén tin dé
duy tri hiéu suat hoat dong ctia hé thong vi da dat dén cong sudt mitc dinh, ldc
y 8 8 &

do Ul(k) sé dirng truyeén tin va qud trinh nghe 1én hgp phap sé bi that bai.
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Cong suat truyen tin Ps ctia cap thiét bi Ul(k) va cong suat gay nhiéu P cta E
trong thuc té phai thda man rang budc nhd hon hodc bang cong suét t6i da hay

con goi 1a cong suat muc dinh duge dién ta nhu sau

0 < Py < P, (3.27)

0 < P, < P, (3.28)

Hon ntta, E phai diéu chinh cong suat gdy nhiéu dé dam bao diéu kién xac

suat dirng gidi ma tin hiéu tai B khong vugt qua ngudng xac suat dirng cho trudce

1 k,B
O(gu)t = Pr {R§ ) < ’Yth} < O, (3.29)
k,B
Ot = Pr {RY™ <y } < b, (330)
trong do6 (’)(1) (’)(2) 1a xac suat dirnge ctia U(k) va U(k) a 0, 1a ngudne toc do
g out’ ~out g 1 > "y Yth Va by, la nguong toc do

truyén tin va ngudng xac suat dirng hoat dong cia B.

Tir phuong trinh (3.4) va (3.5), 0'Y) 0) duogc viét lai nhu sau

out’ ~out
1) _ (k.B)
Oyt = Pr {ne max {vl,n } < qbo},
. o
= Pr . < (PO . (331)

n=1 Prgn + (1-— lxgk))Pshg;)l + Np B

(k) (k)
1— P.h
Oéi)t = Pr max ( M) 2 <d¢o ¢,

ne{1,.2,..,.N,} Prgn + Ny

B S L
n=1 Prgn + No

<oy, (3.32)
V6i g = 2W — 1.

Can cu vao thong tin trang théi kénh truyén gay nhiéu ti E dén B, luan an

xem xét chinh sach phan bd cong suét gay nhiéu trong hai truong hop sau:
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3.3.1 Trang thai kénh giy nhiéu 1a xac dinh

Trong truong hop nay, trang thai kénh gay nhiéu la xéac dinh tai E. C6 nghia
do 1gi kénh truyén gn la xac dinh.

N T (Prgn + No + (1 — &™) Pyx)
0 0
o) = H/Fhk <¢ J&n ® (AL (3.33)
n=1y ay Py
X f, i (x)dx.
2n
St dung phuong trinh (1.11) va (1.12), f NG va F duoc tinh theo cong thitc sau
2n 1,n
1 X
X) = exp | — . 3.34
Fgo (x) 0, p ( QW) (3.34)
2.n 2,n
(k)
P N 1-— P,
Fh(k) =1—exp Po(Prgn + (k(; ey )h) (3.35)
1,n 0 PSQh(k)
1,n
Thay thé (3.34) va (3.35) vao (3.33), chiing ta c6 két qua sau
“ik) j2Xe) wexp | — (N((;;P]gn)%
N i ay ' PsQ) ()
o =TT |1- e (3.36)
t = p p . .
o n=1 (1 — Dég ))PS(’bOth{) + ocg >PSthk>

Gia thiét rang tat ca cac dng-ten ctia tram thu séng B 1a gan nhau. Vi vay, tat

ca cadc nhanh dng-ten c6 do lgi kénh truyén la gidng nhau, tic 1a O L0 = @) L) va
1n 1
Qhéky), = thk) [42]. Cuodi cung, O duogc tinh bdi cong thitc sau
- - N
[Xg )p Q o exp (N&;rpfgn)%
(1 061 Pth(k)
ol = 11— . (3.37)

(1—al® )PgoC, )+ PO 0

Thay thé cong thirc (3.37) vao (3.29) va thuc hién mot sd phép bién déi toan

hoc, chiing ta nhan dugc biéu thitc cong suat tin hiéu gay nhiéu nhu sau
P <Py, (3.38)
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trong do

In (T)(leth(k) — NO(PO *
P, = L ) (3.39)
bogn
k
3 >Pth(m

(1 — N\/ Gth) <(1 — lxgk)) PS(POQh(k) + Oélpth(k)>
2 1

va {x}T=max{x,0}.

Trong khi Ul(k) c6 thé tang cong suat truyeén tin cua n6 dé dap tra lai tin hiéu
gay nhiéu va dé dam bao hiéu suat hoat dong ctia B, E ciing dong thdi tang cong
suat gay nhiéu P;. Tuy nhién, E phai diing viéc tang cong suat gay nhiéu khi Ul(k)
dat tdi gia tri cong sudt muc dinh Py = P¥. Do d6, cong suat cda tin hiéu gay
nhiéu dudi rang budc xac sut ding hoat dong cua Ul(k) phai thoa man diéu kién

sau
Py < min {P;,, P/"*}. (3.41)

Tiép theo, thuc hién tinh toan biéu thic cong suat gay nhiéu ctia E véi diéu
kién dam bao rang budc vé xac suat dirng hoat dong cua Uz(k). Ap dung ham

phan bd mii, cong thirc (3.32) dugce bién ddi vé dang sau

N
0D T |1-exp |- ¢o(Pygn + No)

t ’
A (1- {0, g
2.n
N
Prgn + N

k
(1 - 0‘5 ))PSQhék)

Két hgp cong thic (3.30) va (3.42), chiing ta nhan dugc biéu thirc vé cong suat

gdy nhiéu nhu sau
P <P, (3.43)

vOi

k +
11’1 (1_ 1{] gth) (1 — Dég ))Pth(k) — (PONO

Py, = 2 3.44
]2 4)Ogn ( )
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P; 1a cong suat gay nhiéu tuong ung vdi cong sudt truyén tin Ps. Mac du Ul(k)
c6 thé ting gidm cong suat phét P; tiy theo trang thai kénh truyén va tin hiéu
gay nhiéu tai B, nhung né khong thé ting cong suit vuot qua gia tri cong suat
t0i da P Ngoai ra, bén phai cong thuc (3.43) la mot ham ting don diéu tuong
ung voi Ps. Vi vay, mién gid tri cong suat P; dudi rang budc xdc suat dung hoat

dong cta U§k> va cong suat gay nhiéu t6i da ctia E dugc xac dinh nhu sau
Py < min { Pp,, P/} (3.45)

Két hgp cong thic (3.27), (3.41) va (3.45), mién cong suét ctia tin hiéu gay
nhiéu trong trudng hop trang thai kénh truyén gay nhiéu tir E tdi B 1a xac dinh

duoc mo ta bdi cong thirc sau

0 < Py < min {min {Py,, P, }, P} (3.46)

3.3.2 Trang thai kénh gay nhiéu khéng xac dinh

Trong trudong hop nay, do lgi kénh truyén g, 1a mot bién ngau nhién phan b
theo phan phdi ma véi do loi kénh truyén trung binh la Q. D€ tim biéu thic
(1)

ot tl cong thire (3.31), chung ta ¢ bd dé sau.

dang dong cta O

B6 dé 3.1. Cho a,b, va c la cdc hiang s6 duong. Cho X, Y, va Z la cdc bién ngdu nhién
doc ldp va phin bo theo phan phbi mii vdi gid tri trung binh Qx, Qy, va Qy tuong iing.
Ham phén phéi tich lity ctia T duoc xdc dinh bing cong thiic (3.48) trong do T duoc dinh
nghia nhu trong cong thirc (3.47)

aX
=% +cZ+1 (3.47)
—t
exp
Fr(t) =1— (a0x) (3.48)

QM( ”’1)( “1)
uQX_FQiY aQX‘f—QiZ

Chitng minh. Ham CDF ctia T dugc dinh nghia nhu sau:

aX
FT“)—Pf{m<f}
:PI{X<t(bY+cZ+1)}

a
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:7)7)13){< by+cz+1))fy(y)fz(z)dydz,
0 0

(3.49)

trong d6 Fx(x) la ham CDF va fy(y), fz(z) 1a cac ham PDF theo phan b6 md, do

do Fr(t) dugc tinh todn nhu sau

//ll—exp< by+cz+1))]

1 -y 1 z
QY exp (Q_Y> Q_Z exp <—Q—Z>dydz,

(3.50)

trong do Qx,Qy, Oz la gia tri trung binh cua cac bién ngau nhién X,Y,Z tuong

ung. Thuc hién cac phép tinh, Fr(t) c6 dang nhu sau

0= gy, | [ (100 ()

i [lon () -0 (i )1)]

tc z
X exp (— aQXZ> exp (_Q_Z) dydz (3.51)
Sau khi thuc hién cac phép tinh tich phan, ta nhan dugc cong thic cta Fr(f) nhu

Ssau

(3.52)

[]

Ap dung cong thirc (3.48), xac suat ding cta Ul(k)

( o))
exp agk)iogok
h

N 5
out U - A = ’

dugc mo ta bdi cong thiic

sau
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—¢$oNo
exp | m——
agk) PS Qh(k)

=|1- 1 . (3.53)

Q10,0 OZg3P P (1)
2

VOi A = .
<D‘§k)Pth§k)Qg+No> <a§k)Pth§k) thk)-FN())

Thay cong thirc (3.53) vao (3.29) va thuc hién mot s6 phép bién déi toan hoc,

ching ta nhan duoc biéu thitc cho cong suét gay nhiéu ctia E dudi rang budc xac

suat ding hoat dong cia U{k) nhu sau

__ $oNo
xp lx(k)PQ
1 s hgk)
P <
1— /0y,

71, (354)

vdi 11 duge dinh nghia nhu sau

k k
((X% )Pthgk) Qg + No)(()ég )Pth(k) thk) —+ N())

T = — — , (3.55)
(1= a77) P, 10 Q, 19 Q55
1 2

Dé duy tri hiéu suat hoat dong cua lll(k), E phai diéu khién cong suat gay

nhiéu thdéa man diéu kién sau

. max
P; < min {P]f, i } . (3.56)
Tiép theo, thuc hién tinh toan xac suat dung hoat dong cua U(k), (951241 dugc
tinh toan nhu sau
—Nogo
(1—a(k))PSQ Xp
@ N ! hé’fn (1_“§k))Pth(k
O = 1-— 2/
o g PoP;Og+(1—a}") P s, (k
2,n
_ N
—Nogo
(1—a(k))PSQ nexp|l —m ———
1 hg ) (1_(’Cgk))Pth(k)
= [1-— 2 (3.57)

PoP1 gy, +(1—0¢§k) )Pth(k)
2
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Két hgp cong thic (3.27) va (3.57), chiing ta c6 biéu thitc cong suat gay nhiéu
dudi diéu kién xac suat dung hoat dong cua Uék) la

(1 — ) P2,

Py < \ 201, 2 7'(21, (3.58)
e
voi 1y duge dinh nghia nhu sau
. Nt
exp —u_ﬁ%
"/ 1\ (3.59)

Ty = 4 T

\ /
Vé bén phai ctia cong thic (3.58) la mot ham tang don diéu theo Ps. Vi vay,
mién gia tri cia cong suat gay nhiéu P; dudi rang budc xac suat ding hoat dong

cta Uék) va cong suat mic dinh ctia E dugc tinh theo cong thitc sau

Py < min { Py, P | (3.60)

Két hop cong thic (3.27), (3.56) va (3.58), mién gia tri cia cong suat tin hiéu

nhiéu cda E trong trudng hgp trang thai kénh truyén khong xac dinh nhu sau

0 < Py < min {min {Py;, P, b, o} (3.61)

3.4 Xac suat nghe 1én hgp phap thanh cong

Muc tiéu ctia cdc hé thong gidm sat 1a thu thap thong tin dé phat hién va ngan
chan cac hoat dong bat hgp phap kip thoi. Trong phan nay, luan an tinh todn xéac
suat nghe Ién hop phap thanh cong tai D. Qua trinh nghe 1én dugc goi 1a thanh
cong khi va chi khi tin hiéu nghe lén dugc giai ma thanh cong tai D vdi su trg
gitip ctia E. E hoat dong nhu mot thiét bi chuyén tiép va dong thai 1a thiét bi gay
nhiéu dé tang hiéu suat qua trinh nghe 1én tai D.

Nhu da gia thiét, Ul(k) gén B hon nén ¢6 do loi kénh truyén t6t hon U(k), do
d6 ti s6 SINR cuia U{k) tot hon Uz(k). Chinh vi vdy luan an xem xét hai truong hop
1a xac suat nghe lén thanh cong déi v6i nguoi dung cudi c6 tin hiéu manh nhat
va ngudi dung cudi c6 tin hiéu yéu nhat.
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3.4.1 Xac suat nghe lén hgp phap thanh cong d6i véi thiét bi dau
cudi ¢6 tin hiéu manh nhat
Trong phan nay ludn an trinh bay qua trinh xay dung biéu thitc xac suat nghe
1én hgp phéap thanh cong doi vdi Ul(k) c6 tin hiéu manh nhéat trong s6 K cip ngudi
dung. Xéac suat nghe 1én hgp phap thanh cong ddi véi ngudi dung cé tin hiéu
manh nhat dugc dinh nghia nhu sau

(1) _ (k)
Osye = Pr {ke{rll,lzé.).(.,K} {RLEZE} > r1} , (3.62)

vOi Rgl,%z ¢ dugc dinh nghia tai cong thic (3.26). Tiép theo, (’)Slz duoc bién déi nhu

sau
1 K k,SD j
(’)guz:l— Pr{max{Rg’ ),ermn} Srl},
k=1
K
=1-T] PP (3.63)
k=1
v6i R = min { RFE) REPIL p va P, duge dién t3 tng nh
1= 1 Ry . I’} va I’ dugc dien ta tuong ung nhu sau
P, = Pr {RY"SD) < rl}, (3.64)
P, = Pr {Rg’”'” < rl} . (3.65)

Tiép tuc, thyc hién phép déi dbi véi Py

{ ag@Psvgk) }
Py =Pr <¢1 ¢,
(1— o) Pol? + Ny

0 NOPWE
= /Pr { 1(k) 1 < (Pl } fv(k) (x)dx. (366)
0 (1 —ay)Psx + Ny 2

0

r £ 20 L. A
vOi ¢ = oW —1va fv(k) = QL exp ( Qx(k) ) . Py dugc bien déi tiep nhu sau
2

]

1— Psx + N
P = L / 1—exp —4)1(( & )R 0)
0

k
Qvék) ‘Xg )PSQUEI‘)

xexp | — ) dx (3.67)
Q

2
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Sau mot s6 phép bién ddi toan hoc, chiing ta thu dugc cong thirc Py nhu sau

(k) $1No
;' pexp | —————
1540 P ( 2 PO

_ 1
Ppp=1- (1 “gk))ﬂv(m N “gk)ﬂv(k)' (3.68)
2 1
Tiép theo, thuc hién viéc tinh toan P,
P, = Pr {min { R}, RV} <1, |,
=1-(1—=Pn)(1—-Pr), (3.69)
trong do
Py, = Pr {R§"'E) < rl}, (3.70)
Pyy = Pr {ngfm < rl} . (3.71)
Tiép theo, thuc hién tinh toan P»;
Py =Pr{y{"Y < g1, (3.72)

2r . ,
V6i ¢y = 2 — 1. Py bién ddi nhu sau
Py =P (KE)| ,
21 r {me{]le?X, } {’Yl,m } = 4)2
M % zx P
=11 / Pr{ 1 i < <P2} fow (x)dx, (3.73)
0

1-— 0(1 )Psx + No
. 1
VOi f 1) = O g &P (Q"(k)).
2m fZ,m fZ,m

Chuing ta cling gia thiét rang, tt cd cdc nhanh ang-ten ctia E ¢6 do 1gi kénh
—

truyeén la giong nhau, c6 nghia la Q

=QO 1, O
) = Qg Qg = Qo Bl
Sau khi thuc hién mot sd phép bién d6i toan hoc, Py duoc dién ta nhu sau

_ M
(k) $2No
Q) pexp | ——p——
1 f1 (ng)PSQf(k)

Po= |1~ G GP
(Pz(l — oy )Qf(k) + 0o (@)
2

(3.74)

0

80



Tiép theo, dé tinh Py, thyc hién phép thé cong thic (3.19) vao (3.71), Py dugce
tinh nhu sau

Py =Pr {’ng'D) < <P2}

_HP {5kpe,8m _4)2}.

Ap dung ham phan bd mii, chung ta nhan duoc biéu thic ctia Py, nhu sau

(3.75)

M
N,
Py, = H 1—exp _# ,
01 Peld gt

M

m=1

$2No
= |l—-exp | ——F—
{ ( ‘5§k>1’eﬂﬁ)

Thay thé cong thirc (3.74) vao (3.76), chiing ta biéu thic ctia P, c6 dang nhu

(3.76)

sau
M
Pb=1—|[1—[1—-exp (_(?Szi)
51 PeQﬁ i
_ - M\
(k) __ _$No
M1 30 &P ( ag")PSQf(k))
X |11-— G G L (3.77)
p2(1 — a7 )y + 77 Qi
2 1
Va cudbi cung, OS,Z dugc tinh toan bdi cong thitc sau
. K
Ot =1-T[ PPy, (3.78)

k=1

véi Py va P, dugc tinh bai cong thuc (3.68) va (3.77).
3.4.2 Xac suat nghe lén hop phap thanh cong do6i véi thiét bi dau
cubi ¢6 tin hiéu yéu nhat
Trong phan nay luan an tinh toan xac suit nghe Ién hgp phap thanh cong déi
véi nguoi dung Uék) c6 tin hiéu yéu nhat gitta K cip ngudi dung. Xac suat nghe
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1én hgp phap thanh cong d6i vdi ngudi dung c6 tin hiéu yéu nhat duge mo ta bdi

biéu thic sau

@) - (k)
08) = Pr {ke{r&h} (R} > rz}, (3.79)

vOi Ré’f%ZE duoc dinh nghia trong cong thuc (3.26).
Tiép theo, thurc hién phép bién déi (’)S(bz,z

K

2) _ _ (k,SD) pmin
Osye = H (1 Pr {max {R , RS } < r2> } ,
ﬁ KR, (380

véi RIM = min {Rg"f), R } F, va F, dugc bién dién 1a

F, = Pr {Rg"'SD) < rz}, (3.81)

F, = Pr {Rg”'” < rz} . (3.82)
Tiép tuc, F; dugc bién d6i nhu sau

F, = Pr {rygk'SD) < Al}, (3.83)

trong do Ay = 2% — 1. Ap dung ham phan b6 mi, F; dugc tinh nhu sau

Fi=1—exp| — AMNo : (3.84)

(1- )P0
2

Tiép theo, thuc hién tinh toan

B =1—Pr{min {RF, REPL > 1,

=1—FFp, (3.85)

o day Fp; va F»1 duge dinh nghia la

(kE)

Fyy = Pr{R zrz}, (3.86)

k,D)

Fyy = Pr {R< > rz} . (3.87)
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F>1 dugc tinh toan nhu sau

Fy; = 1—Pr {fygkﬂ < Az},
M
(k A2Np
—1-J[pedfl <220 § (3.88)
T£[1 { : (1_“51{))1)5}

2r
trong do A, = 2W — 1.

Ap dung ham phéan b6 mii, F,; duge bién d6i nhu sau

M —AoN
P21:1—H 1—exp (k)z 0 /
, M
—AoN,
—1— [1—exp 270 (3.89)

(1—-a{")PO 0
2

Tiép theo, thuc hién tinh toan Fy;

B =1-Pr{y{"” <2},

M
. H (k) /\2N0 }

voipy=1—(1+ )\2)(5?). Ap dung ham phan b6 mi, Fy, duge bién d6i nhu sau

M
— ANy
Fr=1-— 1 —ex
- "gl K p{ypeﬂﬁ%‘)})

M
PR —A2No
=1 [1 exp ( WPl )] . (3.90)

Thuc hién phép thé cong thirc (3.89) va (3.90) vao cong thire (3.85), F, dugc tinh

7

nhu sau

M
—A2Np

(1—-a{")P0

EHL=1—-11-|1-exp
#

M
X (1 — [1 — exp (%)] ) . (3.91)
et 1
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Cubi ciing, (95%2 duoc tinh bdi biéu thirc sau
K
02 =[] -FR), (3.92)
k=1

véi F; va F, dugc dinh nghia tai cong thic (3.84) va (3.91).

3.5 Mo phong va danh gia két qua

Trong phan nay, luan an trinh bay cac két qua phan tich va mo phéng dé danh
gia tdc dong cta chinh sach phan bd cong suat gay nhiéu va xac sut nghe lén
hgp phap thanh cong ctia hé thong. Luan an stt dung phuong phap Monte Carlo
dé mo6 phong bang cach lay gia tri trung binh cac vong lap doc 1ap. Tac gid xem
xét truong hop hé théng co 3 cap ngu&ﬁ dung (K = 3), d0 loi kénh truyén trung
binh trong ting 1a Q) = {2,4,5}, Y = {1,2,3}, o = {1,05,1.2}, Q) =
{03,0.1,0.01}, O = {0.05,0.02,0.09}, Qé’? — {0.002,0.001,0.005}, Q3 = 1. Céc
tham s6 khac ctia hé théng dugc thiét 1ap nhu sau [43]:

* Bang thong ctia hé théng: W =10° Hz.

e Ngudng tbc do truyén tin ctia E: 1 = r = 10° bps.

» Ngudng toc do truyén tin cta B: vy, = 10° bps.

* Xac suat ding: 0y, = 0.01.

* Sb lugng ang-ten ctia E: M = 5.

* Sb lugng dng-ten ctia B: N = 5.

* SNR cua thiét bi gidm sat E: 7, = % =0dB.

max

< P!
® SNR cuc dai cua tin hiéu nhiéu: 'y?”x —0 =20 dB.

e SNR cuc dai cua Ul( ). yg”“x_l’— =20 dB.

Hé s phan b6 cong sut: [ng) =0.3, 5£k) =0.2.

Hinh 3.2 va 3.3 minh hoa mdi quan hé gitta SNR tin hiéu gy nhiéu 7; =
P;/Np ctia E va SNR 75 = Ps/Np cua Ul(k) déi vdi truong hop kénh truyén gay
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J

Trasmit SNR of jamming signal, y. (dB)
o
1

N
3
.

T J T T T T T T T
-4 -2 0 2 4 6 8 10
Transmit SNR of P, v_ (dB)

Hinh 3.2: SNR cila tin hiéu nhiéu trong truong hop kénh truyén gay nhiéu E— B xdc dinh vi Qg,
=1.

J

Trasmit SNR of jamming signal, y, (dB)

0 2 4 6 8 10
Transmit SNR of P, y_ (dB)

Ry ===-=c-ccccmcemee e

1
N
1

Hinh 3.3: SNR ciia tin higu nhiéu trong truong hop kénh truyén gdy nhiéu E— B khong xdc dinh
’Uﬁ an = 1.

nhiéu xéac dinh va khong xac dinh. Ching ta quan sat thay rang khi Ul(k) tang
cong suat phat 75, E phai tdng cong suat 7, cta tin hiéu gay nhiéu.

Tuy nhién, trén cing mot mién gid tri SNR [-5, 10] dB ctia Ul(k) thi SNR cta tin
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hiéu gay nhiéu trong truong hop kénh truyén khong xac dinh thi ludn ludn cao
hon SNR so véi truong hop kénh truyén xac dinh. D€ lam ro két luan nay, ching
ta c6 thé thy truong hop Q, =1 § Hinh 3.2 va 3.3, ro rang rang SNR ctia tin hiéu
gay nhiéu chi tang tir -10 dB 1én 12 dB dé gitt SNR cuia Ul(k) trong mién gia tri [-2,
10] dB (xem Hinh 3.2). Tuy nhién, SNR cua tin hiéu gay nhiéu phai tang tir 2 dB
to 15 dB dé giit SNR ctia U\ trong mién gia tri [-2, 10] dB (xem Hinh 3.3). N6i
cach khéc, E chi can muc cong suét thap dé gay nhiéu khi E biét chinh xéac CSI
ctia kénh truyén E— B.

Hon thé nita, cac két qua trén hinh chi ra rang khi d6 1gi kénh truyén Ul(k) —B
tang tuc (), = {2, 4, 5} thi E can muc SNR ctia tin hiéu gay nhiéu 16n hon dé git
SNR cta lll(k) & cing muc, cu thé s = -2 dB. Diéu nay c6 thé dugc giai thich nhu
sau: nguoi dung Ul(k) chi can duy nhat mirc cong suat nhé dé duy tri chat lugng
dich vu khi kénh truyén Ul(k) — B & diéu kién t6t, do d6 E can phat muc cong suat

cao cta tin hiéu gay nhiéu dé tao ra anh hudng du 16n 1én B.

1.0

o
©
1

o
o'y
1

Successful Eavesdropping Probability

0.7 Ana. .
® Sim.(K=1)
¢ Sim.(K=2)|1
* Sim.(K=3)
0.6 T y T y T y T y T y T y T y
-4 -2 0 2 4 6 8 10

Transmit SNR of P_, y_ (dB)
Hinh 3.4: Tic dong ciia s6 luong cip nguoi ding lén OS(},Z theo tdp gid tri ctia ys.

Hinh 3.4 cho thdy mttc &nh hudng ctia s luong cap ngudi dung 1én xac suat
nghe lén thanh cong ctia ngudi dung cubi ¢ tin hiéu tot nhat. Ching ta dé dang
nhan thay rang khi s6 lugng cap ngudi dung tang 1én thi xac suat nghe Ién thanh

cong dugc cai thién 16 rét, nghia la hiéu suat cia hé thong dugce cai thién. Nhu
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chung ta thay khi K tang (K = 1,2,3) thi xdc suat nay ting dan tdi 1. Nguyén
nhan la do khi sb lugng cap nguoi dung ting, thi kha nang dé chon ngudi dung
cudi c6 tin hiéu tot nhat sé da dang va hiéu qua hon. Két qua 13, xc suat nghe 1én

ctia hé thong dugce cai thién.

1.0
Ana.
® Sim.(K=1)
0.8 ¢ Sim. (K=2)
* Sim. (K=3)

o o
EN [e)}

Successful Eavesdropping Probability
o
o

o
o

-4 -2 0 2 4 6 8 10
Transmit SNR of P, v, (dB)

Hinh 3.5: Tic dong cila s6 luong cip nguoi ding lén (95(52 theo tdp gid tri ciia ys.

Hinh 3.5 minh hoa 4&nh hudng cta s6 lugng cap ngudi dung 1én xac suat nghe
1én hop phap thanh cong ctia nguoi dung cudi ¢ tin hiéu yéu nhat. Dbi 1ap vdi
truong hop ngudi dung cudi ¢6 tin hiéu tot nhat, xac sut nghe 1én thanh cong sé
giam nhanh khi s lugng cap nguoi dung ting. Trong truong hgp K = 3, ching
ta thiy rang xac suat nghe 1én thanh cong bang khong khi SNR s nhé hon 5 dB.
Nguyén nhan la do vdi s6 lugng cap ngudi dung tang 1én thi kha nang dé chon
ngudi dung c6 tin hiéu yéu nhat sé da dang va hiéu qua hon. Chinh vi vay xéc
suat nghe lén thanh cong cta hé thong sé giam.

Hinh 3.6 va 3.7 chi ra tdc dong ctia s6 lugng dng-ten cta E 1én xac suat nghe
1én hop phéap thanh cong ddi voi ngudi dung cudi c6 tin hiéu manh nhét va yéu
nhat. C6 thé thdy rang xac suat nghe lén thanh cong cho cd ngudi dung c6 tin
hiéu manh nhéat va yéu nhat déu tang khi s lugng ang-ten ctia E tang. Diéu nay
xay ra do khi s6 lugng dng-ten cta E tang lén thi d6 loi phan tap tai E ciing ting

lén. Diéu nay cho thay tang s6 luong ang-ten tai E 1a cach don gian va hiéu qua

87



1.0 5

S S S
~N ™ ©
| | |

Successful Eavesdropping Probability
>
|

— Ana.

v Sim. (P_=0dB)
* Sim. (P,=1dB)]|
¢ Sim. (P ,=2dB)

©
»

2

—_

3 4 5 6 7 8

9

Number of antennas of the legitimate monitor E

(1)

Hinh 3.6: Tic dong ciia so luong iang-ten én Oy, theo tdp gid tri cila 7s.

0.6 T T

v
L 2
<

0.5

Ana.

Sim. (P, =13 dB)
Sim. (P, =14 dB)
Sim. (P, =15 dB)

Successful Eavesdropping Probability

0.0 T |

3 4 5 6 7 8
Number of antennas of the legitimate monitor E

(2)

9

10

Hinh 3.7: Tic dong ciia s6 lugng dng-ten 1én Ogy, theo tip gid tri cia vs.

dé cai thién xac suat nghe 1én hop phép, viéc ting s6 lugng dng-ten dé dang thuc

hién dugc trong mang 5G vi cong nghé mang 5G ho trg cac thiét bi da ang-ten.

(k)

Cudi ciing, Hinh 3.8 cho thay tic dong ctia hé s6 phan bd cong suat 6, va

SNR Ps ctia Ul(k) 1én xdc suat nghe 1én thanh cong ctia ngudi dung c6 tin hiéu tot
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Successful Eavesdropping Proability
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Power allocation coefficient 5"

Hinh 3.8: Tic dong ciia hé s6 phan bo cong sudt (5§k) d6i voi OL) theo tap gid tri ciia s

nhat trong s6 K ngudi dung U%k). Hé s6 5;1{) phéi nam trong khoang gia trj tir 0

t6i 0.5. C6 thé thay rang xac suat nghe Ién thanh cong tang lén dang ké khi hé s6
phan bd cong suét va cong suat truyén tang 1én. Diéu nay c6 thé dugc giai thich
nhu sau: D sé dé dang thu va giai ma tin hiéu dugc truyén tir nhitng nguoi dung

bat hgp phép t6i B khi chiing tang cong suat truyén tin hiéu.

3.6 Kétluan

Trong chuong nay, luadn 4n nghién ctru vé mo hinh mang NOMA ¢6 chién
luge chit dong nghe 1én. Trong d6 thiét bi gidm sat hgp phap E chd dong giy
nhiéu 1én thiét bi thu tin hiéu bat hgp phap B d€ cai thién hiéu nang nghe 1én.
Thiét bi gidm sat gdy nhiéu E phai c6 chinh sach diéu chinh cong suét phu hop
dé dam bao hiéu suat hoat dong ctia ngudi dung bat hop phap. Luan an da xay
dung biéu thirc tinh todn cong suét tin hiéu gdy nhiéu cta thiét bi gidm sat E
trong trudng hgp CSI ctia kénh truyén gay nhiéu E— B xac dinh va truong hgp
CSI khong xac dinh. Tiép theo, luan an tinh todn hiéu suat nghe 1én thanh cong
dé danh gia hiéu nang thu thap thong tin cta hé thong. Két qua tinh toan da chi
ra rang khi CSI ctia kénh gay nhiéu xac dinh thi mitc cong suat dé gay nhiéu nho

hon muc cong gay nhiéu khi CSI ctia kénh gay nhiéu khong xac dinh. Ngoai ra,
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cac s6 liéu ctia két qua phan tich va mo phdng cling chi ra rang xac suat nghe lén
hop phap thanh cong dbi véi ngudi duing c6 tin hiéu manh nhat taing dang ké khi
s6 lugng cap ngudi dung cudi, s6 lugng dng-ten cua thiét bi giam sat E tang lén.
Ngugc lai, xac sudt nghe Ién hgp phap thanh cong ddi véi ngudi dung c6 tin hiéu
yéu nhat giam khi s6 lugng cdp ngudi dung cudi, s6 lugng ang-ten ctia thiét bi
giam sat E tang 1én. Ngoai ra, hé s6 phan b cong suat gitta nhirng ngudi dung
ctia mdi cdp nguodi ding trong mang NOMA tang thi xac suat nghe 1én hgp phap

thanh cong ctia ngudi dung c6 tin hiéu manh nhat cling ting.

90



Chuong 4

PANH GIA HIEU NANG BAO MAT, PO TIN CAY MANG
SISO NOMA VA MANG NOMA NHAN THUC

4.1 Gidi thiéu

Cac nghién ctru vé bdo mat tang vat ly trong mang NOMA ban dau chu yéu
tap trung vao cac hé théng SISO nhu da trinh bay trong muc 1.7.3. Cac nghién
cttu déu xem xét truong hop thiét bi nghe lén c6 kha nang giai ma bang phuong
phép loai bo nhiéu nédi tiép ma chua c6 nghién ctru nao xem xét truong hop thiét
bi nghe lén st dung phuong phép loai bé nhiéu song song va so sanh hiéu nang
bao mét ctia hé thong trong hai trudng hgp nay. Ngoai ra, cac nghién ctru nay chi
phan tich, danh gia hiéu nang bao mat hé thong va bd qua hiéu nang bao mat cta
tiing ngudi dung trong hé thong. Hon nita, cling chua c¢6 nghién cttu nao xem
xét van dé hiéu sudt mang NOMA dua trén phép do xdc suat dirng géi tin, dieu
chinh hé s6 phan b6 cong suét gitta hai ngudi dung trong mot nhom dé dadm bao
thoi gian truyén tin trung binh gitta hai ngudi dung la nhu nhau.

Bén canh d6, nghién ctru van dé bdo mat mang NOMA trong moéi truong vo
tuyén nhan thitc nhan duge sy quan tdm ctia nhiéu nha nghién ctiru. Trong s6 cac
bai bao nghién ctru vé van dé nay nhu da trinh bay trong muc 1.7.4, ngoai trir
bai bao [156], déu xem xét bai toan ci thién hiéu nang bao mat. Trong nghién
ctirtu [156], céc tac gia da khao sat sy danh ddi gitra bdo mat va do tin cdy mang
NOMA cong tac trong moi trudng vo tuyén nhan thic va sit dung cong nghé da
ang-ten va viing loai trir nghe 1én dé nang cao bao mat, tuy nhién nghién ctru nay
b6 qua diéu kién rang budc vé muc can nhiéu va cong suat phat muc dinh cta
mang thit cap, 1am cho bai toan cai thién hiéu nang chi phu hop véi ving ty 1é

tin hiéu trén nhiéu nhé va do d6 c6 phan kho kha thi khi 4p dung thuc té.
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Xuat phét tir nhiing ton tai trén, trong chuong nay, ludn 4n dé xuat hai mo
hinh dé danh gia hiéu nang bao mat mang SISO NOMA va mang SISO NOMA
nhén thic dang nén dudi rang budc mic can nhiéu cia mang so cap trén kénh
truyén Rayleigh fading.

M0 hinh thir nhat: Mo hinh mang SISO NOMA gdm c6 mot thiét bi truyeén tin
va hai thiét bi thu nhan thong tin. Mot thiét bi nghe 1én thong tin hoat dong &
ché do6 thu dong dé thu thap thong tin. Luan an thyc hién tinh toan biéu thitc xac
suat dirng bao mat dé danh gia hiéu nang bao mat cta tirng ngusi dung trong
hé thdng va ctia toan bo hé thong trong hai kich ban, kich ban thit nhat thiét bi
Eve st dung ky thuat SIC va kich ban thit hai thiét bi Eve stt dung ky thuat PIC
dé boc tach tin hiéu nghe 1én. Hon nira, kha ndng ddm bao an toan thong tin cta
hé théng trong truong hop thiét bi nghe lén Eve dugc trang bi mot ang-ten va
truong hop dugc trang bi nhiéu dng-ten cing duge xem xét. Ngoai ra, thoi gian
truyén tin trung binh tir may phat dén ngudi duing cudi, xac suat rét goi tin ciing
dugc tinh toan. Ngoai ra, luan an dé xuat thuat toan tim hé s6 phan bd cong suat
dé dam bao tinh cong bang vé thoi gian truyén tir tin tir may phat dén nhimng
ngudi dung cudi. Cudi ciing, ludn an ciing thuc hién moé phong Monte Carlo dé
kiém chiing cac biéu thic todn hoc dugc dua ra.

Mb hinh thit hai: M& rong tir mé hinh thi nhat, d6 la md hinh mang SISO
NOMA trong mdi trudong vo tuyén nhan thitc dang nén dudi rang budc mic can
nhiéu cia mang so cap, gom c6 mang thit cAp va mang so cip. Mang thi cap
SISO NOMA st dung bang tan ctia mang so cap va dugc phép gay nhiéu lén
mang so cap nhung phai diéu khién cong suat dé ddm bao cong suat gay nhiéu
tai mdy thu sd cAp khong vugt ngudng muc can nhiéu quy dinh. Thiét bi nghe
lén Eve hoat dong & ché do thu dong dé thu thap thong tin truyén trén mang thu
cép. Cac thiét bi trong mo6 hinh nay déu duoc trang bi moét ang-ten. Trén co s&
rang budc vé gidi han ngudng can nhiéu ctia mang so cap, luan 4n da dua ra biéu
thitc xac dinh cong suat phat cia mang thit cdp dé dam bao khong anh hudng
dén hiéu suét cia mang so cap, dong thoi dua ra biéu thitc danh gia bio mat dya
trén phép do xac suat bi nghe lén va biéu thirc danh gia do tin cdy dua trén phép
do xac suat dirng hoat dong ctia mang thit cap. Hon nita, luén an thyc hién mo

phong Monte Carlo dé kiém chitng cac biéu thic todn hoc duge dua ra.
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Phan con lai ciia chuong nay dugc trinh bay nhu sau: Phan 4.2 m6 td m6 hinh
dé xudt 1, trong d6 dua ra cac biéu thic SOP ctia hé thong va ctia titng ngudi
dung véi cac kich ban veé Eve khac nhau va cac két qua mo phong dugc thé hién;
Phan 4.3 md ta dé xuat mé hinh 2, trong do dua ra cac biéu thirc OP va IP va cac
két qua mo phong duoc thé hién; Phan 4.4 két ludn noi dung cta chuong.

Cac noi dung dugc trinh bay trong chuong nay dua trén cac két qua nghién
ctitu trong cong trinh A2 da dugc cong bd trén tap chi IEEE Access va cong trinh
A4 da dugc bao cdo tai Hoi thao khoa hoc 12th International Symposium on Infor-
mation and Communication Technology (SOICT 2023).

4.2 MO HINH 4.1: Panh gia hiéu niing bao mat va tinh cong
bang thoi gian truyén tin mang SISO NOMA

4.2.1 M0 hinh hé théng

Mo hinh mang NOMA dugc mo6 ta nhu trong hinh 4.1, trong d6 mday phat S
dong thoi truyén tin dén hai nguoi dung cubi la Uy va Uy, cung thoi diém d6
thiét bi nghe 1én Eve thuc hién viéc nghe 1én thong tin. S c6 kha nang phan bg
cong suat truyén tin dua trén chat lugng kénh truyén ctia ngudi dung. Tic 1a S
sé phan b6 mtic cong suét cao hon cho ngudi ding U, do ndm & vi tri xa BS hon,
va phan bd muc cong suat nhd hon cho ngudi dung Uy vi gan S hon.

Ky hiéu g1, o va g lan luot 1a hé s6 kénh truyén tu S—Uq, S—U,, va S—E.
Gia thiét rang tat ngudi dung hoat dong trong mdi trudng van phong va khong
ton tai duong truyén thang gitta thiét bi nguon va dich. Vi vay, tat ca cac kénh
truyén tuan theo phan bd Rayleigh fading, va c6 do loi kénh truyén |g;|? (i €
{1,2,e}) 1a bién ngdu nhién phan bd theo ham mii c¢6 do 1gi kénh truyén trung
binh 1a ;. Ham PDF va ham CDF cta X; = |g;|?> dugc tinh theo cong thic sau

fx;(x) = Qi exP(—%), (4.1)
Fy.(x) =1— exp(—%). 4.2)

Ching ta biét rang ntit nghe lén Eve c6 kha nang str dung ky thuat SIC hoac PIC
dé gidi ma tin hiéu két hop dugc truyén tir S dén ngudi dung Uy, U,. SIC 1a ky
thudt giai ma tin hiéu dugc dé xuat tr ndm 1990 [49], cho phép thiét bi nhan
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phat hién va loai bo tin hiéu khac cho t6i khi né nhan dugc tin hiéu caa chinh
né. Trong hé théng nay méi ngudi dung sé gidi ma tin hiéu cta chinh né bang
cach coi tin hiéu ctia ngudi ding con lai vdi mic cong suat truyén thap hon 1a tin
hiéu nhiéu [57]. Dé cai thién hiéu suat cta ky thuat SIC, ky thuat adaptive SIC
va gan day la ky thuat SIC nang cao da ra doi [60,61]. D6i lap véi ky thuat SIC,
ky thuat PIC cho phép Eve loai bo tin hiéu nhiéu theo co ché song song [62]. N6i
cach khac, ntit nghe 1én Eve vdi ky thuat PIC c6 kha nang béc tach tin hiéu dong
thoi cia nhiéu nguoi dung va thong minh hon ky thuat SIC [57].

——> Kénh truyén tin
----» Kénh nghe lén

Hinh 4.1: M6 hinh mang NOMA cé mét mdy phdt S, hai nguoi ding cubi Uy, Uy, va mot thiét bi
nghe lén E.

Pau tién S truyén tin hiéu x, day la tin hiéu két hgp gitra tin hiéu x; va x; toi
U1 va UZ

x = \/a1Px1 + /arPxy, 4.3)

trong d6 P 1a cong suat truyén ctia S, «; (j € {1,2}) hé s6 kénh truyén tuong ting
vdi nguoi dung U; va thoa man diéu kién a; + ap = 1. Do & xa hon S nén U, duoc
phan b6 muc cong suat 1on hon ¢6 nghiala ay = 1 — a7 > 0.5, trong khi do6 U,
gan S hon nén dugc phan bd muc cong suat thap hon so véi Uy, tic 1a a; < 0.5.

Tin hiéu nhan duoc tai Uy, Uy, va Eve la

Yi = a1Px1g; + /a2 Pxog; +n;, (4.4)

trong d6 n; 1a cong suit nhiéu AWGN c6 gia tri trung binh bang khong va

phuong sai Ny. Vi S phan bd cong suét cao hon cho tin hiéu ctia Up nén theo
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nguyén ly cua mang NOMA, tin hiéu nhan dugc tai U, dugc gidi ma va coi tin
hiéu ctia U; nhu 1a tin hiéu nhiéu, trong khi d6 nguoi dung U; truc tiép giai ma
tin hiéu ctia chinh n6 [68]. Két qua la ty s6 SNR va SINR tai U; va U, duge mo ta

boi cong thic sau

0(1P 1 2
Tu, = —z\‘ii ) (4.5)
ayP|g|*
— . 4.6
T2 = 4 Plgal? + No (4.6)

Hon nita, Eve ndm trong viing phti séng ctia S nén né ciing c6 thé nghe 1én
tin hiéu tir S, va sau d6 né c6 thé st dung ky thuét xt ly tin hiéu nhu SIC hoac
PIC dé giai ma tin hiéu nghe 1én. Truong hop st dung ky thuat SIC, Eve c6 thé
giai ma tin hiéu U; tryc tiép, trong khi gidi ma tin hiéu ctia Uy, Eve sé coi tin hiéu
ngudi dung Uy 1a tin hiéu nhiéu. Do d6 ty s6 SNR va SINR c6 dang tuong tu nhu
trong cong thuc (4.5) va (4.6), c6 nghia la

sic _ #1P|gel®
— , 4.7
YEA No (4.7)
SIC a2 P|ge|?
— , 4.8
'YE,Z 061P\ge\2+No ( )
trong do 'ygllc 1a ty s6 SNR tai Eve khi thuc hién viéc gidi ma tinh hiéu cta Uy, va

735 1a ty s6 SINR tai Eve khi né giai ma tin hiéu cta Up.

Truong hop Eve st dung ky thuéat PIC, Eve sé hoat dong thong minh hon U,
va Uy, tic 1a né c6 thé gidi ma tin hiéu ctia nhiéu nguoi dung tai cing mot thoi
diém va nhiéu gay ra bdi cac tin hiéu khac dugc loai bd mot cach hiéu qua. Do
dé, biéu thirc ty s6 SNR tirc thoi ctia Eve khi né giai ma tin hiéu cta U; giong
nhu biéu thitc SNR ctia Eve & ché d6 SIC, c6 nghia 1a

TEL = —“11;\‘,56‘2, (49)

trong d6 khi d6 ty s6 SNR tai Eve lién quan dén U, c6 dang sau
pic _ 2P|g|?
= —. 4.1
YE2 No (4.10)
Chting ta thy rang SNR & ché do PIC lu6n ludn 16n hon hodc bang SNR & ché do
SIC. Luan an s€ phan tich mitc d¢ anh hudng caa ky thuat SIC va PIC ma Eve st

dung 1én hiéu ning bado mat cta hé thong dang xem xét.
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4.2.2 Hiéu nang bao mat trong kich ban Eve c6 m{t ang-ten

Trong phan nay, luan an xay dung biéu thic tinh toan xac suat dirng bao mat
clia tiing ngudi dung va ctia hé thong trong truong hop Eve st dung ky thuat
loai bo nhiéu SIC va PIC.

4.2.2.1 Xac suat dirng bao mat trong kich ban Eve st dung ky thuat loai bo
nhiéu SIC

Trong kich ban Eve stt dung SIC dé loai bé nhiéu, gia dinh rang Eve, Uj, va
U, c6 kha nang loai bo nhiéu 1a nhu nhau.
* Xdc suat dirg bao mat ctia nguoi dung

Muc tiéu cta Eve la nghe lén thanh cong tin hiéu cua ca nguoi dung U;

va Up. Xuat phat tir cong thuc (1.52), ching ta nhan dugc biéu thic dung

lugng bao mat tuc thoi cua Uy (Cg th, SIC) va Uy (Cy 2’SIC) tuong ung nhu sau
CS¥1C = {Blogy (1 + u,) — Blog, (1 +725)}, (4.11)

Cs251C = {Blog, (1 + yu,) — Blog,(1+925)}, (4.12)

SIC

trong d6 x* = max{x, 0}, B 1a bang thong hé théng, ky hiéu YUy, Yy VE 1
va 925 dugc tinh theo cong thiic (4.5), (4.6), (4.7) va (4.8) tuong ung.

Xac suat dirng bao mat ctia Uy xay ra khi dung luong bao mat tic thoi nho

hon ngudng toc d6 bado mat cho trude va duge xac dinh nhu sau
Ot = Pr{C"™C < Ry} = Pr{yy, < 61+ (61 +1)92lC (4.13)

Tiép theo, ap dung cong thic [67, 3.5], chiing ta nhan dugc biéu thirc SOP

cua Uy nhu sau

Osli%’SIC / (614 (01 + 1)x )f,@]lc(x)dx, (4.14)
0

trong do 1 = 2Ri/B _1vaR;1a ngudng toc d6 bado mat cia Uj.

Dé don gian hoa tich phan (4.14), chung ta lan luot tién hanh tim ham CDF

va PDF cua vy, va 'ygllc
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Ap dung phan b6 mi [66], ham CDF cta vy, nhan dugc nhu sau
Fyy, () =Pr{yy, <t} =1—exp(-Ait), (4.15)

. _ Ny ~ N > SIC ,
trong do Ay = LPO; Hon ntta, ham CDF cua VE1 dugc tinh nhu sau

F sic(x) = Pr{7f <x} =1—exp(—Aex), (4.16)

trong do Ae, = % Vi vay, ham PDF cuta ’ylsgllc tinh duogc bang cach tinh

vi phan (4.16) theo x nhu sau

f,ys[c (x) = Ael exp (—/\81X). (417)

E1
Thuc hién phép thé cong thic (4.15) véi t = 61 + (6 + 1)x va (4.17) vao
(4.13), SOP cua Uj nhan duoc nhu sau

_ Ag exp (—A161)
A1((51 + 1) + )\el '

oULSIC 4 (4.18)

Tuong tu, xuat phat tir cong thic (4.12), SOP cta U, duge viét lai nhu sau

-y
OLSIC — pr ct2SIC < R} =1 —Pr {ry,ﬁ-{zc < 7(522 — 12} (4.19)

(00]
X — 52
=1— F,Yg[zc (—) f’Yu2 (x)dx,
0
trong do6 J, = 2R2/B _ 1vaR, nguong toc d0 bao mat ctia U,. Dé tinh cong
thitc (4.19), ching ta sé lan lugt tinh CDF va DFP ctia 7315 va 7y,

Nox
. SIC _ 2 . Not
Eysic(x) =Pr{vpy <x} =Pr { gf” < (ag — oc1x)P} '

Str dung ham phan phéi mi, ham CDF ctia ’yglzc dugc tinh nhu sau

—e —AeX if x <war/aq,
1 xp( X )

F sic (x) — Ny —n1X

)

(4.20)
0 ifx>ar/0q,

trong do A, = Plfge Ngoai ra, ham PDF ctia 7y, dugc bién déi nhu sau

Nox
Fruy (%) = Priqu, < x} =Pr { gal” < ﬁ}
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A )
U Jreew(CRER) ifx<w/a (4.21)

0 if x > ar/aq,

trong do Ay = PL& Thuc hién phép vi phan phuong trinh (4.21) theo x,

ching ta nhan dugc ham PDF cta 7, nhu sau

/\2062 - /\zx :
- e () i <a/n
Tuy -

0 if x > ar/aq,

(4.22)

Thé cong thirc (4.20) va (4.22) vao (4.19), SOP ctia U, dugc tinh nhu sau
0™ =1 - amy (I — b), (4.23)

trong do6 I; va I, dugc dinh nghia nhu sau

ap/aq 1 Py
X
L = —_— 27 \a , 4.24
' o/ (a2 — aqx)2 exp( 062—061x> * 24
va
ap/aq
1 Alxz — Bix+C
I = / ex dx, 4.25
2 (ap — qx)2 p (60 + g — aqx) (2 — aqx) (4.25)

0

Vé6i A1, By va C; dugc dinh nghia nhu sau

A = Aoty + Apitq, (4.26)
B = Aetty + Aetx107 + Apdo + Arag, (4.27)
C1 = )\606252. (428)

* Xdc suat ding bao mat ctia hé thong

Uy va Up nhan tin hiéu tir S truyeén t6i, hé thong sé khong bao mat khi hodc dung

lugng bao mat caa Us 1a Csu 1SIC hodc dung lugng bao mat caa U, 1a C

U,,SIC nho

hon nguong toc do bao mat ctia hé thong. Theo do, SOP ctia hé thong duge dugce

dinh nghia nhu sau

O3IC — pr{CiC < Ry or CH25IC < Ry}
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P
—1- [ PeflgiP > R0} Pr{I2P > B} Fdx,  (429)
trong do f|ge|2(x) 1a ham PDF ctia |g.|?, p = 52512 ffEZ B = "‘1P , B2 = "‘-’-P Fi(x)
va F,(x) dugc dinh nghia nhu sau
o
Fi(x) = 5—1 + (61 +1)x, (4.30)
1

62 + [02(B1 + B2) + Ba]x
(B2 —02B1) — 62B1(B1 + B2)x

Sau khi thuc hién mot sd phép bién d6i toan hoc, ching ta nhan duoc biéu thuc

O3J€ nhu sau

Fy(x) = (4.31)

p
OSSeIcC =1- S /exp (—Fl(x) - b(x) — %) dx

Qe . 04 (@) Q
f —Asz2+ (A2G+A3)X+B2
—1-K / exp (— R )dx, (4.32)

0
trong do K, Ay, A3, By, G, H dugc dinh nghia nhu sau

K= %ﬁg‘é’ll), (4.33)
Ay = (% +(1))1%e€+ Ql, (4.34)
Az = % (P +Q/322) +h2 (4.35)
B, = 3—22, (4.36)

G = B2 — 621, (4.37)
H = 6,81(B1 + Bo2). (4.38)

4.2.2.2 Xac suat dirng bao mat trong kich ban Eve st dung ky thuat loai bo
nhiéu PIC

* Xdc suat dirng bao mat ctia ngudi dung
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Trong kich ban Eve st dung ky thuat PIC dé loai bé nhiéu, SOP cta U la
(’)Slik’mc gidbng nhu SOP cta U; trong kich ban Eve st dung ky thuat SIC va
dugc mo ta trong cong thuc (4.18).

Tiép theo, dung lugng bdo mat kénh truyeén tir S t6i U, dugc tinh theo cong

thic sau
+
clbPic {Blog2(1 +7y,) — Blog, (1 + 7PIC)} . (4.39)
Do d6, SOP cua U, trong kich ban nay dugc tinh bdi cong thirc sau

O PIC = pr{cPIC < Ry} =1 — Pr{C{?"'C > Ry}

1 —/F pic (x_52> £ (). (4.40)

TE2 \0p+1

Tuong tu nhu tinh SOP cta nguoi dung U; & cong thic (4.18), trudce tién

chung ta di tim ham CDF va ham PDF caa ')/g 12C va 7y, nhu sau

Nox
PIC _ 2 0t
Fyg{C( x) = Pr{ve, <x}—Pf{\8e\ < 0621’}

=1—exp(—Ag,x), (4.41)

trong do A, = % va PDF cua f,(x) dugc dién ta trong cong thic (4.22).
Thay thé cong thirc (4.22) va (4.41) vao cong thic (4.40), biéu thire SOP ctia

nguoi dung Up nhu sau
OLPIC — 1 — My (11— 13), (4.42)

trong do I; dugc dinh nghia trong cong thirc (4.24) va I3 dugc mo ta nhu

sau
ey Agx® — Bax + C
X~ — D3X 2
I = / exp — dx, 443
) a2 P o Die ) 45
Vi Ay, B3, va C; dugc dinh nghia nhu sau
A4 = 0(1/\62, (444)
B3z = apAe, +a102A,, + Ax(dr + 1), (4.45)
C2 = D(2(52)t62. (446)
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* Xdc suat ding bao mat ctia hé thong

Tir cong thirc (4.11) va (4.39), SOP ctia hé thong trong truong hgp Eve st dung ky
thuat PIC dugc dinh nghia nhu sau

OPIC _ pr{CUPIC < Ry or CU2PIC < Ry}

T+
1—P]."{B10g2 (W >R1,

1+qu
B10g2 (W) > Rz}

x Pr{|gaf* > F3(x)} fiq, 2 (x)dx
1 7 F(x) F(x) «x
- [exp (- _ = Vax, (4.47)

o) 0, O

trong do e va F3(x) dugc xac dinh bdi cong thuc sau

by + (52 + 1)ﬁ2x

F(x) = , 4.48
3(x) B2 — B102 — B1B2(62 + 1)x (4.48)
B2 — 162
- _ 4.49
P1B2(02 +1) 49
Sau mot vai phép bién déi toan hoc, OLIC c6 dang nhu sau
OFIC —1_K / exp ()dx, (4.50)
trong do y, As, Ae, ] dugc dinh nghia nhu sau
—ASHXZ + (Ag+ A2G)x + By
= 451
l/) ]x . G 4 ( 5 )
_ (2 +1)A
As = a0 (4.52)
1
A, = P21 DB (4.53)
@7
] = B1B2(2 + 1). (4.54)
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4.2.3 Hiéu niang bao mat trong kich ban Eve ¢6 nhiéu ang-ten

Trong phén nay, luan an danh gia hiéu nang bao mat ctia hé théng trong
truong hop Eve dugc trang bi nhiéu &dng-ten va gid dinh kénh truyén trén cac

dng-ten déu la cac kénh fading c6 phan bd doc lap va giéng nhau.

4.2.3.1 Xac suat dirng bao mat hé thong trong kich ban Eve st dung ky thuat
loai bé nhiéu SIC

Tir cong thic (4.11) va (4.12), dung luogng bao mat cho tin hiéu s; va s, tai
ang-ten thit j cia Eve dugc dién ta nhu sau

. +
M = IBlog, (1+9u,) — Blog, (1+15)) ]+ 459

. +
c;20IC = {Blog, (1+u,) — Blog, (1+155,) )}~ @56

trong d6j € {1,2,.., N}. Do d6, xac sut dirng bdo mat xay ra khi dung lugng bao
mat nho nhat ctia U; hodc ctia U, nho hon ngudng toc d6 bao mat tuong ung.

Xuat phét tir dinh nghia nay, SOP dién ta nhu sau

Ogg\C]’SIC) = Pr { min {CE“”'SIC} <R

je{1,2,..,Np}
or min {CEZ(j)’SIC} < Rz} : (4.57)
je{1,2,..,Np}
1
=1—Pr{ Blog, - + g | > R (4.58)
max .
i€{1,2,..,Ny} TEL(G)
1
max .
i€{1.2,.,N,} TE()
P
=1 —/0 Pr{|g1|* > Fi(x) Pr{|g2|* > F2(x) fig, . p(x)dx (4.59)
S Nt A g LA 2R 2 . A(NSIC) .
au moét so phép bien doi toan hoc, biéu thirc O, c6 dang nhu sau
(N,SIC) / F(x)  B(x)
N,SIC) 1 2
Osec =1 —O/eXp l— o — 0 ]fge,i*z(x)dx, (4.60)
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trong d6 |g.+|> = max }{\ge(]-)\z}, f|ge,i*|2 1a ham PDF cua |g,+|%, Fi(x) va

je{1,2,..,Ny
F>(x) duogc dinh nghia trong cong thirc (4.30), (4.31) tuong tng. Dé tinh cong

thirc (4.60), ching ta can tim ham CDF va ham PDF cua | e i* 2. Trudce tién chung

ta tim ham CDF cta |g, ;+|* theo cong thuc sau

_ 2
g, 2(x) = Pr {je (max {Igeml } < x}

Pr {|8e<j)|2 < x}

[1 — exp ( Q’:(j))] . (4.61)

O day, ching ta gia thiét rang tat ca cac dng-ten c6 do lgi kénh truyén la giéng

=

T.
—_

—-

Il
—_

]

nhau, tucla Q1) = Q) = - - = Q) = Qe [42]. Vi vay cOng thuc (4.61) dugce

viét lai nhu sau

X N
F|g€’i*|z(x): {1 — exp (—56)1 : (4.62)

Thuc hién phép toan vi phan (4.62) theo x, ham PDF cua |g, j+ > nhu sau

N X X (N-1)
f|ge,i*‘z(x) = aeexp (_ﬁ) ll — exp (—6)]
N N-1 B k
= ﬁeexp (—é) kZ%) C,IC\] 1 l— exp (—Qi)] . (4.63)

Thay thé cong thirc (4.63) vao cong thirc (4.60), SOP ctia hé théng dugce viét lai

nhu sau
0
OWNSIO _ 1 NxK / exp (x)vdx, (4.64)
0

trong d6 x va v dugc tinh bdi cac cong thirc nhu sau

. _AZH.XZ + (AzG + A3) X+ Bz
X= [ e , (4.65)
N-1 kx
_ N-1|_ =
v = k_;) C, { exp ( Qe)] . (4.66)
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4.2.3.2 Xac suat dirng bao mat hé thong trong kich ban Eve st dung ky thuat
loai bé nhiéu PIC

Gidng nhu kich ban Eve stt dung ky thuat x1t ly tin hiéu SIC, dung lugng bao
mat cda tin hiéu s1 va s, tai ang-ten thi i cia Eve trong kich ban nay dugc dién

ta bdi cong thic sau

uj (j),PIC +
CMIPIC ~ {Blog, (14 9u,) - Blog, (1+755)) | (4.67)
Uy (j),PIC +
B — [ Blogy(1+1u,) — Blog, (1+775;) ) b - (4.68)
Do d6, SOP ctia hé thong dugce tinh nhu sau
ONPIC) _ Pr{ min {csul(f)'l’ IC} <R (4.69)
j€{1.2,...Np}
. Uy (j),PIC
Cs? <Ryp.
or je{l{?}.I}Np} { S } 2}
1
=1—"Pr< Blog I I > Ry (4.70)
1+ max 7HC
i€{12,..,Ny,} = (@)
1
N Blog, - 74 s | > Ro
max .
i€{12,..,N,} TE(i)
p
=1 ["Pr{lg1* > F(x)} Pr{lga* > F(x)} g, p(x)dx @71)
(N,PIC)

Sau mdt sb thao tac bién d6i toan hoc, ching ta nhan dugc biéu thitc Og,,

nhu sau

€
ONPIO 1 _NxK / exp (70)vdx, 4.72)
0

trong do F3(x) dugc tinh theo cong thuc (4.48) va

—AsHx? + (Ag + A2G)x + B,
7T = .
Jx—G

4.2.4 Phan tich xac suat rét géi tin

Trong cac phan tiép theo, luan an thuc hién tinh xac suat rét géi tin, thoi gian

truyén tin trung binh tdi tirng ngudi dung ma khong phu thudc vao Eve sit dung
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ky thuat x1r ly tin hiéu nao béi vi Eve hoat dong & ché d6 thu dong va khong anh
hudng t6i ddc do truyén géi tin. Luru ¥ rang S can truyén méi goi tin toi Uy va Uy
vdi lugng tin chuan héa theo bang thong B (nats/Hz) va trong khoang thai gian
quy dinh t,;. Ky hiéu Tj (j € {1,2}) la thoi gian dé truyén mét goi tin tir S t6i
U; (bao gom cé goi tin bi rét). Theo [71], thoi gian dé truyén mot goi tin t6i Uj co

biéu thitc nhu sau

B
T —— >
I log,(1+17j)

trong do v; dugc dinh nghia trong cong thuc (4.5) va (4.6).

(4.73)

Véi diéu kién kénh truyén cho trudc, xac suat rét goi tin Oy, 1a xac suat ma

thoi gian truyén goi tin T; vuot qua khoang thoi gian quy dinh foyt, c6 nghia la

OY) = Pr{T; > tous}. (4.74)
Do d6, xac suat rét goi tin tai Og}% dugc tinh nhu sau
O = Pr{Ty > tou} =1 — Fr, (tour). (4.75)

Dé giadi phuong trinh (4.75), ching ta tinh ham CDF va PDF ctia Ty. Dau tién,
chuing ta stt dung phan b6é ma dé tinh CDF ctia T; nhu sau

Fot = pe(ry <0 —op L o (B) ] 1. e

Ham PDF ctia T; dugc tinh bang cach vi phan phuong trinh (4.76) theo ¢ nhu

fr(t) = % exp {? — M {exp (?) — 1] } : (4.77)

Thuc hién phép thé cong thiic (4.76) vao (4.75), xac suat rét goi tin Uy dién ta

Sau

la

(’)é}% =1—exp {—)Ll lexp (;) - 1] } : (4.78)
out

Mat khac, ky hiéu Ts(;g la thoi gian truyén ctia mot goi tin thanh cong [69],

chung ta co

Ts(;g = {T1|T1 < tout}- (4.79)
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Ap dung cong thic Bayes, xac suat xay ra su kién Ts(;g dugc mo ta bdi cong
thuc sau

Pri{Ty, T; <t
Pr{Th|Th < tout} = L out}

. 4.80
Vi vay, ham CDF cua Ts(;g sé nhu sau:
1 Fout
—_— tdt ,if0<t<t
Fy(x) =14 10§ fr (1) o (4.81)
suc 0

’ if t Z tout-

Thuc hién phép toan vi phan hai vé ctia cong thic (4.81) theo x, ham PDF ctia
g6i tin dugc truyén thanh cong sé nhu sau

t
le ((1)) ’ if O S t < tout
fro () =9 17O
suc O

(4.82)
s if t > tout-

Thay thé cong thitc (4.77) vao cong thirc (4.82), ham PDF fro(t) duge viét lai
nhu sau

BA,

W exp [% — A (exp (é) - 1)}
frin(®) = Jif 0 <t < tour (4.83)
0

s if t > tout-
Tuong tu nhu C’)é}r)n, Xac suat rét goi tin (95?]31 ta S t6i nguoi dung U, dugc
dién ta la

O = Pr{Ty > tou}

=1 — Fra(tout)- (4.84)

Dé giai phuong trinh (4.84), chung ta lan lugt tim ham CDF va PDF cta T».
Ham CDF cua T, duoc tinh toan nhu sau

FTz(t) = Pr{Tz < i’}

=1-Fy, lexp (?) — 1] . (4.85)
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Tuong tu cach tinh ham CDF cuaa T3, chung ta c6

exp (M) ,ift>

1 1
Fry(t) = o6 () (4.86)
1 Jift < —B
log, ()
—A B
trong d6 M = 12 [eXp ( i )B )} Ham PDF ctia T, dugc tinh bang cach thuc hién
arexp (7
phép tinh vi phan phuong trinh (4.86) theo t nhu sau
B ) ~
2exp (M—O—T)/\zgocsz it > 1 f(; : )
t=(1— z 08e\ ay
frott) = “ee (F) L 4
0 Jift < —B-+

Thay thé cong thitc (4.86) vao (4.84), chiing ta nhan dugc biéu thic xéac suat

rét goi tin dén Up nhu sau

4 ~
Ya[ex (77) 1]
1 exp{ 1—uq exp (ttlit) }
o) =4 i ot > 121) (4.88)
e le
0 if four < —B—.
\ 1 Loyt 1 ge(%>

Mat khac, ky hiéu Ts(fg la thoi gian truyén goi tin thanh cong, Ts(32 duoc tinh

nhu sau
TSR = {To|Ts < tour}. (4.89)

Thuc hién phép bién d6i tuong tu tir cong thirc (4.81) va (4.82), ham CDF va
PDF cua Ts(ig duoc tinh nhu sau

fout

fsz t ,1f0§t<t0ut

FT(Z)(x) - 1= Ootm (4.90)
0 ’ if t Z tOMf/
sz—((tz)) ’ if O S t < tout
fr(t) = 1ot (4.91)
sHe 0 7 if t Z tout.
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Thay thé cong thitc (4.87) vao cong thitc (4.91), ham PDF ctia thoi gian truyén
g6i tin khong bi dirng dugce viét lai nhu sau

.

Ayay B I
1-00 2 [1-w exp (£)]]
Fro(t) = 9 FO < F< Loy 7 (4.92)
0 Jift > tout

\

; 5  Azlexp B) 4
trong do Iy = exp % — M :
1—apexp (?)
4.2.5 Thoi gian truyen géi tin trung binh
Thdi gian truyeén goi tin trung binh 1a thoi gian dé truyén mot goi tin tir nguon
S t6i nguoi dung (bao gdm ca cac goéi tin 16t tic truyén khong thanh cong).

* Thdi gian truyén tin trung binh tir S t6i Uy

Thdi gian truyeén goi tin trung binh khong bi ding 1a

Eout
E[TN)] = / {Fyon (£)dt (4.93)
0
Thay thé cong thirc (4.77) vao cong thirc (4.93), chiing ta c6 moment bac nhat
ctia thoi gian truyén goi tin tir S t6i U; khong bi r6t nhu sau

tout ~

MB 1
E[TG)] = /—1 -
1_pt

0 out

X exp {? - M lexp (?) — 1] } dt. (4.94)

Cudi ciing, ap dung luat tong ky vong, moment bac nhat ctia T; (bao gdm ca

goi tin bi rot) duoc tinh nhu sau

VE[TSR] + toutO}) (4.95)

otm’

Eln]=(1-0V

otm

trong do oV vaE [TS(%] tinh theo cong thuc (4.78) va (4.94) tuong ung.

otm

* Thdi gian truyén tin trung binh tir S t6i Uy
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Tuong tu nhu cach tinh E [Ts(jg], moment bac nhat ctia thdi gian truyén géi tin tir
S téi Uy khong bi r6t nhu sau:

tout

EITE) = [ thye (Dt

tout

_ Aran B /1 I
1— Oéfr)n € t [1 — wp exp (%)]2

dt, (4.96)

trong d6 € = B/ log, (all) va Is dugc dinh nghia nhu sau

B B Aalexp (?) -1
o [ e (1)

Cudi cting, chiing ta c6 md men bac nhat cua thoi gian truyén géi tin T, (bao

(4.97)

gdm ca goi tin bi rét) bang cach st dung luat tong ky vong nhu sau:

E[Ty) = (1 — OC)E[TE) + touOF)

otm’

(4.98)

trong do 0% vaE [Ts(fg] dugc mo ta bdi cong thic (4.88) va (4.96) tuong ung.

otm

4.2.6 Tinh cong bang ve thoi gian truyén tin

Trong phan nay, luan 4n phan tich van dé toi uu viéc phan b cong suat cho
méi nguoi dung dé dam bao thdi gian truyén goi tin trung binh E[Ty] tir S t6i Uy
bang vdi thoi gian trung binh E[T,] tir S t6i Up. Van dé nay duoc biéu dién bang

cong thirc sau day

a] =arg min |E[T1] — E[Ty]|, (4.99)

0<a;<0.5
trong do af hé s phan bd cong suat thda man diéu kién su chénh léch gitra thoi
gian truyén goi tin trung binh tir S t6i Uy va Uy 1a nhé nhat. DE giai quyét van dé
nay, luan an dé xut thuat todn Algorithm 1 dé tim hé s phan b6 cong suat oy

vGi do chinh xac cho trudc nhu sau

4.2.7 Mo phéng va phan tich két qua

Trong phan nay, luan an trinh bay cac két qua phan tich va mo phéng dé danh

gia hiéu nidng bao mat, hiéu suat ctia hé thong va tinh cong bang trong truyeén tin
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Algorithm 1 Thuat toan tim hé s6 phan bd cong suat a}

1:

2:

3:

8:

9:

ap «—giatrituyy (0 < a3 < 0.5)
while abs(E[T1| — E[T»]) > v do

oy — 1 —onq
Tinh E[T;] st dung cong thuc (4.95)
Tinh E[T3] st dung cong thic (4.98)
np — a1+ ¢

end while

a] a1 —¢

return o

trong d6 v 1a dd chinh xdc mong mudn va ¢ 1a budc tang.

clia tirng cap ngudi dung trong hé thong. Cac tham sd dung dé thir nghiém dudi

day da dugc dung phé bién trong rat nhiéu cdc nghién ciru & linh vuc nay. Céac

tham sb ctia hé théng dugc thiét lap nhu sau

e SNR cua S: YBS = P/NO

Bang thong hé thong: W = 5 MHz

Kich thudc goi tin: L = 4096 bits (512 bytes)

Thoi gian truyén tin: fo,r = 10735

Ngudng toc dd bado mat cia Uy, Up: Ry = Ry = 1000 Kbps

Hinh 4.2 minh hoa tdc dong ctia cong suat truyén SNR ctia S 1én SOP véi ca

truong hop Eve stt dung SIC va PIC. Ching ta thdy rang SOP trong kich ban Eve

stt dung SIC thap hon so vdi kich ban Eve st dung PIC trén toan bd mién cong

suat phat ca S. Nguyén nhan la do Eve st dung ky thuat PIC thi c6 thé gidi ma

tin hiéu dong thoi cia nhiéu ngudi dung trong tin hiéu két hgp tu S truyén téi.
Hon ntta, SOP tang khi SNR ctia S tang trong ca hai kich ban SIC va PIC. Bdi vi

thuc té dung lugng bao mat giam khi Eve nghe 1én dugc tin hiéu c6 cong suat 16n

hon tir S.

Hinh 4.3 mo ta anh hudng cta cong suat truyen tin SNR 1én SOP cho ca kich

ban SIC va PIC. Chung ta quan sat thay rang SOP cta U; trong ca hai kich ban
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Hinh 4.3: SOP ciia Uy va U, theo tdp gid tri SNR trong kich ban Eve sit dung ky thugdt logi bé
nhiéu SIC va PIC vdi Q) = 200, = 100, Q, = 0.2, va a1 = 0.3.

SIC va PIC la giéng nhau va la hang s6 khi SNR tang. Diéu nay xay ra bdi vi SNR

ton tai & ca tir s6 va mau sb trong cong thirc dung lugng bao mat cta U; (4.11)

P 2
(cong thirc dung luong bao mat dugc viet lai nhu sau Blog, (M) voi

1+a17Bs|gel?
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vps = P/Np). Vi vay, khi cong sudt truyén SNR tang, ca tir s6 va mau s6 dong
thoi tang. Diéu d6 c6 nghia rang dung lugng bao mat ctia U; khong thay déi, tic
1a Uy c6 xac suat dirng bao mat xap xi 1a hang s6. Hon nita, SOP ctia U, d6i véi ca
hai kich ban SIC va PIC déu tang khi cong suat truyén SNR tang. Nguyén nhan
cta hién tuong nay da dugc thao luan trong Hinh 4.2, dung lugng bao mat cta
kénh truyén sé giam di khi Eve nhan dugc tin hiéu c¢6 cong suat manh hon tir S.
Ngoai ra, SOP cta U, trong kich ban PIC cao hon so v6i SOP trong kich ban SIC.
Diéu nay la do Eve vdi kich ban st dung PIC c6 kha nang gidi ma tin hiéu dong

thoi cia nhiéu nguoi dung mot lic trong tin hiéu hdn hgp ma Eve nghe lén duoc.

10° 5 ' T T " . t ' -
4 — Ana.
2 1079 | o u,(sic,sim, 2,=02) 3
3 % U, (SIC,Sim, 2,=0.2) ;
o O NOMA System (SIC, Sim., 2, = 0.2)
ae_ ® U, (SIC,Sim, 2, =70)
® 1024 | * U,(SIC,Sim, 0 =70) J
8 B NOMA System (SIC, Sim. 2, = 70 ) 3
=3 ] -
O {o0—o0—oo0 o0 oo oo o0o0oo0o0oo000—0H
qa; i [ NS VN O W N W NUR S W N SU WU VU VU VU VU VU S V" .
G 10°4 0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—01
5] 3 3
UJ -
10” . . - , . T .
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Power Allocation Coefficient, a,

Hinh 4.4: SOP cila hé thong theo mién gid tri ciia hé so phian b6 cong sudt aq trong kich bin Eve
sir dung kyj thugt SIC voi () = 200, (2 = 100, 2, = 0.2, va SNR = 10 dB.

Hinh 4.4 m6 ta SOP ctia Uy, U, va hé thong nhu 1a ham s6 cta hé s6 aq trong
kich ban Eve st dung ky thuat SIC. Chiing ta c6 thé thay rang, thay déi gia tri
ctia hé s6 phan b6 cong suét it anh hudng dén SOP ctia Uy, Uy, va toan hé thong.
Hién tugng nay c6 thé giai thich nhu sau, trong trudng hop nay Uy, Us, va Eve
st dung ky thuat SIC va khi a; tang thi SINR ctia tin hiéu x; tai U; va Eve dong
thoi tang trong khi d6 SINR cta tin hiéu x; tai U, va Eve déng thoi giam. Chinh
vi vay, dung lugng bdo mat ctia tin hiéu x; va x, khong thay d6i khi a; tang. Két
ludn cting dugc kiém chiing lai lan nia trén Hinh 4.5.

Hinh 4.5 thé hién SOP cta Uy, Uy va cta hé thong so véi do 1gi kénh truyén
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Hinh 4.5: SOP ciia h¢ thong theo mién gid tri dg lgi kénh truyén trong kich bian Eve sir dung kij
thugt SIC vdi ()1 = 200, )y = 100, va SNR = 10 dB.

ctia Eve trong kich ban Eve st dung ky thuat SIC. Chung ta quan sat thay rang
khi taing do lgi kénh truyén Q, thi SOP cta ca Uy, U, va hé thong tang 1én. Dieu
nay do khi ), tdng c6 nghia 1a Eve gan S hon nén Eve c6 thé giai ma tin hiéu tot
hon, vi vay SOP cua Uy, U, va hé thong gidm. Mot quan sat khac ching ta thay
rang voi cac hé sb phan bs cong suat aq khac nhau thi cac do thi déu c6 hinh déng
gibng nhau. SOP ctia ca Uy, Up va hé thong khong chiu &nh hudng bdi viéc thay
d6i gia tri cia ;. Diéu nay duoc xac nhan trong két luan trong Hinh 4.4.

Hinh 4.6 m6 t& &nh hudng ctia hé s6 phan bé cong suat a1 1én SOP trong kich
ban Eve st dung ky thuat PIC. Luu y rang hé sb phan b3 cong suat nay phai nam
trong mién gid tri tir 0 dén 0.5. Chting ta thy rang SOP ctia U, va hé thong tang
lén nhanh khi tang hé s6 phan bé cong suét a1. Bdi vi khi hé s6 phan bd cong suat
a1 tang, SINR ctia U, gidm nhanh hon SNR tai Eve (can ctt vao cong thic (4.8) va
(4.10)) dan dén gidm dung lugng bdo mat cta U,. C6 nghia rang SOP cda U, va
hé thong tang.

Hinh 4.7 chi ra &nh hudng cda s6 lugng dng-ten ctia Eve 1én SOP hé thong.
Chuing ta thiy rang SOP hé théng trong ca hai kich ban SIC va PIC déu tang khi
s6 lugng ang-ten ctia Eve ting. Nguyén nhan la do s6 lugng dng-ten cang 16n thi

do loi phén tap tai Eve cang cao.
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Hinh 4.7: Tic dong ciia s6 lugng dng-ten ciia Eve 1én SOP ctia hé théng véi Qq = 200,Qp =
100, O3, = 2.

Hinh 4.8 chi ra mbi quan hé gitta thoi gian truyén goi tin trung binh véi cong
sut truyén tin. Chung ta thiy rang thoi gian truyén tin trung binh tr S t6i Uy

nhé hon thai gian truyén tin S t6i Up. Nguyén nhan 1a do do 1gi kénh truyén ctia
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Hinh 4.8: Thoi gian truyén tin trung binh theo tdp gid tri ciia SNR vdi Q1 = 200, Q) = 100, va
K1 = 0.3.
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Hinh 4.9: Thoi gian truyén tin trung binh ciia Uy va Uy theo tdp gid tri ciia hé s6 phan b6 cong
sudt aq vdi Q1 = 200,y = 100, va SNR = 10 dB.

Hinh 4.9 mo ta tdc dong ctia hé s6 phan bé cong suat a1 1én thai gian truyén

tin trung binh tir S t&i Uy va Up. Chiing ta quan sat thay aq c6 thé diéu chinh dé
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thoi gian truyén trung binh t S t6i Uy va U, 1a bang nhau, ky hiéu 1a a}. Khdi tao
gid tri cta aq la 1073, d6 chinh xac mong mudn ¢ = 10>, buéic tdng ¢ = 1073, aq

c6 gia tri xap xi bang 0.035.

by T T T T T 1
Ana.
o U, (Sim.) 1
® U, (Sim.)
0.3 5 —
2z
s
8
o
o
EO,Z— -
=
@
%‘“%0,1- i
o
0.0 - ——0—0—4
—7r1r + 1 * 1 * 1 1 v 1 * 1 T 1 r T 7T

10 5 0 5 10 15 20 25 30 35 40
Transmit SNR of BS, Yas (dB)

Hinh 4.10: Xdc suat rét goi tin theo tdp gid tri ciia SNR vdi Oy = 200,y = 100, va ay = 0.3..

Hinh 4.10 m6 ta 4nh hudng ctia SNR dén xac suat rét goi tin truyen tir S dén
U; va Up. Chiing ta thay rang xac sut rét géi tin cho ca hai nguoi dung déu giam
khi SNR ctia S ting. Diéu nay duoc giai thich nhu sau: SNR tang dan dén toc do
truyen goi tin sé ting va két qua thdi gian truyén géi tin sé giam di. Mat khac, xac
sut truyén goi tin gidm nhanh khi SNR cé mién gia tri cao khoang 14 dB trd lén.

Nguyén nhan la do thdi gian truyén sé giam khi ting cong suat truyén SNR.

4.3 MO HINH 4.2: Panh gia hiéu ning bao méat va dd tin ciy
mang NOMA nhén thitc dang nén duéi rang budc mitc can
nhiéu ctia mang so cap

4.3.1 Mo hinh hé thong

Trong phan nay, ludn an xem xét md hinh mang NOMA nhén thitc dang nén
nhu mo ta trong hinh 4.11. Trong d6 mang NOMA nhéan thitc gdm c6 mang sa cap
va mang thit cp. Mang sd cap gom c6 N cap ngudn-dich PT,— PR, (1 < n < N).
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Trong khi d6, mang thit cap gdm mot thiét bi phat ST stt dung ky thuat NOMA
dé truyén tin dén hai thiét bi nhan SRy va SR, tuong ting. Ngoai ra, mang thu
cap c6 kha ndng cdm nhan va stt dung lai bang tan cia mang sd cap vdi diéu kién
tdc dong nhiéu ctia mang thit cap 1én mang so cap nam dudi ngudng cho trudc.
Mang thit cAp con goi 1a mang NOMA nhan thitc. Khi mang thit cip truyén thong
tin, mot thiét bi nghe lén E hoat dong & ché do thu dong dé thu thap thong tin
phat di tu ST. Giai thiét réng cac thiét bi ST, SR, SR», va E dugc trang bi mot
ang-ten. Ky hiéu hy, hy, fo va g, 1a d0 1gi kénh truyeén tir thiét bi ST t6i SRy, SRy, E,
va PR, tuong ung. Déng thoi ky hiéu B, Bu,, &n,, &n va ky, 1a d6 loi kénh truyén
tir PT,, t6i SRy, SRy, E, va PR,,. Gia thiét tit ca cac kénh truyén tuan theo phan
b6 Rayleigh fading, va do loi kénh truyén X (X € {hy, h, fo, gu, Brys Brys & kn })
la cac gia tri ngdu nhién (RV) tuan theo phan bé mi vdi gia tri trung binh Qy.

Mang thu cép st dung lai bang tan cda mang so cép dé thuc hién viéc truyén tin,

——> Kénh truyén tin
— — > Kénh giy nhiéu

----- > Kénh nghe 1én
Hinh 4.11: M6 hinh mang NOMA nhdn thitc dudi rang budc mitc can nhiéu ciia mang so cap

thiét bi nhan SR; (i € {1,2}) sé bi tdc dong nhiéu tir PT,. Vi vay dung lugng kénh

truyén ctia mang thit cAp duéi tac dong nhiéu tir PT, dugc biéu dién nhu sau

C = Blog,(1+ sg,), (4.100)
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C® = Blog,(1+ vsg,), (4.101)

trong do ysg, va Ysg, 1a ty sO cong suat tin hiéu trén nhiéu tai SRy, SR, va c6 gid

tri nhu sau
P
VSR, = G (4.102)
Pp anl + NO
PP
’)/SR2 = > 2 (4103)

P By + PV + Ny

trong do Ps(l) va Ps(z) 1a cong suat truyén cua tin hiéu cho SRy va SR; tuong Ung.

Np la cong suét nhiéu va Pr(,n) 1a cong suat cia mang so cap. Gid thiét rang SRy &
gan ST hon so véi SRy. Diéu d6 c6 nghia rang SR, dugc cap mirc cong suét 16n
hon cong suat cép cho SR; [68].

Can luu y rang E nghe 1én thong tin cia ngudi dung SR; trong SN, nhung bi
tadc dong bai nhiéu tir PT,,. Do d6, dung luong kénh truyén ctia E duoc biéu dién

nhu sau:
1 1
Ch), = Blog,(1+75,), (4.104)
2 2
Ci2), = Blogy(1+71n), (4.105)
trong do 'ng)e va 'yézv)e 1a ty s6 cong suat tin hiéu trén nhiéu tai E va dugc biéu dién
nhu sau
(1)
1 _ _ Psfo
Eve — (n)s—, (4.106)
(2)
@ _ D5 fo
TEve = (n) : 1) . (4.107)
pp &y + Pg f0—|—N0

4.3.2 Phan tich hiéu suat hé thong

Trong phan nay, luan an thiét 1ap chinh sach diéu khién cong suat phat cta
ST dudi rang budc mic can nhiéu ctia mang so cap va cong suat phat muc dinh
clia mang thi cp, cling nhu danh gia do tin cdy va hiéu suat bado mat ctia mang
thit cAp. Cu thé, ching ta sit dung xéc suat dirng hé thong lam phép do dé danh
gia do tin cdy va xac suét bi nghe lén dé danh gid vé tinh an toan, bdo mat ctia hé

théng.
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4.3.2.1 Rang budc vé cong suat cia mang thi cap

Trong md hinh nay, ST truyén thong tin bi mat ma khong hé biét dén sy ton
tai ctia doi tuong nghe 1én E. Hon nita, ST thiéu thong tin vé trang thai kénh
truyén (CSI) tir PT,, dén PR,,. Két qua 1a, ST thiét lap cong suat phat dua hoan
toan vao rang budc miic can nhiéu ctia mang so cap, néi cach khac ST dugc phép
truyén tin nhung khong lam anh hudng dén QoS dugc dat ra bdi mang so cap,
rang budc cong suat phat ctia mang thir cdp dugc mo ta bang biéu thirc xac suét

dirng hoat dong ctia mang so cap nhu sau:
P
OP  =Pr { max {;]—g;} > ka} <¢, (4.108)

Trong do, ¢ va Qx lan lugt la gidi han xac suat dirng hé théng do mang so cap
quy dinh va cong suat nhiéu t6i da ma mang so cap c6 thé chiu duge. Diéu nay
c6 nghia 1a cho phép ST truyén tin véi gidi han mitc do gay nhiéu cho phép dbi
vdi PR;,. No6i cach khac, xac suat gay nhiéu do ST gay ra phai duy tri dudi mot
nguong xac dinh trudc ¢ dé tranh lam gian doan hoat dong ctia mang sd cap. Do
dé, rang budc dat ra vé cong suat phat cia ST phai théa man hai diéu kién sau

day:
Oput < & (4.109)
0 < P, < pmox, (4.110)

trong d6 P"** 1a cong suat phat cuc dai ctia ST.

Chung ta thuc hién tinh toan OP  nhu sau [20]:

out

or, =Pr{ max {Psg”} > ka} <¢

ne{1,..N} | No
:1—Pr{ max {gn}<ka}<§
ne{1,.,N} Ps ) —
1 (1 exp {2 N<g 4.111)
= P Q.P, <. )

Thuc hién thém cac budc tinh toan, ching ta nhan dugc biéu thitc cong suat phat

P; cia mang thu cép nhu sau:

-1
p, < Spke (1og61;> . (4.112)




Két hgp cong thirc (4.110) va (4.112), cong suat phat ciia mang thit cap dudi rang

budc giGi han can nhiéu ctia mang so cap phai thda man diéu kién sau:

0 < P, < min {P}, P"**} . (4.113)

4.3.2.2 Xac suat bi nghe 1én

Thong tin truyeén di trén mang thit cap sé bi E nghe 1én va c6 thé gidi ma thanh
cong cdc tin hiéu x1 hodc x; ttr ST. Do do6, xac suat bi nghe 1én dugc dinh nghia la
xéac suat ma dung lugng kénh truyén ST — SRy hodc kénh truyén ST — SR, 16n
hon cac nguong Gt(; )va Gt(,f ) tuong ing dugc xac dinh trude [138], xac suat thong

tin mang thit cap bi E nghe 1én dugc biéu dién nhu sau

O, = Pr {cg}e >0 orc?) > 9}5)}, (4.114)
trong do C gv)e va Cézv)e duoc dinh nghia trong cong thuc (4.104) va (4.105).

Thay cong thic (4.104) va (4.105) vao (4.114), ching ta c6 biéu thic xéac suat

bi nghe lén nhu sau

1)
Oint—lPr{Blogz (1+—PS Jo ) <ol

(2)
P
Blog, | 1+ 0 : ({? < Gt(,f)
Pp an + Ps™’ fo+ No
< (1)
:1—/Pr Blog, 1—|—(n)Ps—x <9t(;),

(2)
Bx (2)
i (1 " Pr(,")zxn + P+ No) = } I

trong do6 fr (x) 1a ham mat do cda bién ngiu nhién f. Dat gid tri

Ps(l)x — )\1 NO

I(x) = 0, (4.115)
APy
()., 1.
h(x) = =7 AzPswx Ao (4.116)
AP
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ching ta nhan dugc biéu thic ctia O;,;; nhu sau

Ot =1— /Pr {an < Ir(x),an < I(x)} fr,(x)dx
0

=1- /Pr {an < min{ly(x), I(x)}} ff, (x)dx.
0

Thay thé ham phan phéi ctia bién ngau nhiéu a, cé gia tri trung binh Q,,, ta c6

0]

_ min{l; (%), (%)}
O =1— / (1 —e Qe ) fr,(x)dx.
0
Tiép tuc, thuc hién phan phoi tich phan qua phép trir va ching ta thu dugce
> ~ min{l (1), (x)}
Ot =1 — /ffo(x)dx — /e Oan— fr (x)dx. (4.117)
0 0

trong cong thic trén, tich phan dau tién 1a ham mat do cta ff,(x) va c6 gid tri

bang 1. Do d6, O;,; dugc tinh nhu sau:

_ min{ly (x),Ip(x)}
Oint = /e Oan— fr (x)dx. (4.118)
0

Goi xg 1a diém ma I;(xg) = I(xg). Khi d6, O;,;; sé c6 dang nhu sau

X0 I 00
_h() _ b
Ot = [ & B fi)dx+ [ (s, 4119)
g N y
Py Py

Thay ham phéan phdi ctia bién ngau nhién fy vao P;, chung ta nhan dugc biéu

thuc sau:
/\1P;§”)Q¢,Cnexp{P(MZ)\I(O2 }
Pr=—r P
P Qfg"'/\lpp O,
PV, + AP0
x [1—exp{ —= fo(ﬂ) I e b (4.120)
MPYY 0, O

Tuong tu nhu cach tinh biéu thic P;, ching ta ¢6 thé tinh P, nhu sau:

A2y, exp {pw@% }

p *lan

P, =

PPy — POy + AP,
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(2) (1) (n)
PPas — 1PYa, + AP0
xexp{ s T Tt T TP "‘”xo}. (4.121)

AP, O,

Cubi cuing, thay thé cong thirc (4.120) va (4.121) vao (4.119), ching ta nhan dugc

bi€u thic dong ctia xac suat bi nghe 1én nhu sau:

WP On, exp {pw@% }
p an

Oint =1 —

Py + 1P O,

(1) (n)

Py Q) APy Q)

X | 1—expq — ° fo(:; bl “"xo
MPy Qanﬂfo

AZP’@Q“” exp { p(”Z)Vg }

p an

PPy — 2P0y + AP,

PP0; — AP0 +A,PMM0
X exp { — s fo 2 (sn) fo 25p Ky xS, 4.122)
/\2Pp Qaano
trong do A = 2(93)/3) —1, A = 2(955)/3) —1,vaxy = PUALA,

PP —pny
4.3.2.3 Xac suat dirng hé thong

Xac suat dirng hé thdng la xac suat ma dung lugng kénh truyén nhd hon
nguong duge quy dinh trude [135]. Nhu da dé cap trong phan gidi thiéu, y nghia
clia xac suat dirng hé thong dé danh gia do tin cay ctia mang thit cAp dudi rang
budc vé gidi han can nhiéu ctia mang so cap. Trong md hinh nay, mang thi cap
dirng hé théng khi dung lugng kénh truyén tir ST dén SR; va SR, nam dudi
ngudng dugce xac dinh cho trude tuong ting cia Ry va Rp. Cu thé, chiing ta tinh

todn xac suat dung hé théng ttr ST dén SRy va SR, dugc mé ta nhu sau [43]:
Oput = Pr {c<1> < RyorC® < Rz}, (4.123)

trong do C 1) va €@ duge dinh nghia trong cong thuc (4.100) va (4.101) tuong
ung.
Thay thé cong thirc (4.100) va (4.101) vao (4.123), ching ta nhan dugc biéu
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thic xdc suat dirng hé thong nhu sau:

P,
Oout =Pr{ Blog, [ 1+ o > <Ry
Pp ﬁnl + NO

(2)
or Blog, | 1+ o) 5 ZZ) <Ry
Pp 5712 + PS hz + NO

(1)
=Pr{ Blog, [ 1+ (n)PS ! <R
Pp ,Bn1+NO

(. S
-~

Aq

2)
x Pr§ Blogy [ 1+ — Fs Zz) <Ry Y. (4.124)
Pp 5;/12 + PS hz + NO

N

A1 dugc tinh toan nhu sau:

5Py
T Ps(l)x — Nodq
+ /Pr Bn, > ) fiy (x)dx, (4.125)
/ 5P}
trong d6 6, = 2(R1/B) 1,0 = Il\j%f)l, va fj,, (x) 1a ham mat d6 ctia bién ngdu nhién

S

I Do (P — Nod1) < 0khi x < p, vi vay A; duoc viét lai nhu sau

b o0 0
A = / Fir (x)dx + / Pr{ By, > L (x)dx.
0 o (Slpp

Thay thé ham mat do ctia phan phdi mi vao cong thic (4.125) va thuc hién mot

s6 tinh toadn, biéu thirc A1 ¢6 dang nhu sau:

5113(;9)0 exp HNO
p B1 P;(, )Q,Bn1

Ay =1—exp {——} +
Qh1 Ps(l)th + 51P;gn)0’3nl

123



(1) (n)

PV, +&PM0

X exp 4 —— htn) p 2 L (4.126)
5Py, O,

Tinh toan tuong tu nhu A;, chiing ta nhan dugc biéu thic A, nhu sau:

x @), s pM,
A :/PI‘ {‘62 S P, x — 5Py 'x — 6Ny } fh2 (x)dx

0 Prgp)‘SZ

a < ) _ ¢ pMy.. _
:/fhz(x)dx+/exp {(Ps 52515) )x 52N0}

a J 02 Py Qﬁnz

X fn,(x)dx, (4.127)

trong d6 o = %,52 — 2(Re/B) _ 1 Do {fﬁnz (y)dy =1, vivay Ap c6 gia tri

nhu sau:

(n) N
Ay =1 —exp {— } +
Q) (PP — 5,PM) 0y, + 8PV,

(P — 5,P) 0y, + 8200, Py
X exp i — ) .
520[.;”2 thPp

(4.128)

Cubi ciing, thay thé cong thirc (4.126) va (4.128) vao (4.129), ching ta nhan dugc

biéu thuc xac suat dirng hé thong ctia mang thi cap nhu sau:

Oout =1 —exp {—&} +1—exp {—&}
1 2

(p) N,
P, Q) 0
01 p B, €Xp {P}gn)ﬂﬂnl }

rVo, + 51P;”>Qﬁnl

Ps(l)th + 51P,§”)Qﬁnl
X exp { — o
(51Pp QIB”1 th

+

() N
02Py " Qp,, exp {52??”)}

p

(P — 5,P)0, + 6Py,

(P — 5,PV) 0y, + 5,00, Py
X exp q — o) :
5,05, O, Py

_|_

(4.129)
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4.3.3 MO0 phong va danh gia két qua

Trong phan nay, luan an trinh bay két qua mé phong va phan tich cta hé
théng. Mo phéng dugce thyc hién bang phuong phap Monte Carlo, v6i muc tiéu
dbi sanh vdi két qua ctia phuong phap phan tich ly thuyét dugc trinh bay trong
phan 4.3.2. Céac thong s6 hé thong sau day dugc ap dung cho ca phuong phap
mo phong va phan tich:

 Bang thong hé thong: W = 10° Hz

» Ngudng gidi han toc dd bao mat ctia mang thi cap: Gt(; ) = Gt(i ) =10 bps

* Ngudng gidi han toc do truyén tin ciia mang thi cap: Ry = Ry = 10% bps
e Hé sé phan b cong suét cho SR; va SRy: P\V) = 0.3P,, P®) = 0.7P,

e Cong suat phat cia mang so cap, P,(,n) =25dB

e Cong suat nhiéu: Ny = 1073 dB

* Cong suat nhiéu mirc dinh ctia mang so cap: Q, = {10, 15, 20} dB

* Gi6i han xéc suat dirng hé thong ctia mang so cap: ¢ = 0.01

. Oy, = 2,0y, = 1,0y = {0.1,03,05}, 04, = 20,0, = {1,2,3},0p =
2, Qg — 0.1

Hinh 4.12 biéu thi cong suat phat ctia mang thit cp P; nhu 1a mot ham s6 ¢6
doi s6 1a cOng suét phat cia mang so cap P,. Chung ta c6 thé thy rang cong suét
phét ctia mang thit cAp duy tri 6n dinh, khong thay déi trong toan bd khoang
cong suat phat ctia mang sd cap. Két qua nay khdp vdi cong thic (4.113) trong d6
cong suat phat ctia mang thit cAp khong phu thudc vao cong suat phat cia mang
sd cap.

Hinh 4.13 cho thay su dnh hudng cta s6 lugng cdp ngudi dung cia mang so
cap dbi voi cong suat phat ciia mang thir cap. C6 thé thiy rang khi s6 luong cip
ngudi ding mang so cap ting lén, cong suit phat ctia mang thit cap gidm di.
Diéu nay xay ra vi khi s6 lugng cip ngudi dung mang so cap tang lén, viéc diéu
chinh cong suat phat ctia mang thi cap dé dap tng rang budc vé gidi han can

nhiéu cia mang so cip trd 1én dé dang hon.
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Hinh 4.12: Céng sudt phat ciia mang thit cap Ps so véi cong sudt phit cila mang so cép Py
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Hinh 4.13: Méi quan h¢ giita cong sudt phdt ciia mang thit cdp va s6 cip nguoi ding ciia mang so

Hinh 4.14 m6 td mdi quan hé gitta xac suat dimg hé thong so voi cong suat

phét P; dudi cac mitc do nhiéu khac nhau gay ra tir mang so cap tac dong lén SR;.

Ching ta thay rang két qua cia phuong phap phan tich toan hoc va két qua mo
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Hinh 4.14: Méi quan hé giita xdc sudt ding hoat déng vdi cong sudt phat cila ciia mang thit cdp

phéng bang phuong phap Monte-Carlo trung khdp nhau trong hinh nay. Péng
chu y, xdc suat dirng hé thong ctia mang thir cip sé gidm di khi cong suat phat
ctia ST tang 1én. Mot két qua quan trong can nhan manh la chung ta c6 thé ting
cong suat phat P; dé nang cao do tin cdy ctia mang thit cdp nhung chung ta phai
dam béo rang diéu nay khong lam gidn doan hoat dong ctia mang so cap. Hon
nita, cling c6 thé thdy rang xac suat dirng hé thong ctia mang thi cap giam di khi
muc do nhiéu tir mang so cap tang lén. Diéu nay c6 nghia la tin hiéu nhiéu gay
ra tr mang so cép 6 tac dong tiéu cuc dén hiéu suat cta mang thu cép.

Hinh 4.15 m6 t& mdi quan hé gitta xac suat nghe 1én va cong suat phat cta
mang thit cdp Ps v6i cac gid tri trung binh cta do loi kénh truyén (Q ) khac
nhau. Chting ta thdy rang cac két qua phan tich toan hoc tuong tng voi két qua
mo phdng. S6 liéu thé hién trén do thi cho thay rang hiéu sudt bdo mat cia mang
thit cap bi gidm di, tic xac suat nghe lén cta E tang 1én khi cong suat phat cta
no tang lén. Diéu nay c6 thé dugc giai thich nhu sau: Khi cong suat phat Ps ting
1én, céc tin hiéu bi nghe 1én bdi E trd 1én tot hon vi vay E c6 thé gidi ma tin hiéu
dé dang hon. Hon ntta, cting c6 thé théy rfing xac suat nghe 1én cua E tang lén
khi d6 1gi kénh truyeén tir ST dén E tang. Cudi cuing, tir Hinh 4.14 va 4.15 cho thay

t6i vu hoa cong suat phat ciia mang thir cap 1a rat quan trong vi do tin cay va
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Hinh 4.15: Xdc sudt mang thit cap bi nghe lén so vdi cong sudt phdt ciia mang thit cdp

hiéu nang bao bao mat ctia mang thit cAp c6 quan hé ddi nghich nhau. Mat khac,
chung ta théy rf?mg khi gia tri trung binh do lgi kénh truyén cta thiét biét nghe

1én E tang lén, tinh bdo mat cia mang thit cip dan bi gidm di.
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Hinh 4.16: Moi quan h¢ giiia xic suat ding hoat dong, xdc sudt bi nghe lén ciia mang thit cdp so

v0i cong sudt phdt ctia mang thit cap Py
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Hinh 4.16 chi ra mdi tuong quan gitta xac suat dirng hé thong ctia mang thit
cap va xac suat nghe lén ctia E so v6i cong suat phéat ctia mang thit cap. Chung ta
c6 thé quan sat thay khi xdc suat dirg hé thong tang lén thi xac suat bi nghe 1én
giam xudng, va nguoc lai. Do d6, viéc téi wru héa mot bd tham s dam bao dong
thoi kha nang bao mat thong tin va do tin cay khi truyen tin ctia hé thong trd 1én
rat quan trong dé dat dugc sur can bang tdi wu hoa gira kha nang bdo mat thong
tin cia hé thong va do tin cay. D6i védi ca xac suat dirng hé thong va xac suat bi
nghe 1én khi do loi kénh truyén tang 1én, khodng cach gitra cdc dudng cong xac

suat dung hé théng va Xxac suat bi nghe lén sé thu hep lai.

4.4 Kétluan

Trong chuong nay, véi mé hinh thit nhat, ludn 4n nghién ctru, danh gia hiéu
nang bdo mat, hiéu suat truyén tin va tinh cong bang thoi gian truyén tin trong
mang SISO NOMA trén kénh truyén Rayleigh fading v6i su hién dién ctia mot
thiét bi nghe 1én Eve. Trong d6 xem xét hai kich ban Eve c6 thé sit dung ky thuét
loai bé nhiéu SIC hodc PIC dé xtt ly tin hiéu thu thap dugc. Luan an da xay dung
biéu thuc tinh xac suat dirng bao mat cta tiing ngudi dung va cta toan hé thong
cho ca kich ban Eve stt dung ky thuéat SIC va kich ban Eve st dung ky thuat PIC.
Hon nita, luan an da xay dung biéu thic tinh xdc suat rét goi tin va thoi gian
truyen tin trung binh, dé xuat thuat toan dé tim hé s6 phan bd cong suat dé dam
bao tinh cong bang thoi gian truyén tin gitta nhitng ngudi duing trong cting mot
nhom. Tiép theo, luan an phan tich, danh gia tac dong ctia cac tham sb hé théng
1én hiéu suat bao mat ctia hé thong. Céc sd liéu phan tich va mo6 phong da chi ra
rang xac suat dirng bao mat cta tirng ngudi duing ciing nhu ctia toan bo hé théng
khi Eve str dung ky thuat SIC tot hon khi Eve st dung ky thuat PIC. Mat khéc,
xéac suat dirng bao mat cia tirng ngudi dung cling nhu cda toan b hé thong khi
Eve dugc trang bi mot ang-ten t6t hon khi Eve dugc trang bi nhiéu ang-ten. Ngoai
ra, trong mang NOMA chiing ta c6 thé diéu chinh cong suét truyén tin dé dam
bao tinh cong bang trong thdi gian truyén tin gitta nhirng ngudi dung trong mot
nhom.

Trong md hinh thit hai, luan an phan tich sy danh ddi gitta hiéu nang bao mat

va do tin cdy cia mang NOMA nhéan thic duédi rang budc muc can nhiéu va cong
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suat phat muc dinh ciia mang so cap. Dudi rang budc mic can nhiéu do mang
sd cap ap dat, luan an da trinh bay qud trinh xay dung biéu thirc xac dinh cong
suat phat cia mang thit cap, xac suat dirng hoat dong ctia mang thit cap, xac suat
nghe 1én thong tin ctia thiét bi nghe l1én. Cac két qua phan tich va mo phong da
chi ra rang tinh an toan, bido mat thong tin va do tin ciy ctia hé thong c6 mébi quan
hé ty 1é nghich. Khi tinh an toan, bdo mat thong tin ctia hé thong duge nang cao
thi do tin cay khi truyén tin gidm di va ngugc lai. Tiép theo, tac gia da phan tich,

danh gia tdc dong ctia cac tham s hé thong 1én hiéu suét ctia hé thong.
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KET LUAN VA DINH HUONG NGHIEN CUU TIEP THEO

Mang NOMA la cong nghé tiém nang cho mang 5G dé nang cao hiéu qua su
dung phé tan s6, hd trg nhiéu két ndi, ting dung luong kénh truyén. Dam bao
an toan thong tin cia mang NOMA 1a van dé cap thiét, uu tién hang dau trong
qua trinh thiét ké hé théng mang khong day. Luan an da nghién ctru, danh gia
va de xuat gidi phap nang cao bao mat tang vat ly trong mang NOMA. Céc két
qua ctia luan an da dat dugc muc dich dé ra dé la: i) Dé xuat cac moé hinh mang
NOMA str dung cac ky thuat truyén thong tién tién nhu truyén thong cong tac,
VO tuyén nhan thic, gy nhiéu cdng tic; ii) Phan tich, danh gid kha nang dam
bao an toan thong tin tang vat ly, dé xuit cac chién lugec nham nang cao kha
nang bao mat va phan tich hiéu qua bdo mat cta chién luge duge dé xuét trén
kénh truyén Rayleigh fading va a — u fading va iii) Xay dung biéu thirc toan hoc,
chuong trinh mo phong dé danh gia tdc dong ctia cac tham s6 hé thong 1én hiéu
nang bao mat ctia hé thong. Cac két qua nghién ciru da dugce trinh bay chi tiét
trong cac chuong, cu thé nhu sau: Chuong 1 trinh bay tong quan vé nhiing van
dé nghién ctru; Chuong 2 phan tich, danh gia hiéu nang bao mat mang NOMA
c6 chién luge d6i pho chi dong véi hinh thitc tan cong hop tac; Chuong 3 dé xuat
va danh gia hiéu nang bdo mat mang NOMA c6 chién lugc chi dong nghe 1én
dua trén phép do xdc suat nghe lén hgp phép thanh cong; Chuong 4 phan tich
hiéu ndng bdo mat md hinh mang SISO NOMA, khao sat mbi quan hé gitta bao
mat va do tin cdy cia mang NOMA nhan thirc dang nén dudi rang budc mtuc can
nhiéu cia mang so cAp va cong suat phat muc dinh.

Céac két qua déng gép méi vé khoa hoc ctia Luan an bao gom:

1. Luan an da phan tich lam r6 cac khai niém mang NOMA, bao mat téng vat
ly, co s& Iy thuyét ctia ky thuat bdo mat tang vat ly, so sanh wu nhuge diém
ctia ky thuat bdo mang tang vat ly véi ky thuat ma hoéa truyén thong, cac
phép do dé danh gia hiéu nang bao mat tang vat ly trong mang NOMA. Ti
do khéng dinh bao mat tang vat ly 1a ¢6 co sd khoa hoc va c6 tinh thyc tién
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cao, trén co 54 d6 dé xuat ra cdc md hinh mang NOMA co ban dé lam ¢d s
nghién ciru, danh gia cdc mo hinh mang NOMA phtc tap hon trong thuc

té.

. Luadn an da dé xuat chién lugc bado mat thong tin cho mang NOMA cong
tac trén kénh truyén a-u fading bi thiét bi gay nhiéu va nghe 1én hgp tac
tan cong dya trén biéu thitc dang dong ctia phép do xac suat dirng bao mat
trong kich ban hé thong c6 chién luge d6i pho chti dong va khéng c6 chién
lugc dbi phé chti dong. Cac két qua mo phong da chi ra rang hiéu ning bao
mat cta hé thong dugc cai thién dang ké trong kich ban c6 chién lugc dbi

pho cha dong.

. Luan 4n da dé xuat va danh gia hiéu nang bao mat moé hinh mang NOMA
c6 chién luge chti dong nghe lén. Tac gia da xay dung mot chinh sach diéu
khién cong suat phat trong kich ban trang thai kénh truyén xac dinh va
khong xac dinh vita ddm bao hiéu suat nghe 1én vira thda man rang budc
vé QoS ctia hé thong truyén tin bat hgp phap. Mat khéc, luan an st dung
phép do xac suat nghe 1én hgp phap thanh cong dé danh gia hiéu nang bao
mat clia hé thong va danh gia hiéu suat nghe 1én hop phap thanh cong déi
vOi nguoi dung bat hgp phap c6 tin hiéu manh nhat va nguoi dung bat hop
phép c6 tin hiéu yéu nhat. Cac két qua phan tich ly thuyét va mo phong chi
ra rang hiéu nang bao mat cta hé thong ting dang ké khi sb lugng ang-ten

ctia thiét bi chuyén tiép tang lén.

. Luan an da nghién ctru, danh gia kha nang bao mat thong tin mé hinh mang
SISO NOMA vé6i cac kich ban khac nhau vé thiét bi nghe 1én Eve. Hiéu nang
bao mat dugc phan tich, danh gia thong qua cac phép do xac suat ding bao
mat cta tirng ngudi dung, ctia toan b hé théng véi kich ban Eve st dung
cac ky thuat SIC, PIC dé xt ly tin hiéu thu duoc, kich ban Eve duoc trang bi
mot va nhiéu ang-ten. Cac két qua phan tich ly thuyét va mo phong da chi
ra rang hiéu ning bdo mat ctia hé thdng gidm di trong truong hgp Eve st
dung PIC so véi truong hgp Eve sit dung ky thuat SIC. Hon nira, hé théng
sé bao mat hon khi Eve chi dugc trang bi mot ang-ten so vdi truong hop

thiét bi nghe 1én dugc trang bi nhiéu ang-ten.
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5. Luan &n da phan tich mdi quan hé gitta bido mat va d tin cdy trong mang

NOMA nhan thitc duéi rang budc mitc can nhiéu ctia mang so cap va cong
suat phat muc dinh cia mang thu cap, tir d6 dua ra chinh sach diéu chinh
cong suat phat ciia mang thit cp dé vira ddm bao kha ning bao mat cta
mang thit cAp va QoS ctia mang so cip. Cac két qua da chi ra rang gitra tinh
bao mat va do tin cdy c6 mdi quan hé ty 1é nghich. Hiéu ndng bdo mat cta
mang thit cAp dugc cai thién khi gidm cong suat phat va khi s lugng cap
ngudi dung cia mang so cap tang thi c6 thé gidm cong suat phéat ctia mang
thu cap.
Vi nhitng két qua dat dugc nhu da trinh bay trong luan an, chung ta thay
rang v&i m6i mo hinh mang cu thé, hiéu ning bdo mat tang vat ly trong
mang NOMA c6 thé dugc cai thién bang cac giai phap khac nhau nhu cong
tac gdy nhiéu, ting sb dng-ten ctia thiét bi chuyén tiép trong truyen thong
da ching, ting s6 lugng cdp ngudi ding mang so cap. Nghién ctru sinh hy
vong nhiing két qua nay gép phan nhé bé lam phong phu va sang to su
hiéu biét vé bao mat thong tin tang vat ly trong mang NOMA va trién khai
ing dung trong cac hé thong thuec té.

Dinh hudng nghién ctru, phat trién cac két qua cta luan an nhu sau:

1. Duya trén cac két qua nghién ctru trén mo hinh trong chuong 2, trudong hop
hé thong c6 chién luge dbi phé chi dong c6 thé phat trién bai toan véi muc
tiéu toi uu cong suat gay nhiéu ctia thiét bi chuyén tiép va ctia Uy, dong thoi
dam bao xac suat dirng bao mat khong nhé hon mot ngudng cho trudc, so
sanh hiéu nang bdo mat hé thong gitta kich ban thiét bi chuyén tiép hoat
dong theo co ché song cong va ban cong, gitra kich ban thiét bi chuyén tiép
hoat dong theo co ché gidi ma - chuyén tiép va co ché khuéch dai - chuyén
tiép, gitra kich ban thiét bi chuyén tiép sit dung phuong phap két hop lua

chon va két hop ti s6 cyrc dai dé xit ly tin hiéu.

2. Tir cac nghién ciru trén mo hinh mang trong chuong 3, nghién ctru sinh da
dua ra chinh sach diéu khién cong suat gay nhiéu dé cai thién hiéu nang
nghe 1én gidm sat, mo hinh bai toan nay c6 thé nghién cttu md rong cho

truong hop sau: Toi wu cong suat gay nhiéu dé toi da toc dd nghe 1én véi
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gia thiét 1a thiét bi giam sat E 1a mot thiét bi UAV c¢6 kha nang linh hoat thay
d6i khodng cach khi thuc hién chitc nang thu thap tin hiéu va thiét bi dich

D dugc trang bi nhiéu ang-ten.

. Trén co s& tir cdc nghién ciru cac mo6 hinh mang trong chuong 4, ¢6 thé md
rong khao séat trong trudng hgp cé nhiéu Eve véi hai kich ban 1a: Cac thiét
bi nghe 1én Eve cung phéi hgp thu thap tin hiéu va kich ban moi Eve hoat
dong doc 1ap. So sanh téng thong lugng bdo mat cia hé thong trong hai
kich ban hoat dong ctia Eve. Phan tich xac suat dirng bdo mat vdi rang budc
vé xac suat dirng tin cdy. Khao sat xac suat dimg bao mat ctia hé thong trén

mién SNR cao.

. Cac nghién ctru vé bao mat tang vat ly trong mang NOMA hién nay déu
dua trén gia thiét vé trang thai kénh truyeén cta cac thiét bi nghe 1én 1a c6
thé xac dinh, tuy nhién trong thuc té cac thiét bi nghe 1én hoat dong & ché
do6 thu dong, viéc xac dinh duoc chinh xac trang thai kénh truyén la mot
thach thuc [63,70,155]. Theo hiéu biét ctia nghién citu sinh, hién nay c6 rat
it cong trinh nghién ctru vé van de nay [24,25,64]. Do d6, lam phong phu
thém cac phuong phap udc lugng CSI ctia kénh truyén nghe 1én dé ap dung
trong 16p cac bai toan danh gia, nang cao hiéu nang bao mat mang NOMA

noi riéng va mang khong day noi chung la mot bai toan thu vi.

. Tiép tuc khdo sét cac cong trinh nghién ctru trong linh vic bdo mat tang vat
ly trong mang NOMA va dé xut cac giai phap nang cao bado mat tang vat
ly trong mang NOMA tich hgp voi cac cong nghé quan trong trong mang
thé hé thu 5,6 nhu Massive MIMO, mmWave,...
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