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11. Summary of the new findings of the thesis:  

- Propose and implement single-core AES hardware architecture for real-time and high-

throughput applications. Parallel architecture and pipeline techniques are used to speed 

up encoding and reduce latency. The results of hardware implementation on 45nm ASIC 

technology show that the design achieves high throughput of 111.3 Gbps and low 

latency (12.6 ns). These results were published at the IEEE ISCIT 2019 Conference 

(work [C1]). 

- Propose and implement a parallel multi-core AES hardware architecture with high 

encryption throughput. To minimize the cost of area and power consumption, the 

KeyExpansion block is shared among the AES cores. Hardware performance results 

demonstrate that the architecture achieves up to 1 Tbps throughput with 10 AES cores 

on the chip. The results were published at the IEEE APCCAS 2020 Conference (work 

[C2]) and in the JCSCE Scientific Journal (work [J1]). 

- Propose and implement the Spike-MCryptCores hardware architecture with a low-

power neural controller that controls the on/off clock of the AES cores (clock gating). 

Spike-MCryptCores includes software to design, train, and test SNN controllers, and 

hardware including multiple AES cores and SNN controllers. The SNN controller can 

help the system reduce energy consumption from 39% to 67%. With Spike-

McryptCores, the thesis has introduced a new method to design and control multi-core 



 

systems with small cost, high accuracy and energy saving. These results have been 

published in the journal Microprocessors and Microsystems (work [J2]). 

12. Practical applicability, if any: The results of the thesis can be applied to hardware 

security with high efficiency and low power consumption for IoT devices. 

13. Further research directions, if any:  

- Apply the Spike-MCryptCores model to other types of multi-core applications. 

- Use Spike-MCryptCores for other low-power techniques such as power-gating or 

Dynamic Voltage-Frequency Scaling - DVSF. 
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