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M6 dau

1 B6i canh nghién citu va Iy do chon dé tai

Tan cong tir chdi dich vu phan tan tbc do thip vao giao thiic TCP (TCP-targeted low-rate distributed
denial-of-service attack — LDDoS) 1a mot loai tAn cong ti chdi dich vu phan tan méi, dugc gidi thiéu 1an
dau tién bdi A. Kuzmanovic va E. Knightly vao nim 2003. So véi c4c tin cong DDoS truyén thong, tin
cong LDDoS khé bi phat hién hon do tdc do gt g6i tin tin cong trung binh clia né tuong ddi thap do
hanh vi giii g6i tin tAn cong theo tiing dot cach déu nhau, mdi dot v6i mot tbe do cao nhung dién ra trong
mot khoang thsi gian ngian. Mic du vy, cic tin cong nay van c6 thé bop nghet thong ludng cia cac két
ndi TCP bdi vi cac két ndi nay lién tuc roi vao trang thai chd phat lai géi tin (timeout) do dnh hudng gay
ra bdi cac dot bung nd géi tin dinh ky clia cudc tAn cong.

Céac co ché hién c6 d€ phat hién va chdng tin cong DDoS truyén thong thudng dua trén do ludng
thng ké c6 thé khong dp dung dudc ddi véi cic tan cong LDDoS, bién chiing trd thanh thach thic méi
trong mang Internet hién nay. N6 cho thiy su can thiét clia viéc nghién ctiu cdc giai phap, co ché dé
chéng lai loai hinh tin cong méi nay. Bén canh do, viéc Iva chon dé tai nghién cifu cii tién co ché quan ly
hang doi tich cuc nham hd trg router chéng céc tin cong LDDoS 1a mot viéc lam hgp ly bdi vi ngay cang
nhiéu y kién cho ring céc thiét bi router thay vi duy nhét chi thyc hién mot nhiém vu la trung chuyén géi
tin tif ngudn dén dich thi can phai tham gia nhiéu hon vao viéc phat hién va diéu chinh cic ngudn dif liéu
glii qué nhiéu géi tin vio mang hon mic chia sé cong bang hoic thim chi véi mot muc dich x4u 1a gay ra

hién tuong tii chbi dich vu cho cic nguodn dit liéu binh thudng dang tham gia truyén dif liéu qua mang.

2 Cac van dé con ton tai

C6 rét nhiéu co ché va gidi phap da dugc dé xuét dé chdng tn cong LDDoS va mot s6 mo hinh phan tich
dé uéc lugng thong luong TCP trong diéu kién c6 tin cong xay ra. Hiéu qua ctia mot s6 co ché va gidi
phap chéng tin cong LDDoS chua dudgc 1am rd va ting cudng. Bén canh dd, cdc md hinh phan tich véi
muc dich chinh 13 d4nh gia hiéu qua tin cong dudi dang thong luong TCP dua trén cic tham s da biét
clia cudc tAn cong va clia moi trudng mang, tuy nhién cdc mo hinh nay lai chua dép tng dudc yéu cau vé
tinh chinh xac ho#ic néu c6 thi lai gip phai nhugc diém khong xem xét tit ca cac trudng hop c6 thé xay
ra, chang han nhu md hinh ctia Luo chua xem xét cac trudng hgp ma kich thude cifa s6 tac nghén ciia cac

két n6i TCP bi giam mot nira mot hodc nhiéu 1an trude khi timeout.

3  Muc tiéu nghién ciru

Xuat phat tif cac van dé con ton tai néu trén, ludn 4n nay huéng dén hai muc ti€u chinh:



1. Dé xuit va xay dung mot phuong phap méi dé udc lugng thong Iuong TCP khi c6 tin cong xay ra.
Phuong phap méi phai dat dugc do chinh xac cao va khic phuc dugc nhudc di€ém clia cdc md hinh
da co.

2. Nghién ctiu nang cao hiéu qua chdng tn cong LDDoS ctia mot cd ché hd trg router cu thé goi 1a

tiép can dua trén do do CPR (Congestion Participation Rate).

4 Pbi twong, pham vi va phuong phap nghién ciu

a) Doi twgng nghién citu

Déi tugng nghién ctu ctia luan 4n 1a: (1) hanh vi va thong ludng cta cic két nbi TCP trong diéu kién c6
tan cong LDDoS xay ra (2) cac thuat todn quan ly hang doi tich cuc tai router, trong dé tap trung chi yéu
vao tiép can dua trén do do CPR dé chong thn cong LDDoS.

b) Pham vi nghién citu

Nghién cifu dugc thuc hién hoan toan trong mdi trudng mod phéng st dung phan mém mo6 phéng mang
NS-2. Luan an chua thuc hién nghién ctu trong moi trudng mang thuc Internet.

¢) Phuong phap nghién cou

Phuong phdp nghién ctiu dudc st dung trong luan 4n 12 md hinh héa va thit nghiém dinh gia két qua.
Pau tién, ludn 4n md hinh héa céc bai toan dusi dang md hinh toan hoc. Sau d6, cac két qua ly thuyét
dudc kiém chiing thong qua mo phong. Hiéu ning cua tiép cin dua trén do do CPR va céc cai tién cling

dugc danh gia va so sanh thong qua mo phong.

il



Chuong 1

1.1 Thn cong tir chdi dich vu phin tan DDoS va DDoS téc dé thap

Ngay nay céc tin cong tif chdi dich vu phan tan (distributed denial-of-service attacks — DDoS attacks)
van 12 mbi de doa chinh d6i v6i mang Internet. Cac tn cong DDoS truyén thdng thudng st dung céch
tiép can “dao to, biia 16n” trong d6 ké tAn cong c6 thé tuyén lua 1én dén vai trim nghin may tinh tham gia
va diéu khién chiing gifi mot s luong rat 16n cac géi tin t6i mot muc tiéu trén mang c6 thé 1a mot may
tinh, mot router hay mot switch. Tuy nhién cdc tAn cong nay rat dé bi phat hién do ban chit téc do cao,
gy ra bat thuong vé mit thong ké dbi v6i cic bo gidm sit mang, vi thé hiéu qua cla ching thuong bi
giam bat.

Tuy nhién, c4c tin cong LDDoS vira c6 thé bop nghet thong luong TCP tdng cong ddng thdi van ¢
thé che diu hanh vi ctia chiing biang cach gidm toc do tin cong trung binh xudng mot mic thip 1am cho
cdc bo giam sat mang khong thé phan biét duge dau 1a dong g6i tin tn cong va dau 1a dong géi tin TCP
thong thudng. Céc tin cong LDDoS phat cdc gdi tin tin cong vao mang theo tiing dot biing nd géi tin
cdch déu nhau nhidm khai thac co ché cho phat lai g6i tin dugc quy dinh trong giao thiic TCP (TCP’s

timeout mechanism).

1.2 Chéng tAn cong DDoS toc do thﬁp

Céc co ché chdong tin cong LDDoS c6 thé dugc chia ra thanh hai loai: (1) cdc co ché dau cudi (end point)
va (2) cac co ché hd trg router. Cac mdy tinh cubi c6 thé ngiu nhién héa gid tri RT'O dé né khong con phu
thudc vao minRTO nhu trudc nita, hodc c6 thé nglu nhién héa gia tri cia minRTO, hodc st dung gia
tri minRTO = 0.2 gidy (nhu trong hé diéu hanh Linux) thay vi 1 gidy nhu ban dau. Pbi véi cac co ché
hd trg router, c6 thé ké dén 1a cac thuit toan quan ly hang ddi tich cuc, chang han RED (Random Early
Detection). Tuy nhién RED khong thé chéng tin cong LDDoS hiéu qua. Tuy nhién, né c6 thé dudc tich
hop thém véi mot do do goi 1a CPR (Congestion Participation Rate — CPR) dé chong tin cong LDDoS

hiéu qua hon.

1.3 M0 hinh phén tich ciia thn cong DDoS toc d thap

Hién nay dang ton tai 2 md hinh phan tich chinh cho cdc tin cong LDDoS, d6 12 mé hinh ctia Kuzmanovic

va mo hinh cua Luo.



1.4 Nhung dong gop chinh cua ludn an

Luén 4n nay c6 mot sd déng gép chinh cho linh vuc phong chéng tin cong DDoS téc do thip néi riéng

va tn cong DDoS néi chung nhu sau:

1. Dé xuit mot phuong phap méi dé tinh thong lugng TCP khi c6 tin cong LDDoS xay ra, nghién ciiu
dudgc thuc hién véi moét mo hinh mang don gidn bao gom tit mot dén nhiéu dong TCP ¢6 thdi gian
tré truyén bang nhau va déu di qua mot lién két nghén cd chai. Két qua mo phong cho thiy phuong
phéap dé xuét c6 do chinh xdc khd cao trong céc kich ban dugc xem xét trong d6 TCP khong sit
dung bdo nhan tré va né c6 thé xac dinh dugc khoang gia tri ma thong lugng TCP nhiéu kha ning
roi vao trong céc trudng hop TCP st dung bao nhan tré.

2. Pé xut co ché thay d6i ngudng CPR theo thdi gian trong tiép can dua trén do do CPR. Két qua
mo phdng cho thiy tiép can dua trén do do CPR c6 tuong thich ngudng c6 thé bao vé thong luong
TCP kha t6t khi c6 tin cong xay ra dong thdi dam bao chia sé bing thong cong bang cho cac két
ndi TCP méi trong diéu kién binh thudng.

3. Dé xuit mot d6 do méi CIR (Congestion Interval Rate) dé thay thé cho d6 do cii CPR. Cic két qui
mo phdng cho thay tiép cin dua trén dd do CIR c6 thé bao vé thong lugng TCP tét hon so vdi tiép

can ban dau khi c6 tan cong xay ra.

1.5 Cau truc cua luin an

Luan 4n gdm 6 chuong:

e Chuong 1 gi6i thiéu chung vé tAn cong LDDoS, céc giai phap chinh trong chdng tin cong LDDoS,
cac mo hinh phan tich di c6 clia tAn cong, nhitng déng gép chinh ctia luan 4n, va bao gdm ca phan

trinh bay nay v€ cau tric cua luan an.

Chuong 2 cung cép céc thong tin lién quan va md hinh luu lugng cia tin cong LDDoS.

Chuong 3 trinh bay phuong phap méi uéc luong thong luong TCP trong diéu kién c6 tin cong
LDDoS.

Chuong 4 phan tich tiép can dua trén do do CPR, dé xuit co ché thay ddi ngudng CPR theo thdi

gian.

Chuong 5 thao luan va 1am rd cdc van dé hién tai ctia tiép can dua trén do do CPR va dé xuit do
do CIR méi dé€ bao vé thong lugng TCP tot hon trong diéu kién c6 tin cong LDDoS xdy ra.

Chuong 6 két luan vé luan 4n, nhitng cong viéc da 1am dudc va nhiing huéng nghién citu tiép theo

trong tuong lai.



Chuong 2
Tan cong tir chdi dich vu phan tin DDoS téc do thap

2.1 Khai niém tin cong tir choi dich vu DoS

Tan cong tit chbi dich vu (denial-of-service attack — DoS attack) 13 mot hanh dong nham ngin chin hoic
lam suy yéu viéc st dung hdp phdp mang ciing nhu cic hé théng mdy tinh, cic ing dung bang cich
lam can kiét cac tai nguyén nhu 1a cac bo xt ly trung tam (central processing units — CPU), bang thong

(bandwidth), b nhé trong (memory), khong gian dia cing (disk space).

2.2 Nguén gbc cha tin cong DDoS

Nguon gbc cia tin cong DDoS nam & kién triic chifc ning ctia mang Internet, né dudc xay dung dua trén
2 nén tang: dich vu nd luc tdi da va mo hinh du cubi téi dau cudi. Céc router trong mang Internet chi c6
trach nhiém trung chuyén géi tin tif nguodn t6i dich, thuc hién nhiém vu luu trit va ddy géi tin di. TAt ca
cdc cong viéc khac, ndi bat trong d6 1a diéu khién tic nghén, dudgce danh cho cac mdy tinh cudi.

Néu mot mdy tinh tré nén doc hai b??mg cach lién tuc gti géi tin vio mang v6i mot tdc dd cao hoic
chi don gian 12 khong st dung co ché diéu khién tic nghén, né sé lam t&n thuong cic mdy tinh khac dang
giao tiép bdi vi mot vai thi nguyén nhu 12 bing thong mang, cac chu ky cia bd xii 1y trén router hay trén
may tinh cudi, hodc dung lugng bd nhd bi can kiét. Trong khi d6, mang trung gian van truyén cic géi tin
t6i dich mot cach thu dong va khong lam gi d€ ngin chin luu lugng mang tif mdy tinh doc hai nay. Hién
tugng noi tiéng nay dudc goi 12 tAn cong tit chdi dich vu (denial-of-service attack — DoS attack). Néu ¢
nhiéu mdy tinh tham gia vao tin cong thi né dudc goi 1a tAn cong tir chdi dich vu phan tan (distributed

denial-of-service attack — DDoS attack).

2.3 Cic khé khiin va thach thite chinh trong viéc chéng tin cong DDoS
Céc hé thdng chdng tin cong DDoS phai:

1. C6 kha nang phan loai géi tin.

2. C6 thé diéu khién dudc phan 16n Iuu lugng tin cong.

Hai yéu ciu nay thudng khé dat dudc néu 1a hé théng mot diém, chang han cdc co ché hd trg router.
Dé phan loai géi tin, router cAn phai c6 mot bd nhé 16n dé€ luu trit thong tin cla cdc dong géi tin di qua

noé, tuy nhién do nhiéu nguyén nhan khac nhau, bd nhé trong tai router rat han ché. Cac hé théng mot
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diém thuong phai hy sinh muc tiéu dau tién, d6 12 phan biét luu lugng, d€ dat dugc muc tiéu thif hai, diéu
khién mot luong 16n luu lugng tin cong. Khi dé né phai st dung céc ky thuat nhu Bloom filter dé luu trit
thong tin ctia mot sd luong rat 16n cac dong géi tin trong diéu kién bd nhé han ché, nhung diéu nay lai
lam suy yéu tinh chon loc ctia hé thdng bdi vi ludn c6 kha ning thong tin ciia hai dong géi tin khc nhau
bi tron 14n va trd nén nhap nhﬁng do ching dudc luu trii tai cung mot vi tri trong bd nhd.

Céac hé thdng mot diém c6 thé dugc dit tai 3 vi tri khac nhau: & gan nan nhn, tai mang trung gian
hoic tai mang ngudn noi xuat phat ctia cdc luu lugng tin cong. Cac hé théng chong tn cong DDoS phéan

tan két hop ca ba hé thdng chdng tin cong DDoS mdt diém néi trén.

Céc tin cong DDoS khé bi phat hién va loai bé 1a do: (1) Gia mao dia chi ngudn (2) S6 lugng may
tinh tin cong 16n (3) Su gidng nhau gitta luu luong tAn cong va luu ludng thong thudng.

2.4 So luge lich st hinh thanh mang Internet va co ché diéu khién tac nghén cta
giao thic TCP

Mang Internet, ban dau goi 124 ARPANET (Advanced Research Projects Agency Network), ra ddi nim
1969 véi 4 nit mang, d6 1a mang chuyén mach géi va trién khai bo giao thiic TCP/IP. ARPANET dudc tai
trg bdi Co quan du 4n nghién ctiu ning cao (ARPA) thudc B qudc phong My (United States Department
of Defense). Phuong thic chuyén mach géi trién khai trong mang ARPANET dua trén cdc khai niém va
thiét ké ctia Leonard Kleinrock, Paul Baran, Donald Davies, va Lawrence Roberts. Cac giao thic giao
tiép TCP/IP ctia ARPANET dudc phit trién béi Robert Kahn va Vint Cerf, tich hgp vdi cac khdi niém tit
du an CYCLADES cua ngudi Phap dudi su chi dao cua Louis Pouzin.

Co ché diéu khién truyén dit liéu ctia giao thiic TCP dua trén khai niém ctia s6 (window). Méi két ndi
TCP duy tri mot bién goi 1a kich thudc ctia s6 W x4c dinh s luong géi tin 16n nhat dugce phép gitii di ma
chua c6 bdo nhan. Khi sb lugng g6i tin da gdi di va chua c6 bao nhan bang W, ngudén TCP phai chd mot
g6i tin bdo nhan trd vé trude khi n6 c6 thé giii di mot géi tin méi. Mot géi tin bao nhan (acknowledgement
packet — ACK packet) dudc tao ra bdi may dich mdi khi né nhan dudc mot goi tin véi dit liéu méi tir
ngudn TCP gtti dén, sau d6 géi tin bdo nhan sé dudc gii vé ngudn (g6i tin nay c6 thé bi 1am tré dé€ gidm
mot nifa sd lugng géi tin bao nhin hodc d€ chd dit liéu tir mdy dich glii dén may ngudn néu la giao tiép 2

chiéu).

TCP phat hién mét g6i tin thong qua 2 co ché:

e Khi nguén TCP nhan dudc 3 géi tin bdo nhan trung lap.

e Mot khoang thoi gian dinh trudc, ky hiéu 1a RT'O da hét nhung ngudén TCP van chua nhan dudc
bdo nhin ctia mdt gbi tin ma né da gii di trudc d6 dong thdi né cling nhan dudc it hon 3 b4o nhan

trung lap.



Khi hién tugng mét géi tin hiém khi xay ra TCP sit dung chinh sich ting theo cip s6 cong va giam
theo cp s6 nhan AIMD (additive increase multiplicative decrease) cho phép cac két ndi TCP tuong thich
tbc do truyén ctia ching véi cdc diéu kién mang hién tai nhu 13 bing thong, trang théi tic nghén, va ngudc
lai khi mét gi tin xay ra thuong xuyén, TCP st dung co ché phat lai géi tin do timeout.

RTO: Thoi gian cho phat lai gai tin

RTT: Thoi gian di vé clia goi tin

RTTVAR: Bién thién thdi gian di vé ctia géi tin
SRTT: Thai gian di vé ctia géi tin da 1am tron

G: Muc dd chi tiét ctia dong ho (thudng < 100 mili gidy)

Tinh todn gia tri R7°O hién tai dua trén nhiing cong thic sau day:

Ban dau:
RTO = 1 giay. 2.1

Khi do dugc gia tri RTT dau tién, ky hiéu 1a R, phia may gii dat:

SRTT = R, 2.2)
RTTVAR = R/2, (2.3)
RTO = max(minRTO,SRTT + maz(G,4 x RTTVAR)), (2.4)

trong d6 minRTO = 1 gidy. Khi do dugc gia tri RTT tiép theo, ky hiéu 1a R’, phia may gti dit:
RTTVAR = (1 — 8) x RTTVAR + 8 x |SRTT — R/|, (2.5)
SRTT = (1 — a) x SRTT + a x R, (2.6)
trong do o« = 1/8and § = 1/4,

RTO = max(minRTO,SRTT + mazx(G,4 x RTTVAR)). 2.7)

Thong thudng ching ta ¢c6 minRTO > SRTT + max(G,4 x RTTVAR), din dén RTO =



minRTO = 1 gidy theo cac cong thic 2.4, 2.7 § trén. Hon nita, khi hién tugng timeout xay ra, va
gia st rang gid tri RTO hién tai 1a 1 gidy, TCP giam cita s tic nghén cia né xudng mét goi tin, RT'O
dudc gip doi thanh 2 gidy, va géi tin bi mat dudc giri lai. Sau 2 gidy, néu géi tin d6 van chua dudc bio
nhan thi RTO dugc dit gia tri 1a 4 gidy va cd nhu vay. Céc gid tri RT'O c6 thé bi giéi han bdi mot can
trén it nhit 12 60 gidy. Dy cic 1an nhan doi gid tri ciia RTO, dugc biét dén nhu 1 thuat todn 1di thdi gian
phat lai g6i tin theo ham s6 mii, ban dau dugc hinh thanh d€ gitip giao thic TCP phan tng lai v6i hién
tuong tac nghén mang nghiém trong khi ma cic g6i tin bi mit thudng xuyén, nhung bay gid di trd thanh

muc tiéu cua cac tan cong LDDoS.

2.5 M0 hinh tin cong DDoS téc do thap
Mot két ndi hay con goi 1a mdt dong dit liéu thudng dudc dinh nghia bdi bo 5 thanh phan (dia chi IP
nguodn, céng nguodn, dia chi IP dich, cdng dich, giao thiic). Mbi dong tin cong LDDoS c¢6 thém céc tham
s6 khac 1a T, T, Ry, va s (xem Hinh 2.1), trong do:

(1) T, 1a chu ky cta cac dot bung nd gdi tin tin cong.

(2) Ty 1achiéu dai ciia mdi dot bung nd géi tin tin cong.

(3) R latdc do ctia mbi dot bung nd géi tin thn cong.

(4) s lathdi diém bat dau tin cong.

rate "Tb"
Ry
[—S—> l
0 T, > time

Hinh 2.1: M6t dong tin cong DDoS tdc do thép.

Khi mot tan cong LDDoS bao gdm nhiéu dong tin cong, n6 c6 thé dude mo ta bdi bd 4 thanh phan (n, g,
m, o) véi n 1a s6 lugng dong tan cong, ¢ 1a s6 luong nhém tin cdng, m 1a s luong dong tin cong trong
moi nhém, va o 1a hiéu thdi gian bat diu ctia 2 nhom tin cong lién tiép vé6i gia st rang tit ca cac dong

tAn cong trong cling mot nhém déu bit dau tn cong tai cling mot thdi diém (gid tri s 1a nhu nhau).



Chuong 3

Théng lugng TCP trong diéu kién cé tAn cong DDoS toc do thap

3.1 Giéi thiéu

Chuong nay dé xuit mot phuong phdp mdi d€ udc luong thong luong TCP trong diéu kién c6 tin cong
LDDoS xay ra. D& don gian, cac dong TCP & diy dudc gia st c6 cling thoi gian tré truyén va ciing di qua
mot lién két nghén ¢d chai (do d6 ching dugc goi 1a dong nhit).

Phuong phép udc lugng ctia chiing téi bao gdm hai giai doan. Giai doan dau tién hanh xédc dinh hinh
dang cta tién trinh kich thudc ctia s6 ctia mdi dong TCP dya trén cc tham sb tin cong da biét va trong
mot moi truong mang cu thé. Didu nay 12 kha thi vi nhiéu nghién ctiu da chi ra rang cic dong TCP ddng
nhat ciing di qua mot lién két nghén cd chai sé dong bd v6i nhau, cic tién trinh kich thuéc ciia s§ cia
chiing gin nhu triing khit véi nhau. Giai doan thi hai sé tinh thong lugng ctia méi dong mot céch thich
hop va cong tit ca cac thong lugng nay dé€ dugc thong lugng TCP tdng cong.

3.2 Mo hinh mang va cic gia thiét

Mo hinh mang dudc thé hién trong Hinh 3.1 bao gobm N, dong TCP véi dif liéu khong han ché. Kich
thudc goi tin TCP 1a My p bytes. Phién ban TCP 1a NewReno. Méi khi bén nhan nhan dugc mot géi tin
TCP véi dit liéu méi, n6 giii ngay mot géi tin ACK véi kich thuée M ok bytes vé bén giii véi thai gian
tré xit 1y géi tin bang khong.! Tét ca cac lién két trong mang c6 bing thdng nt_bw Mbps va thdi gian tré
truyén mot chiéu 1a nt_dl mili gidy, trir lién két gitta router RO va router R1 c6 bing thong bn_bw Mbps
va thoi gian tré truyén mot chiéu 1a bn_dl mili gidy. Béi vi bn_bw rat nhd so véi nt_bw, lién két gitta
router RO va router R1 tré thanh diém tic nghén ctia mang. Hang doi tai lién két nghén c6 chai c6 thé
chiia t6i da B g6i tin. Tét ca cac lién két st dung co ché hang doi drop tail. Trong mang c6 mot mdy tan
cong tén 1a UDP. M4y tin cong ndy gii cic gbi tin v6i mot kich thude khong dbi 1a My pp bytes. N6i
chung, miu luu ludng tin cong dudc thé hién nhu trong Hinh 2.1.

Luan 4n chi xem xét c4c tn cong LDDoS véi chu ky thn cong T, > 1 gidy va thanh cong, giy ra hién

tugng timeout cho tit ca cac dong TCP sau mdi dot buing nd goi tin tn cong.

1Gia thiét nay phit hop véi trudng hop ctia TCP khong st dung bdo nhan tré. Khi chiing ta 1am viéc v6i TCP st dung co
ché bo nhan tré, n6 sé khong con phit hgp va sé bi loai bo.
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Hinh 3.1: CAu triic mang.

3.3 Truong hep mét dong TCP khéng sit dung bao nhén tré

Phan nay sé& udc luong thong luong ctia mdt dong TCP don trong diéu kién c6 tn cong LDDoS st dung
phan tich 1y thuyét. C6 hai trudng hop c6 thé xay ra: (1) kich thu6c cira s khong bi chia déi true khi

timeout va (2) kich thuéc ctra s6 bi chia d6i mot hodc nhiéu 1an truée khi timeout.

3.3.1 Kich thudc cita s6 tic nghén khong bi chia doi trudc khi timeout
3.3.2  Kich thudc cira s6 tic nghén bi chia déi it nhat mét 1an truée khi timeout
3.3.3 Cic két qua md phong

4 kich ban tan cong dugc thuc hién véi s6 dd mang nhu trong Hinh 3.1 trong d6 N, = 1, Mypep = 1040
bytes. Kich thuéc cua cdc goi tin bao nhan 1a 40 bytes.

Céac tham s6 dudc thay ddi 12 thdi gian tré mang nt_dl va chu ky tin cong T,,. Cac tham s6 tin cong
LDDoS: n =20, g = 20, m = 1, Mypp = 50 bytes, T, = 200 mili gidy, R, = nt_bw = 100 Mbps.

Kich ban tin cong thi nhit v6i nt_dl = 22 mili giy, kich ban tin cong thi hai v6i nt_dl = 2 mili
gidy, va kich ban tAn cong thi ba c6 nt_dl = 7 mili gidy. Tét c ba kich ban tin cong dé déu c6 chu ky
tin cong T, = 2 gidy. Kich ban tin cong thi tu véi nt_dl = 2 mili gidy nhung véi chu ky tn cong
T, = b giay.

Trong thi nghiém nay, bn_bw = 5 Mbps, bn_dl = 6 mili gidy, kich thu6c hang ddi tai lién két nghén
c6 chai B = 50 goi tin. Tit c4 cdc md phong trong thi nghiém déu bat dau tai thoi di€ém 0 va két thiic tai
thoi diém 240 trong d6 dong TCP khdi dong tai thoi diém 20 va két thic tai thdi diém 240 trong khi cic
tdn cong LDDoS bat dau tai thai diém 120 va két thic tai thai diém 220 (don vi 1a gidy). Vi mdi kich
ban tin cdng, chiing tdi ghi lai thong lugng TCP trong khoang thdi gian [160, 180] (gidy). Khoang thoi
gian nay nim hoan toan trong khoang thdi gian tin cong (tir thdi diém 120 dén thdi diém 220). Céc két
qua mo6 phéng dudc so sanh v6i udc lugng 1y thuyét dbi v6i mdi kich ban tin cong st dung tiéu chi 16i
tuong ddi (relative error) d€ xac dinh tinh chinh x4c ctia phuong phéap dua ra. Ldi tuong d6i dudc tinh



nhu sau:

B ) ‘ Két qua 1y thuyét — Két qua mo phong
Loi tuong doi =

Két qua mo phéng

10

Relative Error (%)
w

0
Scenario 1 Scenario 2 Scenario 3 Scenario 4

Hinh 3.11: C4c két qua so sanh v6i mot dong TCP.

Hinh 3.11 cho thiy 13i tuong d6i nhd hon 10% dbi vdi tat ca cac kich ban tin cong (gid tri trung binh 1a
3.7%, nhé hon rit nhiéu so véi 10% cia phuong phap ctia Luo). Dic biét, 16i tuong ddi rat nho khi thoi
gian tré truyén hai chiéu kha nhé so v6i T, — 1, hoic khi chu ky tin cong T}, 16n.

3.4 Truong hop nhiéu dong TCP dong nhét va khéong st dung bao nhén tré

Trudng hop nay 1a su tdng quat hda clia trudng hop mot dong & trén.

3.4.1 Kich thudc cita s6 tic nghén khong bi chia doi trudc khi timeout
3.4.2 Kich thudc cira s6 tic nghén bi chia déi it nhat mét 1an truée khi timeout
3.4.3 Céc két qua md phong

Trong phan nay ching toi thuc hién cdc mo6 phdng st dung cu tric mang nhu trong Hinh 3.1 trong d6
N, = K > 1. Cac mo6 phéng dudc chia thanh 3 tip, trong mdi tip gid tri ctia nt_dl dudc cd dinh nhung
s6 luong ciac dong TCP dudc thay ddi. Cu thé, mbi tip bao gdbm 8 md phéng véi K = 2, K = 3,
K=4K=5K=17K =10, K = 13,va K = 30. Tap tht nhét tuong tng véi nt_dl = 22 ms,
tap thii hai v6i nt_dl = 2 ms, va tap thif ba véi nt_dl = 7 ms. Cac tham sb ctia cac dong TCP, ctia tan



cong LDDoS, va cic tham sb clia moi trudng mang tuong tu nhu trong trudng hop ctia mot dong TCP.
Sau mbi mo phong, thong lugng TCP trong khoang thdi gian tin cong ducc Iuu lai va so sanh véi gia tri
thong luong TCP theo ly thuyét. Gi4 tri 18i tuong d6i nhd hon 10% véi tit ca cdc md phong (gid tri trung
binh 12 3.85%, nhd hon nhiéu so véi phucng phap ctia Luo).

Set]l] I Set? HEEE Set3 I

Relative Error (%)

K=2 K=3 K=4 K=5 K=7 K=10 K=13 K=30

Hinh 3.19: Céc két qua so sanh thong lugng TCP cia 3 tip md phong.

3.5 Truong hop mdt hoiic nhiéu dong TCP dong nhat va sit dung bao nhan tré

Trong trudng hdp nay, vi cic dong TCP c6 thé dung hai cach khac nhau d€ ting kich thudc ctia s6 tic
nghén trong giai doan khdi dong cham sau khi bi timeout nén ching t6i dua ra hai gia tri uéc lugng ly
thuyét: mot gid tri téi da va mot gia tri tdi thiéu cia thong luong. O day, do st dung cd ché bao nhan tré
nén trong giai doan tranh tic nghén, moéi dong TCP sé chi ting kich thudc ctia sd tac nghén 1én xap xi

mot nifa goi tin sau moi khoéng thai gian RTT.

3.5.1 Kich thudc ctra s6 tic nghén khéong bi chia ddi trude khi timeout

3.5.2 Kich thudc cira s6 tic nghén bi chia déi it nhat mét 1an truée khi timeout
3.5.3 Cac két qua md phong

Ba tap mo phong nhu phan trudc dugc thuc hién v6i TCP st dung co ché bdo nhan tré va ack_dl = 100
mili gidy. Céc két qua dugc thé hién nhu trong cic hinh sau. Khi nt_dl nhé nhu trong Hinh 3.22, dudng
cac két qua mo phong tiém cin véi dudng can trén. Khi nt_dl 16n nhu trong Hinh 3.21, dudng cac két
qua mo phdng sit véi dudng can dudi. Khi nt_dl c6 gia tri trung binh nhu trong Hinh 3.23, cdc két qua

mo phong hiu hét nam trong khodng giita tir gid tri can dudi dén gid tri can trén.
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Hinh 3.21: Céc két qua ctia tip md phong thd nhit v6i nt_dl = 22 mili gidy.

Hinh 3.22: Cic két qué ciia tap md phdng thit hai véi nt_dl

Hinh 3.23:
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Cic két qua cia tip mo phdng thit ba véi nt_dl
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Chuong 4

Chong tan cong DDoS toc do thap

4.1 Giéi thiéu

Tir nim 1998, don vi thiét ké Internet JETF da dé nghi trién khai c4c thuét todn quan ly hang doi tich cuc
cho céc router trén Internet véi muc dich tranh tic nghén mang va thay thé thuit toan quéan 1y hang doi
drop-tail truyén théng. Mot trong nhiing thuit toan quan ly hang doi tich cuc dudc nhiéu ngudi biét dén
1a Random Early Detection (RED). RED cung cAp nhiéu 16i ich cho luu lugng mang, tuy nhién n6 khong
thé chdng lai c4c tin cong LDDoS. Mt s6 thuat toan khac dua trén RED nhu RED-PD ciing khong dat
hiéu qud mong muén. Vi vay RED can dugc cai thién va niang cip dé€ chong tin cong LDDoS t6t hon.
Sau day, chiing t6i sé trinh bay vé tiép can dua trén do do CPR, né 1a su két hop gitta thuét toan RED véi
dd do CPR d€ phan biét va loc géi tin ti cac dong tan cong LDDoS.

4.2 Tiép can duwa trén CPR

Do do CPR (Congestion Participation Rate — CPR) dugc dé xuét bdi Changwang Zhang va dong nghiép.
CPR cta mét dong F; dude tinh nhu sau:

0; = ) S / > S 4.1)

teT™ teT

trong d6 S;; 1a sb lugng gbi tin ctia dong F; dén router trong khoéng thdi gian [¢, ¢t + d], d dugc lya
chon thong qua thuc nghiém va bang 1 mili gidy tuong tng véi tan sb 1dy mau 1a 1000 Hz. T* 1a tip cic
khoang thi gian 14y mau khi lién két dau ra bi tic nghén, va T 12 tap tat ca cac khoang thdi gian 1dy mau.
Lién két dau ra dugc coi la bi tic nghén trong mot khoang thdi gian 1dy mau néu c6 it nhit mot goi tin bi
loai bo tai hang dgi trong khoang thoi gian do.

Dua trén mot ngudng CPR, ky hiéu 1a 7, cdc tdc gia da dé xuAt mot tiép can tich hgp vao phia trudc
ctia khéi RED dé€ phat hién va loc cdc dong tdn cong LDDoS. Y tudng chinh cia tiép cin 1a néu mot
dong g6i tin c¢6 gid tri CPR 16n hon 7, né sé bi coi 1a dong tan cong va tt ca cac gdi tin tiép theo ciia nd
s& bi loai bd, ngudc lai dong géi tin sé dudc coi 13 thong thudng va tit ci géi tin ctia né sé khong bi loai
bé va dugc chuyén cho khdi RED xi ly. P do CPR da dugc dé xuét nhung céc tic gid chua danh gia

hiéu nang cua tiép can. Sau day chung toi sé trinh bay vé van dé nay.

12



4.3 Hiéu nang cia tiép can dua trén CPR
DéE danh gid hiéu ning cia tiép can dua trén CPR, ching t6i thuc hién 9 mo phéng, mbi md phdng sir

dung tiép can v6i mot gid tri 7 cu thé tir 0.1 dén 0.9. Tt cA mo phdng déu bat dau tai thai diém 0 gidy va
két thic tai thoi diém 240 gidy, sit dung ciu triic mang nhu Hinh 4.1.

User 1 %@}

User 30 N Bottleneck
&
10 Mbps 5 Mbps (2210 Mbps
6 ms U 2ms S
R1 Server
Attacker 1
Attacker 20 &5

Hinh 4.1: Cu tric mang mo phong.

C6 30 dong TCP xuat phat tit User 1 dén User 30 va két thiic tai Server, sit dung tng dung truyén file
FTP véi dit liéu khong han ché. Phién ban TCP 1a NewReno véi kich thudc géi tin 1a 1000 byte. Cac
dong TCP déu bat dau truyén goi tin tai thdi di€ém 20 gidy va két thic tai thdi diém 240 gidy. Chiing t6i
tao mot kich ban tAn cong LDDoS vdi cic tham sd n = 20, g = 20, m = 1, 0 = 1 gidy. Mbi dong tin
cong LDDoS xuét phat tif mot trong 20 mdy tinh tin cong tif Attacker 1 dén Attacker 20 va ciing két thiic
tai Server, giii g6i tin UDP véi kich thude 50 byte, va c¢6 cic tham s6 T, = 20 gidy, T, = 200 mili gidy,
R, = 5 Mbit/gidy. TAn cong bat dau tai thdi diém 120 gidy va két thiic tai thoi di€ém 220 gidy. Kich thudc
hang doi cia lién két nghén cd chai 12 50 géi tin. Tiép can dua trén CPR dudc trién khai tai router RO,
trong khi tat ca cdc lién két khdc st dung hang doi drop-tail. Khoang thdi gian liy mau 1a 1 mili gidy.
Thong luong TCP trong khoang thdi gian tin cong ti thai diém 120 gidy t6i thdi diém 220 gidy dudc
chuin héa vé6i bing thong ciia lién két nghén c6 chai dé thu dugc két qua nhu Hinh 4.2.

4.4 Anh hudng cua tiép can dbi véi su cong bang ciia cic két néi TCP méi

Mot s&6 mod phdng dudc thuc hién trong d6 tiép can dua trén CPR dudc trién khai tai router RO v6i mot
gid tri 7 cu thé thay ddi tir 0.1 dén 0.9. Mbi gia tri cia 7 dudc két hop véi 4 kich thude géi tin TCP khac
nhau, tao nén téng cong 36 md phong. 4 md phong khéc tuong ting véi 7 = 1 khdng phéi st dung gid tri
d6 clia 7 ma st dung gid tri 7 thay ddi theo thdi gian (dudc trinh bay trong phan 4.5.3). Trong mdi mo
phéng, c6 10 dong TCP bét diu tai thoi diém 20 gidy va két thiic tai thdi diém 240 gidy. Tai thoi diém

13
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Hinh 4.2: Thong luong TCP chuin héa trong diéu kién c6 tAn cong DDoS tdc do thip.

- 25 . . . . .
o 0 TCP-pack-size: 1000 bytes—1—
\2_/ 20 : 700 bytes —O——
c ] 1400 bytes —o——
o :
= : 50 bytes
8 15¢
>
S
o} 10 I
S
3
c 5+¢
©
e
7p]
O ! ! ! ! !

Hinh 4.3: Do 1éch chuin cia thong lugng tot cia 10 dong TCP mdi.

120 gidy, 10 dong TCP méi bat dau, mdi dong cach nhau 0.1 gidy, déu két thic tai thoi di€ém 220 gidy.
Thong luong t6t' ctia mdi dong TCP méi dudc ghi lai. Do 1éch chuan (standard deviation) clia cic thong
lugng tot dudc tinh véi gid tri trung binh 1a 1/20 bing thong ctla lién két nghén cd chai nhan véi 100 gidy
(bang 25 Mbit). Két qua trong Hinh 4.3 cho thiy phuong thic tuong thich ngudng c6 thé dam bao chia
sé bing théng cong bang cho cac két ndi TCP méi khi khong cé tin cong xay ra.

4.5 Phuong thitc tuweng thich ngudng dé xuét

Phuong thiic tuong thich 7 dugc dé xuét véi muc dich vira bao ton thong lugng TCP cao trong diéu kién

c6 tAn cong LDDoS vita dam bao chia sé bing thong cong bang cho cac két ndi TCP mdi.

IThong lugng tt ctia mot dong 14 biang thong nhan dudc tai dich ctia dong d6, da loai bd céc géi tin c6 sb tuan t tring
lap.
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4.5.1 Hién tuong hdi tu gia tri CPR ctia cic dong tin cong DDoS toc do thip
4.5.2 RED va ti I¢ liy mau tic nghén CSR
4.5.3 Phuong thic tuong thich nguong CPR

Hinh 4.6 13 d& xuét phuong thiic tuong thich 7 theo thdi gian cta ching toi.

Hinh 4.6: Phuong thic tuong thich ngudng dé xuét.

4.6 PDanh gia thuc nghiém

4.6.1 Su tuong thich nguong

DE x4c thuc cac phan tich & trén, chiing tdi thuc hién lai mo phong trong phan 4.3 véi mot thay ddi 1a sir
dung phuong thic tuong thich 7 tir thdi diém 0 gidy thay vi st dung gi4 tri 7 ¢6 dinh. Su tuong thich cia
7 trén toan thdi gian mo phdng va trong mot khodng thoi gian ngin tir thoi diém 119 gidy t6i thdi diém
126 gidy dudc thé hién 1an lugt trong cac Hinh 4.7 va 4.8.

4.6.2 Hiéu ning cha tiép cin dwa trén CPR cé tuong thich ngudng

Dé danh gia hiéu ning clia tiép cin dua trén CPR c6 tuong thich ngudng, ching toi thuc hién 3 tip cic
mo phéng: (1) Ting cudng tan sb tAn cong (Attack Frequency Intensification — AFI) (2) Ting chiéu dai
cdc dgt bung nd gdi tin tAn cong (Attack burst Width Intensification — AWI) va (3) Ting cudng toc do cic

15



0.9
0.8 |
0.7
0.6

0.4
0.3
0.2
0.1

0 50 100 150 200 250
Time (s)

Hinh 4.7: Tuong thich 7 trén toan thdi gian mo phong.
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Hinh 4.8: Tuong thich 7 trong khoang thai gian [119, 126] giay.

dot bung né géi tin tin cong (Attack burst Rate Intensification — ARI) v6i cdc tham s nhu & trong bang
4.1. Phuong thiic tuong thich 7 ludn dugc bat tai thoi diém 0 gidy. D€ so sdnh, ching t6i ciing st dung
tiép can dya trén CPR véi 3 gid tri 7 c6 dinh 1a 7 = 0.2, 7 = 0.6, va 7 = 0.8. Trong Hinh 4.9, chiing ta
thdy ring tiép can dua trén CPR c6 tuong thich ngudng kém hon mét chiit so véi tiép can dua trén CPR
v6i 7 = 0.2 (thé hién bang cac dudng mau dé nhat), trong khi tiép can dua trén CPR véi 7 = 0.6 hoic
7 = 0.8 (th& hién 1an ludt bang cic dudng mau xanh duong va xanh 14 ciy) kém hon nhiéu.
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Chuong 5

Cac ky thuat tang hiéu nang cua tiép can dua trén CPR

5.1 Van dé hién tai ctia tiép cin dua trén CPR va céc y tudng dé xuat

Tiép can dua trén CPR 12 mot k¥ thuét dua trén dong bdi vi né tinh gid tri CPR cho mdi dong géi tin di
qua mot router. N6 chia thdi gian thanh nhitng khoang thdi gian 14y miu nhd lién tiép khong chong 1én
nhau. Gi4 tri CPR ctia mdi dong géi tin ludn ludn dudc cip nhit tai thdi diém cudi ciia mdi khoang thdi
gian 1dy mau. Piéu nay c6 thé din dén hang doi dy chi sau mot khoang thdi gian 1iy mau va duy tri
trang thai nay sau d6 néu mot ké tin cong sap xép mot cude tin cong DDoS quy mé 16n v6i nhiéu may
tinh tham gia.

CPR ctia mdi dong gdi tin nén dudc cip nhat ngay tai thdi diém khi mot goi tin bi loai bd ngiu nhién
bdi thuat toan RED. D€ thuc hién y tudng nay, chiing t6i dé xuét do do ti 1¢ khoang thdi gian tic nghén
(Congestion Interval Rate — CIR). Gia tri CIR cia mdt dong F; dudc tinh bdi:

G = |T*|/IT| (5.1)

T'| 1an lugt 1a nhitng ky hiéu cho s6 lugng phan tit trong tap 7 va T tuong tng. T 1a tap

trong d6 |T| va
cac khoang thdi gian 1dy mau khi dong F; hoat dong va lién két dau ra bi tac nghén. T 1a tip cac khoang
thdi gian 1y mau khi dong F; hoat dong. Mot dong géi tin dudc coi 1a hoat dong trong mot khoang thdi
gian 14y mau néu né c6 it nhat mot géi tin dén router trong khoang thdi gian 14y mau dé. Lién két dau
ra dudc coi 1a bi tic nghén trong mot khoang thdi gian 14y mau néu khéi RED loai bé it nhat mot géi tin

trong khoang thdi gian 1iy mau do.

5.2 Cac két qua mé phong

5.2.1 Gia tri CIR cta cic dong TCP trong diéu kién binh thuong
5.2.2 Su khac nhau vé gia tri CIR giita cac dong TCP va cac dong tan cong DDoS téc do thap

Trong phan niy chiing ta sé& tim hi€u su khdc nhau gitta gid tri CIR ctia cac dong TCP va gia tri CIR cuia
cdc dong tin cong LDDoS. Ba tip mo6 phdng nhu trong phan 4.6.2 dudc thuc hién. Cac gid tri CIR nhd
nhét, 16n nht va trung binh ctia cic dong TCP va céc gid tri tuong ting ddi v6i cac dong tan cong LDDoS
dudc ghi lai. Két qua dudc thé hién trong Hinh 5.5. Nhu vay, do do CIR c6 thé phan biét dudc cic dong
tin cong LDDoS va cic dong TCP thong thudng.
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5.2.3 So sanh hiéu niing cta tiép can dua trén CPR va tiép cin dua trén CIR
a) V6i mdt mau thn cong cu thé:

D€ so sanh hiéu niing ctia hai tiép cin v6i mot miu tAn cong cu thé, trong phan nay ching t6i thuc hién
hai tip cac mo phong, mdi tap tuong ing véi viéc sit dung mot trong hai tiép can tai router RO. Mdi tap
bao gdm 9 mo6 phéng tuong ting vdi viée st dung 7 v6i cdc gia tri tir 0.1 dén 0.9. Tat ca cdc md phong
bat dau tai thai diém 0 gidy va két thiic tai thoi di€ém 240 gidy. Kich ban tin cong LDDoS véi cac tham
sén =20, g =20, m = 1,0 = 1 gidy. Mdi dong tin cong LDDoS véi cac tham sb: My pp = 50 byte,
T, = 20 gidy, T, = 200 mili gidy, R, = 5 Mbit/gidy. TAn cong bat dau tai thdi diém 120 gidy va két thic
tai thoi diém 220 gidy. Thong luong TCP trong khoang thdi gian tin cong tii thdi diém 120 gidy tdi thoi
diém 220 gidy dugc chuin héa vé6i bing thong ctia lién két nghén cd chai dé€ nhan dudc két qua nhu trong
Hinh 5.6.
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Hinh 5.6: Thong luong TCP chuin héa trong diéu kién c6 tin cong LDDoS
khi st dung hai tiép cén tai router.

b) Véi cac mau thn cong khac nhau:

DE so sanh hiéu niing ctia hai tiép cin vdi cac mau tin cong khac nhau, ching t6i thuc hién 2 tip ciac mod
phéng, mdi tap tuong dng vSi viéc sit dung mot trong céc tiép can tai router RO. Trong mdi tap, gid tri
ngudng 7 dudc thay ddi tir 0.2 dén 0.9. V6i mbi gia tri cla 7, ching tdi thuc hién 3 tap cdc mo phdng,
AFI, AWI, va ARI nhu trong phan 4.6.2. C4c Hinh 5.7a, 5.8a, va 5.9a thé hién thong lugng TCP khi st
dung tiép can dua trén do do CIR tai router RO va cac Hinh 5.7b, 5.8b, va 5.9b thé hién hiéu cla thong
lugng nhan dugc bdi tiép can dua trén do do CIR va thong luong nhin dudc bdi tiép can dua trén do do
CPR. Nhu vay, tiép can dua trén do do CIR c6 thé bao vé thong lugng TCP tbt hon so véi tiép can dua
trén do do CPR khi c6 tn cong LDDoS xay ra.
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(a) Thong lugng TCP.

(b) Su khac nhau vé thong luong TCP.
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Chuong 6
Két luan

Luan 4n trinh bay nghién ctiu vé hanh vi va thong lugng tdng cong clia ciac dong TCP trong diéu kién
¢6 tin cong LDDoS. Mic di méi chi diing lai xem xét mot md hinh mang don gidn bao gdm mot hodc
nhiéu dong TCP véi thdi gian tré truyén gidng nhau va cling di qua mot lién két nghén c6 chai, nghién
cifu da dua ra cdi nhin sau sac dua trén nhiing phan tich cu thé, nhin manh va lam 16 cac yéu t6 c6 anh
hudng 16n dén su thay d6i da dang clia thong luong TCP theo sb lugng cac dong TCP tham gia, cdc bién
thé dugc st dung clia giao thiic TCP (véi bdo nhan tré hoic khong), hay thdi gian tré truyén chung cla

ching.

6.1 Nhung dong gop chinh chua luan an

1. Luén 4n da dé xuit mot phuong phap méi dé udc lugng thong lugng TCP trong diéu kién c6 tin
cong LDDoS, két hop giita phan tich rdi rac cho giai doan khéi dong cham va phuong phap xap xi
lién tuc cho giai doan tranh tac nghén ctia cac dong TCP d€ dat dudc su chinh xac can thiét va phu
hop.

2. Luan 4n da phan tich va nghién ctiu hiéu ning ctia mot phuong phap hd trg router chong tin cong
LDDoS cu thé, d6 1a tiép can dua trén do do CPR. Qua d6, luan 4n dé xuit hai y tudng dé cii tién
va tang cudng hi€u nang clia phuong phap nay:

e Thi nhét 13 dé xuét phuong thifc tuong thich ngudng CPR theo thdi gian d€ gitip tiép cin bio
ton dudc thong lugng TCP cao trong diéu kién c6 tAn cong LDDoS dong thdi c6 thé chia sé
bing thdng cong bing cho cac két ndi TCP mdi trong diéu kién binh thudng khi khong c6 tan
cOng.

e Thif hai 12 d& xuit mot do do mdi goi 1a CIR thay thé dd do cii CPR v6i muc dich 1a gitip bao
vé thong luong TCP t6t hon trong viéc chéng tAn cong DDoS néi chung va LDDoS néi riéng.

6.2 Cic hudng nghién citu tiép theo trong tuong lai

Luin 4n nay méi chi diing lai xem xét thong lugng TCP véi cic dong TCP dong nhit nén mot trong
nhiing hudng nghién cifu tiép theo cla chiing toi c6 thé 1a nghién ciiu thong lugng TCP véi cac dong
TCP khong dong nhét. Ngoai ra, ching toi ciing mudn tim hiéu thém vé Linux TCP béi vi né st dung

mot co ché khac biét d€ tinh thdi gian chd phat lai géi tin so véi co ché truyén thong.
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