Chuong 1

GIOI THIEU

1.1. bat van dé

Pham mém dang dudc st dung pho bién trong nhiéu linh vyc nhu kinh
té, gido duc, quan sy, y té, v.v. Bén canh nhing loi ich ma phan mém
mang lai thi cdc vi pham an ninh ciing xuat hién ngdy cang da dang, phiic
tap. Cac hé thong phan mém, dic biét 13 cac ing dung web c6 chia cac
thong tin quan trong ludén tiém an nhiéu nguy co tan céng an ninh. C6
nhiéu khia canh can quan tam déi véi mot hé thong phan mém. V6i nhitng
phan mém trong yéu vé an ninh thi viec dam bao tinh chat an ninh 1a van
dé séng con cuia hé thong.

Trong thyc té, mdi hé thong phan mém luén can mot chinh sach an ninh
phit hop dé dam bao cac tinh chit an ninh theo cac yéu cau cia khach
hang. Tuy nhién, viéc trién khai chinh sach an ninh & cac giai doan phat
triéen phan mém luén cé kha ning chita cac 16i an ninh tiém an, dac biét
14 6 giai doan lap trinh. Nguyén nhan gay 18i c6 thé do c6 su xung dot khi
két hop cac thanh phan hé thong, lam dung viéc st dung cac thu vién bén
thtt ba hay nguoi lap trinh khong tuan thi chinh xac cac yéu cau cia hé
thong, v.v. Néu nhiing 16i ndy dugc phat hién cing muon thi chi phi sia
chita hé théng, khic phuc hau qua c6 thé cang lén va phic tap. Chinh vi
vay, viec kiém tra dé dam bao chinh sach an ninh ctia hé théng dugc ci
dat chinh xac & tung giai doan phat trién phan mém gidip phat hién s6m
cac vi pham an ninh, gidm chi phi sita chita, dam bao tinh an ninh va gia
tang chat lugng ctia phan mém.

Vi vay, luan an “Phuong phdp kiém ching cdc tinh chdt an ninh cta
phan mém” tap trung dé xuat cac phuong phap phan tich, bieu dién va
cac thuat toan dé kiém tra chinh sach truy cap clia cac ting dung web dugc
trien khai theo phuong phap an ninh lap trinh, an ninh khai bao.

1.2. Cac két qua chinh cta luan an

Céc két qua nghién citu ctia luan an gép phan bo sung va hoan thién
cac phuong phap phan tich, biéu dién vi kiém tra cac chinh sach truy cap
clia cac ting dung web. Cu thé, luan an cé cic déng goép chinh sau day:

(i) Dé zudt phuong phdp kiém chitng chinh sich RBAC trién khai theo

phuong phap an ninh lap trinh. Cac phuong thitc khai thac tai nguyén
trong tng dung web dugc rat trich thanh danh sach quyén truy cap
tai nguyen. Sau d6 két hgp v6i thanh phan Controller va View dé
xay dung do thi khai thac tai nguyén v ma tran kiém soat truy cap
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theo vai tro. Hai thuat toan dugc dé xuat dé chuyén doi do thi khai
thac tai nguyén thanh ma tran kiém soat truy cap theo vai trdo va
phéat hién nhiing quy tic truy cap dudc trién khai khong chinh xéc
trong ting dung web. Phuong phap dé xuat dugc xay dyng thanh cong
cu kiém ching v thyc nghiém v6i hé thong quan 1y ho so y té.

(ii) Dé zuat phwong phdp kiém chimg chinh sich RBAC két hop rang budc
cap quyén trién khai theo phuong phdp an ninh khai bdo. Chinh sach
truy cap ctia tng dung web dugc kiém tra théng qua viéc truy van
co s6 dit lieu va phan tich cac tép cAu hinh trién khai chinh sach truy
cap trong ting dung. Mot cay phan tich truy cap theo vai tro dugc deé
xuat dé biéu dién cac quy tic caAp quyen theo vai trdo va cac rang budc
trong tng dung web. Hai thuat toin dugc dé xuat dé phat hién cac
phép gan da trién khai khong phit hop véi dic ta. Phuong phap dé
xuat dang dudc trien khai thanh céng cu kiém chitng dé thuc nghiem
v6i hée thong quan 1y ho so y té.

(iii) Dé zudt phuong phdp kiém ching chinh sich kiém sodt truy cap theo
thudc tinh (ABAC). Cac quy tac truy cap cua tng dung web dugc
phan tich, tong hop va biéu dién bing SpEL. Sy phit hgp ctia chinh
sach ABAC dugc trien khai trong tng web va dic td ctia né dudc
thyc hién thong qua viéc dua ra cac dinh nghia hinh thic va cac
thuat toan kiém tra tinh bao mat, tinh toan ven vi tinh sin sang.
Mot cong cu kiém ching da dugc phat trien dé hd trg qua trinh kiém
chiing tu dong va thyc nghiém véi hé thdng quéan 1y hod so y té theo
phuong phap da dé xuat.

1.3. B6 cuc luan an

Luan an “Phuong phdp kiém ching cdc tinh chat an ninh cia phan mém”

bao gom 6 chuong. Trong d6, Chuong 1 Gidi thiéu trinh bay vé 1y do chon
dé tai, cac két qua dat dugdc cta luan an. Chuong 2 trinh bay tém tat veé
cac kién thitc co sé duge st dung trong luan an. Chuong 3 dé xuat phuong
phéap kiém chiing chinh sach RBAC trién khai theo phuong phap an ninh
lap trinh. Phuong phap kiém ching chinh sach RBAC két hop rang budc
cap quyén trién khai theo phuong phap an ninh khai bao dugc dé xuéat
trong Chuong 4. Noi dung Chuong 5 dé xuat phuong phap kiém chitng
chinh sach kiém soat truy cap theo thudc tinh. Cubi ciing, Chuong 6 1a
két luan vd mot s6 huéng nghién citu tiép theo clia luan an.



Chuong 2

KIEN THUC CO SO

2.1. An ninh phan mém

An ninh phan mém da trd thanh mot tiéu chi quan trong trong viéc
danh gia cac hé thong phan mém ngay nay. Dé han ché cic vi pham an
ninh, cac nha phat trién thuong phai xay dung cac chinh sach an ninh cho
cac san pham phan mém cia ho nhim dap tGng cac yéu cau an ninh cia
khach hang. Khi d6, sy phit hgp ciia chinh sach an ninh véi cac yéu cau an
ninh sé dudc thé hién thong qua cac tinh chat an ninh ctia phan mém. Theo
nghién ctu cia Mead v cac dong tac gid, mot s6 cac tinh chat an ninh
cot 16i cia phan mém gom tinh bdo mat (confidentiality), tinh toan ven
(integrity), tinh san sang (availability), tinh trach nhiém (accountability)
va tinh chong chdi cai (non-repudiation).

Viéc ddm bdo an ninh phan mém 14 mot nhiém vu kho, khé hon khi cac
nha phét trién phai nhan thic va thuc hien day di cac yéu cau an ninh
clia to chiic. Viéc ddm bio van dé an ninh phan mém khong chi gom céc
chinh sach an ninh ctia hé thong, gidi phap vé ha tang ma con c6 ca nhan
thitic clia ngudi tham gia hé théng. V6i muc tiéu lam gidm s6 lugng cac
sai s6t cang s6m cang t6t dong thdi gidm thiéu sy nhap nhing va nhiing
diém yéu khac. Tac gid McGraw da gi6i thiéu mot s6 hoat dong dam bao
an ninh phan mém nhu phan tich ma nguon, phan tich rai ro, v.v.

2.2. Mét sé phuong phap mé hinh héa chinh sach an
ninh ctia hé théng

Kiém soat truy cap cung cap cac cd ché dé kiém soat va han ché cac
hanh dong hay phép toan dugc thuc hién bdi ngusi dung trén cac tai
nguyeén trong hé théng. Kiém sodt truy cip dua trén vai tro (RBAC) Ia
phuong phap cip quyén cho ngudi dung theo vi tri chitc vu (vai tro) cia
ngudi ding trong to chitc. V6i bai toan cip quyén khong chi phu thudc vao
vai tro clia ngudi diing trong hé thong ma viéc cap quyén cho ngudi diing
con phai dugc thoa man mot sé rang budc khac nhu thoi gian thyc hién
hay don vi cong tac cua ngusi dung, lic d6 thi chinh sach truy cap cua
hé théng dugc biéu dién biang ngon ngit moé hinh héa thong nhat an toan
(SecureUML). Khi cac hé théng phan mém 16n va phitic tap hon, dic biet
14 c6 su lien két giita nhiéu to chiic thi mo hinh kiém soat truy cap theo
thudc tinh (ABAC) sé hiéu qua va linh hoat.



2.3. Mot s6 kién tric thiét ké phan mém trong JavaEE

Model-View-Controller dugc goi tat 1a MVC 1a mot mau thiét ké phan
mém dudc st dung pho bién khi xay dung, trien khai cic tng dung web
v6i nhiéu ngon ngit khac nhau nhu Java, C#, Ruby, PHP, v.v. Nhiing tng
dung dugc thiét ké theo kién trac MVC nham tai st dung ma va phat trién
song song mot cach hiéu qua. Muc dich ctia mau thiét ké phan mém nay
13 dat dugc sy phan tach gitta ba thanh phan Model, View va Controller
clia mot tng dung bat ky.

Spring Security 13 mot khung lam viéc an toan hé trg mot sé co ché kiem
soat truy cap dé bdo dam cac chinh sach truy cap cho cac ing dung phan
mém doanh nghiép dya trén nén ting JavaEE. Kién trtc Spring Security
bao gom cac hé théng con c6 nhiém vu xac thuc va iy quyén. Xac thyc c6
trach nhiém thiét lap tinh hop lé ctia thong tin khach hang va iy quyén
sé quyét dinh quyén truy cap tai nguyén cho ngudi dung hgp lé. Spring
Security cho phép ngudi 1ap trinh cau hinh chinh sach truy cap ca véi Java
va XML. Do d6, chinh sach bado mat c6 thé dugc thuc thi theo cac quy tic
kiém soat truy cap dua tréen URL trong moi truong web hoic ¢ mic do
cua phuong thic Java.

2.4. An ninh truy cap trong JavaEE

Cac tai nguyén can dugc bdo vé clia cac hé thong phan mém thuong
dugce luu trit trong cac hé théng co s dit lieu. An ninh truy cap ma (code
access security) 14 mot giai phap quan trong trong céc hé thong co s6 dit
lieu. Béi vi, mot s6 van dé c6 thé xay ra khi ngudi ding é may khach diang
nhap hé théng bang cach st dung ma dugc iy quyen 1a ma ngudn phia
may khach c6 thé khong dang tin cay hoic c6 16i, bao gom ma doc. Véi gidi
phap an ninh truy cap ma, chinh sich an ninh cua cac tng dung JavaEE
c6 thé dugc trien khai theo hai phuong phap 1a An ninh khai bdo va An
ninh lap trinh.

2.5. Phan tich chudng trinh

Trong qua trinh trién khai chinh sich an ninh ctia cac hé théng phan
mém. Viéc ching minh sy phit hgp gitta chinh sach an ninh va dic ta gép
phan gia tang tinh tin cay cta hé thong va ddm bdo chat lugng clia phan
mém. Phan tich chuong trinh 134 phuong phap pho bién dugc st dung dé
kiém tra chinh sach an ninh ctia cac hé théng phan mém & giai doan lap
trinh. C6 hai ky thuat phan tich chuong trinh la phan tich tinh va phan
tich dong. Phan tich tinh ddm bdo bao quat day du cac nhanh clia chuong
trinh, sy phu thudc chuong trinh, hodc cac tép cau hinh dugc khai thac.
Phan tich tinh cung cip cac phuong phap luan khac nhau, bao gdm kiem
chitng mo hinh, chting minh mo hinh, dé xac dinh cac dudng thyc thi cia
mot chuong trinh ma khong phai thyc hién né thyc sy. Khong giong nhu



ra soat thi cong, cic bo phan tich ma tinh c6 thé nim bit toan dién va
chinh x4c cac mo hinh ctia phan mém, vi du nhu mot biéu dién tritu tuong
clia tat ca cac dudng thuc thi.
2.6. Mot s6 phuong phap biéu dién chuong trinh

Sau qué trinh phan tich ma nguodn, tiy theo muc dich va chitc ning cia
qué trinh kiém ching, cic chuong trinh phan mém sé dugc biéu dién bing
cac phuong phap khac nhau. Mot s6 ki thuat chinh dugc sit dung dé biéu
dién chuong trinh phan mém la cay ct phép tritu tugng (AST), do thi goi
va do thi ludng diéu khién. AST thuong 13 két qui cia giai doan phan
tich ct phéap khi trinh bién dich thyc thi, 1a mot dai dién trung gian cua
chuong trinh va c6 tac dong manh mé dén dau ra cudi cung cia trinh bién
dich. Mot do thi 16i goi bieu dién mbi quan hé gos giita cac chuong trinh
con trong chuong trinh phan mém. D6 thi luong diéu khién cung cap “chi
tiét” t6t hon vao cau tric clia chuong trinh néi chung va cia cac chuong
trinh con néi riéng.



Chuong 3

KIEM CHUNG CHINH SACH RBAC
TRIEN KHAI THEO PHUONG PHAP AN
NINH LAP TRINH

3.1. Gid6i thiéu

Kién triic MVC dugc st dung pho bién trong viéc thiét ké cac itng dung
web & giai doan lap trinh. Ngusi lap trinh c6 thé tan dung co ché hoat
dong clia cac thanh phan trong kién tric MVC dé trien khai chinh sach
RBAC theo phuong phap an ninh lap trinh. Tuy nhién, sy phtc tap cua
phuong phap trien khai nay cé thé phat sinh mot s6 van dé nhu gan thia
hoic thiéu cac quyén cho cac vai tro. Diéu ndy dan dén viéc ngusi dung
sé c¢6 nhitng chiic ning khong theo quy dinh ctia to chitc va lam vi pham
cac tinh chat an ninh ctia hé thong phan mém.

Dé kiém chiing chinh sach RBAC trién khai theo phuong phap an ninh
lap trinh, ¥ tudng dé xuat gom: trinh bay cau tric va cac budc xay dung
danh sach cac quyén, do thi khai thac tai nguyén, v ma tran kiém soat
truy cap theo vai tro ciia cac ing dung web; dé xuit thuat toan kiém tra
sut phit hop clia ma tran kiém soat truy cap theo vai tro va dic ta chinh
sach RBAC ctia hé thong.

3.2. Phuong phap kiém chiing chinh sich RBAC trién
khai theo phuong phap an ninh lap trinh

Phuong phap kiém ching chinh sich RBAC cuia ting dung web dudc
thiét ké theo kién triic MVC gom nam budc dugc mo ta tdng quat trong
Hinh 3.1. Dau tién 1a viéc rat trich chinh sach RBAC da diac ta cta hé
thong thanh tap cac quy tic truy cap. Cu the, luan 4n phan tich cac
phuong thic khai thac tai nguyén thanh danh sich cac quyén. Tiép doé la
xay dyng do thi khai thac tai nguyén dé biéu dién sy lien két, khai théc
tai nguyén ciia cac trang web. Mot ma tran kiém soat truy cap theo vai
tro dugc gidi thieu dé truc quan héa chinh sach RBAC ctia hé théng. Cubi
ciing 1a thuat toan kiém tra sy phit hop clia ma tran kiém soat truy cap
theo vai tro véi chinh sach da dac ta. Hai kich ban vi pham truy cap ma
phuong phap dé xuat giadi quyét géop phan dam bdo tinh bi mat, tinh toan
ven va tinh sdn sang cua cac ung dung web.
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Hinh 3.1: Quy trinh kiém chitng chinh sach RBAC trién khai theo
phuong phap an ninh 1ap trinh

3.2.1. Xay dung tap quy tac truy cap

Nhiém vu cua budc nay la rat trich cac thong tin trong chinh sach truy
cap dé xay dung tap quy tic truy cap c¢6 dang S = (r, op, ob). Trong do: ,
op, ob lan lugt 1a thong tin vé vai tro, phép toan va ddi tuong (tai nguyén
ctia hé théng). Méi quy tic s € S dudc hiéu theo nghia, véi vai trd 7 ngusi
diing dugc phép thyc hién phép todn op trén doi tuong ob.

3.2.2. Danh sach cac quyén

Dé xay dung danh sich cac quyén clia ngudi ding, dau tién can xac dinh
danh sach céc tai nguyen cta hé thong (RS). Tiép theo la xac dinh cac 16p
trong M odel chita cac phuong thic tuong tac véi tai nguyén. Cac phuong
thitc khai thac tai nguyén sé dugc phan tich thanh cac cay ca phap triu
tuong va duge rat trich thanh danh sach cac quyén (L) clia ngusi dung
trong tng dung web. Mdi quyén dugc mo ta 1a mot bo c6 ba thanh phan
mp, ac va rs. V6i L = {(mp,ac,rs)}, trong d6: mp la khai bdo nguyén



mau cua phuong thic khai thac tai nguyén chita cac thong tin nhu tén 16p
chita phuong thiic, kiéu tra vé ctia phuong thic, tén phuong thic va danh
sach cac kiéu dit liéu clia cac tham s6 ciia phuong thitc; ac € AC 1 kiéu
phép toan trong tap cac phép toan; va rs € RS la mot tai nguyén trong
tap tai nguyén can bao vé.
3.2.3. D6 thi khai thac tai nguyén

Trong nhitng tng dung web dugc thiét ké theo kién tric MVC, thanh
phan View sé chita toan bo danh sach cac trang (*.jsp, *.html, v.v) cla
ting dung. Cac trang nay thuong dugc thiét ké 6 dang giao dién do hoa
dé tuong tac véi ngudi ding. O tidu muc nay, luan an dé xuit cau tric va
cac budc xay dyung do thi khai thac tai nguyén G ciia mot tng dung web
dé bicu dién sy lien két gitta cic trang (page) va cac khai thac tai nguyén
ctia chiing. D6 thi G dudc xay dung theo hai budc:

Buéc 1 - Xay dung cac dinh va cac canh: Cac dinh va cac canh
ctia d6 thi duge xay dung theo quy tic:

e Mo6i dinh ctia d6 thi 1a thong tin vé mot trang (page) c6 trong View,
tén clia dinh chinh 14 tén cla trang d6 (s6 dinh ctia do thi 1a s6 trang
trong ing dung).

e Ton tai mot canh di tit dinh A dén dinh B (A # B) trén do thi G néu
tit trang A c6 dudng lien két dén trang B hoic dugc chuyén huéng
dén trang B hoic chia trang B.

Bué6c 2 - Pinh kém cac phuong thitc khai thac tai nguyén: Dé
dinh kem dugc cac phuong thic khai thac tai nguyén cho cac dinh cua
do6 thi can tan dung nguyén tic thiét ké trong kién triic MVC. Madi trang
trong View déu dugc he thong xit 1y thong qua serviet ctia n6 (tép *.java
trong Controller). Bang viéc sit dung ky thuat phan tich ma nguodn cta
tép diéu khién nay thanh cay AST, sé dé dang tap hop dudc danh sach
cac 10i goi phuong thic ctia né. T két qua do, tiép tuc rat trich 1y cac
phuong thic duge goi dé khai thac tai nguyén ctia hé théng va dinh kem
chiing vao dinh tuong tng trén do thi.

3.2.4. Ma tran kiém soat truy cap theo vai tro

Cac thong tin dugc mo ta trong ma tran phan anh cac phép toan trén
cac tai nguyén cua tiung vai tro bén trong tng dung web. Ma tran M dugc
xay dung tit do thi khai thac tai nguyén G theo quy tac:

e Chiéu dau tién cta ma tran c6 tén 13 ROLE. N6 chita tap cac vai
tro bén trong ting dung web R = {Ry, Ry, .., R,}. Thong tin vé cac
vai tro c6 trong chinh sach truy cap dugc rat trich ti két qua phan
tich tép .java trong Controller xi 1y trang dang nhap. B6i vi, moi
ngudi diing mudn st dung hé théng phai tién hanh diang nhap vao he
thong thong qua mot tai khoan gom username, password. Néu viéc
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dang nhap thanh céng thi ngusi dung hop 1é sé duge chuyén huéng
dén trang nghiép vu tuong tng véi vai tro clia ho trong hé thong.

e Chiéu thtt hai ctia ma tran 14 ACTION, n6 chita tat ca cac phép toan
co ban dung dé khai thac tai nguyen AC = {ACy, ACs, .., AC,,,}. Méi
AC; c6 thé 1a Read, Create, Delete, hay Update.

e Chiéu thit ba 1a RESOURCES gom danh sach cac tai nguyén can
bao vé cua hé thong RS = {RS1, RSy, .., RS,}. Danh sach nay dugc
xac dinh khi xay dung danh sich cic quyén cla ting dung web.

3.2.5. Thuat toan kiém tra sw phit hgp ctia ma tran kiém soat
truy cap theo vai tro va chinh saich RBAC da dac ta

Sau qué trinh phan tich va xay dyng dudc ma tran kiem soat truy cap

theo vai tro cia tng dung web. Viéc kiém chiing chinh sach RBAC trién
khai trong tng dung web sé dugc thyc hién bdi Thuat toan 3.1.

Thuat toan 3.1 Kiém tra ma tran kiém soat truy cap theo vai tro va

chinh sach RBAC da dac ta

Input : S - chinh sach truy cap tai nguyén da dac ta.
M - ma tran kiém soat truy cap theo vai tro ctia ting dung web.
R, AC, RS - lan luot 13 tap cac vai tro, phép toan va cac tai

nguyén c6 trong ing dung web.

Output: Céac béo cao vi pham (néu o).

Data : s-1a phan tit thuoc tap cac quy tac truy cap da dic ta S.
r,ac,rs - lan lugt 14 phan ti thudc tap vai tro R, tap phép toan

AC va tap tai nguyén RS.

Procedure CheckingRBAC(S, M, R, AC,RS)
begin

foreach r; € R do

foreach ac; € AC do

foreach rs; € RS do

if MUi][j][k] = True then

m < {(ri,ac;,rsp)};

if m ¢S then

| Write ("Redundancy:", m); (i)
else

LSS\ {m}

if (S # ()) then
foreach s € S do
| Write ("Lack:", s); (ii)

]

Thuat toan kiém ching dé xuét c6 thé phat hien duge hai trudng hop
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trien khai khong chinh xac quy tic truy cap trong ting dung web so véi su
dic ta: (i) trong tng dung web c¢6 xuat hién cac quy tic truy cap khong
dugc dac ta, (thita quyén) va (ii) tng dung web trién khai thiéu so cic quy
tac da dac ta (thiéu quyen).
3.3. Céng cu kiém chiing

Cong cu kiém ching dugc moé ta trong Hinh 3.2. Dit litu dau vao cua
cong cu kiém ching chinh bao gdm: 13 tép tin dic ta chinh sach RBAC
cta hé théng (*.zml), tén ctua dy 4n ing dung web can phan tich va danh
sach cac tai nguyen cta hé théng. Sau khi cung cap cac di lieu dau vao,
cong cu sé ty dong thyc hién lan lugt cac budc theo quy trinh da dé xuat
va hién thi cac két qua phan tich ctia timg budc vao cac muc tuong dng.
Két qua kiém tra ctia cic ting dung dugc hién thi 6 muc Checking result.
Trong truong hop chinh sich truy cap cua ing dung web khong nhat quan
v6i ddc ta. Cong cu sé tra vé thong bao vi pham kém theo cac thong tin
lien quan dén quy tdc truy cap la nguyén nhan lam mat tinh nhat quan.
Diéu nay sé hd trg cac nha lap trinh dé dang trong viéc ra soat ma nguon
dé khic phuc nguyén nhan dan dén vi pham truy cap.

|4 CheckingRBAC - O x

RBAC policy specification file: [RBAC Policy.XMU WA project: |HealthcareMS | Resources list in Database: MedicalRecord
Checking

RBAC Palicy: List of Permissions:

Role Operation  Resources Protype Action Resources

Doctor Read MedicalRecord MRExploitations, MedicalRecord, ReadMR(String) Read MedicalRecord

Doctor Update MedicalRecord MRExploitations, void, UpdateMR(MedicalRecord) Update MedicalRecord

Nurse Read MedicalRecord MRExploitations, void, InsertMR{MedicalRecord) Create MedicalRecord

Receptionist Create MedicalRecord MRExploitations, void, DeleteMR(String) Delete MedicalRecord

Resources exploitation araph: Access control matrix:

Homepage.jsp -= Login.jsp Resources= {MedicalRecord}:

Loginjsp -> Patient.jsp, Doctor.jsp, Receptionist.jsp, Homepage.jsp Role\Action Read Update Delete Create

Nurse.jsp -> View1l.jsp, Login.jsp Nurse Yes

Doctor.jsp -> View2.jsp, UpdateMR.jsp, DeleteMR.jsp, Login.jsp Dotor Yes Yes Yes

Receptionist.jsp -= CreateMR.jsp, Login.jsp Receptionist Yes

Viewl.jsp -> Nurse.jsp

View2.jsp -> Doctor.jsp . .

UpdateMR.jsp -> Doctor.jsp Checking result:

DeleteMR jsp -> Doctorjsp The violations within WA:

CreateMR.jsp -> Receptionist.jsp {<Doctor, Delete, MedicalRecord>}

Hinh 3.2: Giao dién ctia cong cu kiém chitng chinh sach RBAC

Két qua nghién ctu ciia chuong nay da ducc cong bd tai Hoi nghi In-
ternational Conference on Context-Aware Systems and Applications (IC-

CASA 2018).
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Chuong 4

KIEM CHUNG CHINH SACH RBAC KET
HOP RANG BUOC CAP QUYEN TRIEN

KHAI THEO PHUONG PHAP AN NINH
KHAI BAO

4.1. Giéi thiéu

Khi chinh sach truy cap ciia hé thdng c6 sy tham gia ctia cdc rang buoc
cap quyén thi chinh sach truy cap ctia hé théng dugc bicu dién véi mo
hinh SecureUML. V6i phuong phap an ninh khai béo, viéc trién khai chinh
sach RBAC dugc thuc hién théng qua cac cha thich. Viéc trién khai theo
phuong phap ndy mang dén sy tin cay cao, tiét kiém thoi gian, v.v. Tuy
nhién, viéc lap trinh v ghép ndi cac thanh phan, st dung cac thu vién bén
thit ba luon c6 kha ning chita dyng cac 186i tiém an do khong hiéu ding
hodc tu phat sinh 161 khi c¢6 nhiing két hop phic tap. Do dé, su thyc thi
cac chiic nang cia cac hé théng phan mém sau khi cai dit c6 thé sé khong
chinh xac nhu cac yéu cau ban dau ctia né.

Dé kiém ching chinh sach RBAC két hgp rang budc cip quyén trién
khai theo phuong phap an ninh khai bao, cac budc can thiyc hién gom: dé
xuat phuong phap phan tich co s6 dit lieu va cac tép cau hinh chinh sich
truy cap cua hé théng; gidi thiéu cau tric cay phan tich truy cap theo vai
tro dé biéu dién tap quy tic truy cap clia tng dung web; dé xuat cac thuat
toan dé phat hién cac phép gan vai tro-ngusi diing va gan vai tro-quyén
dugc trién khai khong chinh xac trong tng dung web dan dén cac vi pham
truy cap; trién khai mot cong cu dé hd trg qua trinh kiém ching ty dong.
4.2. Phuong phap kiém ching chinh sich RBAC két

hop rang budc cap quyen trién khai theo phuong
phap an ninh khai bao

Tong quan vé quy trinh kiém ching dé xuat dugc mo ta trong Hinh 4.1
. Phuong phap dé xuat tap trung giai quyét hai van dé lien quan dén phép
gan vai tro-nguoi dung va phép gan vai tro-quyén.

4.2.1. Kiém tra phép gan vai tro - ngudi dung

Dé tién hanh kiém tra phép gan vai tro - ngudi diung dudc trien khai
trong ng dung web, cong viéc dau tién can thuc hién 1 rat trich céc
thong tin vé mdi lién hé gitta vai tro vd ngudi dung trong co sé dit lieu
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Hinh 4.1: Quy trinh kiém chtng chinh siach RBAC két hgp rang budc cap
quyén trién khai theo phuong phap an ninh khai bao

Thuat toan 4.1 Kiém tra phép gan vai tro - ngudi diing

Input : URI Table 1a bang thong tin vé nguoi dung va vai trd trong hé
thong ting dung.
RR Table 13 bing phan cong vai tro clia to chic.

Output: Cac bao cao vi pham

Data : row 13 mot ddi tugng c6 chita thong tin vé nguoi dung (id,
fullName, roleName).

Procedure URChecking(URI Table, RR_Table)

begin

foreach row € URI Table do

if CheckExist(row, RR_Table) == false then
LWrite ("Redundancy:", row);

foreach row € RR_Table do
if CheckExist(row,URI Table) == false then
LWrite ("Lack:", row);

ctia iing dung web. Cong viéc ndy dugc thiyc hién dya trén luge do co s6
dit lieu cta hé thong vd cau léenh truy van ctia SQL. Thuat toan 4.1 mo
ta cac budc dé phat hién sy du thita hoic thiéu phép gan giita cac vai tro
va ngudi dung trong tng dung web. Dau vao clia thuat toan nay 1a bang
thong tin vé ngusi diing va vai tro ctia ho trong tng dung va to chic. Két
qua dau ra cta thuat toan 1a cac bao cdo vi pham (néu c6). Bao céo vi
pham x4y ra khi c6 sy xuat hién ctia mot phép gan vai tro - nguoi diing
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trong cd s dit liéu cua tng dung web khong c6 trong bang phan céng chic
vu cho ngudi dung cua t6 chiic, hoic mot phan cong chiic vu cho ngudsi
diing ctia t6 chitc khong dugc trién khai trong co sé dit lieu cia tng dung
web.
4.2.2. Kiém tra phép gan vai tro - quyén

Mot cay phap tich truy cap theo vai trdo 7 dudc gi6i thieu dé truc quan
héa chinh sdch RBAC va céac rang budc cap quyén dugce phan tich tit tng
dung web. Hinh 4.2, 4.3, v& 4.4 mo ta tién trinh xay dung cay phan tich
theo vai tro clia cac ting dung web thong qua viéc ap dung véi hé théng
quan 1y ho so y té minh hoa.

spring-security.xml PatientRecordController.java
<?xml version="1.0" encoding="UTF-8"?2>

P @PostMapping ("/patientRecord/created")
<intercept-url pattern="/patientRecord/create" public RedirectView createdPatientRecordOfReceptionist (

access="hasRole ('RECEPTIONIST')" /> @ModelAttribute ("patientRecordDTO") @Valid PatientRecordDTO patientRecordDTO,
<intercept-url pattern="/patientRecord/read" ReéddirectAttributes model) {
P

access="hasRole ('PATIENT')" /> ientService.createdPatientRecordOfReceptionist (patientRecordDTO, model);
<intercept-url pattern="/patientRecord/{id}/read" return new RedirectView("/patientRecord/create");
access="hasRole ('DOCTOR")" /> }

<intercept-url pattern="/patientRecord/{id}/edit" @GetMapping ("/read"”

access="hasRole ('DOCTOR")" /> blic String readPatientRecordOfPatient (Model model) {
Ce patientService.readPatientRecordOfPatient (model) ;
return "patientRecord";

createdPatientRecordOfReceptionist

readPatientRecordOfPatient

ovali

readPatientRecordOfDoctor

}

@GetMapping ("/{id}/read")

blic String readPatientRecordOfDoctor (@PathVariable("id") Integer id,
odel) {

patientService.readPatientRecordOfDoctor (id, model) ;

return "PatientRecord";

PostMapping ("/{id}/edit")

blic String editPatientRecordOfDoctor (@ModelAttribute ("patientRecord")
PatientRecordDTO patientRecordDTO, @PathVariable("id") Integer id, Model
{

patientService.editPatientRecordOfDoctor (patientRecordDTO, id, model);
editPatientRecordOfDoctor return "editPatientRecord";

Hinh 4.2: Xay dung cac vai tro

spring-security.xml PatientRecordController.java
<?xml version="1.0" encoding="UTF-8"?>

. @PostMapping ("/patientRecord/created"
<intercept-url pattern="/patientRecord/create" public RedirectView createdPatientRecordOfReceptionist (

access="hasRole ('RECEPTIONIST')" /> @ModelAttribute ("patientRecordDTO") @Valid PatientRecordDTO patientRecordDTO,
<intercept-url pattern="/patientRecord/read" | RE ectAttributes model) {
P

access="hasRole ('PATIENT')" /> ientService.createdPatientRecordOfReceptionist (patientRecordDTO, model);
<intercept-url pattern="/patientRecord/{id}/read"| return new RedirectView ("/patientRecord/create");

access="hasRole ('DOCTOR')" /> }

<intercept-url pattern="/patientRecord/{id}/edit"] @GetMapping ("/read"

access="hasRole ('DOCTOR")" /> blic String readPatientRecordOfPatient (Model model) {

patientService.readPatientRecordOfPatient (model);
return "patientRecord";

~ createdPatientRecordOfReceptionist
| readPatientRecordOfPatient

evarl

— readPatientRecordOfDoctor

}

@GetMapping ("/{id}/read")

blic String readPatientRecordOfDoctor (@PathVariable("id") Integer id,
odel) {

patientService.readPatientRecordOfDoctor (id, model);

return "PatientRecord";

PostMapping ("/{id}/edit")

blic String editPatientRecordOfDoctor (@ModelAttribute ("patientRecord")
PatientRecordDTO patientRecordDTO, @PathVariable("id") Integer id, Model
{

patientService.editPatientRecordOfDoctor (patientRecordDTO, id, model)
- editPatientRecordOfDoctor return "editPatientRecord";

Hinh 4.3: Xay dung cac vai tro

Sau khi hoan thanh viéc xay dung cay phan tich cta ting dung web (7),
Thuat toan 4.2 sé dugc 4p dung dé kiém tra sy phit hop ctia phép gan vai
tro - quyen dugc biéu dién trén cay T v6i chinh sich da dic ta (SFile).
Két qua trd vé ctia thuat toan ndy l1a cac thong bao vi pham trong viéc
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PatientService.java

public void readPatientRecordOfPatient (Model model)
{ ) | Receptionist
User user = userService.getUserAth(); createdPatientRecordOfReceptionist
model.addAttribute ("patientRecord", —p al
this.mapPatientRecordToDTO (user.getPatient())), —
} PatientRecord
User.java »
@OéeToOne(méppedBy = "user") readPatientRecordOfPatient
private Patient patient; “%\‘. 1 read
e PatientR
public Patient getPatient () { X atientiecord
return patient; Patient.user id Caller.id = CalledResource.id
} - Doctor
- _ _ readPatientRecordOfDoctor
Patient. java . update
/ PatientRecord

@OneToOne (cascade = CascadeType.ALL
@JoinColumn
private User user; o
@OneToOne (cascade = CascadeType.ALL) /
@JoinColumn ;
private PatientRecord patientRecord; PatientRecord

User.id = PatientRecord.id

nt.zd User.id = PatientRecord.id
: i editPatientRecordOfDoctor
read

Hinh 4.4: Xay dung cac vai tro

trién khai phép gan vai trd - quyén ciia ting dung web (néu co).

Thuat toan 4.2 Kiém tra phép gan vai tro - quyen

Input : SFilelatép tin chita dic ta chinh sach RBAC va rang buoc cap
quyén ctia hé thong.
T 1a cay phan tich truy cap theo vai tro ctua tng dung web.

Output: Cac bao cao vi pham

Data : role, prm,act,res, cond lan lugt 1a vai tro, kiéu phép toan, tai
nguyén va diéu kién.
ar 13 mot ddi tuong chita cac thong tin vé mot quy tac truy cap

Procedure UPChecking(SFlile, T)

begin

foreach role <— GetChildren(T ,root) do

foreach prm < GetChildren(T,role) do

act «+GetChildren(T, prm);

res «GetChildren(T, prm);

cond «+GetChildren(T , prm);

ar = (role, act, res, cond);

if CheckSpecifiation(ar, SFile) == false then

| Write ("Redundancy:", ar);

foreach ar < GetElement(SF'ile) do
if CheckTree(ar,T) == false then
| Write ("Lack:", ar);

Trong ca hai thuat toan kiém tra phép gan vai tro - ngudi diing va vai
trd - quyén, ngoai viec phat hién cac phép gan vi pham trong viéc trién
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khai chinh sach truy cap cta hé thong dan dén khong dam bao tinh bao
mat, tinh toan ven vi tinh sdn sang ciia hé théng ing dung. Thuat toan
con cung cap cac thong tin ctia cac phép gan 1a nguyén nhan cla sy vi
pham dé cac nha lap trinh c6 thé 1lan vét va khic phuc cac sai sét.
4.3. Trién khai cong cu

Kién tric ctia cong cy hd trg duge mo ta trong Hinh. 4.5 v6i hai chiic
nang chinh 13 kiém tra phan cong vai tro ngusi dung (ChekingRole Permission Assi
va kiém tra phan quyén cho phép vai tro (ChekingU ser Role Assignment).
Hai chtic ndng nay déu c6 nhiém vu phat hién cac phép gan dugc thuc hién
khong chinh xac trong ting dung web. Tuy nhién, dé thuyc hién cac chic
nang nay, cong cu phai thyc hién ba chic nang nho SQL Query, AST
Analysis va Structural Analysis dé tao dau vao cho cic thuat toan kiém
tra. Cac chitc nang nay dugc thyc hién ty dong phia sau giao dién cua
cong cu. Cu thé, ham SQL Query 13y co s6 dit liéu ctia hé théng dau vao
va trd vé bang thong tin vai tro ngudi dung. Ham AST Analysis chiu trach

JavaEE Application Project

Position Roster

Table (*.xIs) _ :

Database Spring Security
Framework

.,/‘ \.\. _,."’ il ! .\'\\
I SQL Query L/ .\-
: P ASTs Analysis Structural |
E ! Analysis

v A 4

SecureUML
(*.xmi)

User-Role
Information

Access Rule Set

Access Analysis

Table Tree

v A4

Checking Role-Permission
Assignment

Checking User-Role
Assignment

|
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
’

Violation Assignment
Reports

Hinh 4.5: Kién tric ctia cong cu kiém chitng chinh sdich RBAC két hop
rang buodc cap quyéen
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nhiém phan tich cic tép cau hinh chinh sach va trd vé cay phan tich truy
cap. Ham Structural Analysis chuyén doi chinh sach truy cap hé théng da
chi dinh thanh mot tap quy tic truy cap.

| £ | SecureUML Checking Tool — O e
File Help About
Inputs Functions
Database { Checking Role Permission Assignment J
Ip address: ‘ ‘
{ CheckingUser-Role Assignment J
Username: ‘ ‘
Checking results
Password: ‘ ‘ ‘
Sql script: ‘ Open
Rcle Roster Table: ‘ ‘ Open
Project WA: ‘ ‘ Open ‘
RBAC Policy File: ‘ ‘ B ‘

Hinh 4.6: Giao dién ctia cong cu kiém chitng chinh sich RBAC két hop
rang buodc cap quyén

Phuong phap dé xuat cta ching t6i dang dugc trién khai thanh cong
cu kiém tra véi giao dién dod hoa dugc trinh bay trong Hinh. 4.6. Dé thuc
thi cac chiic ning cta cong cu hd trg 13 kiém tra phan coéng vai tro -
quyén ChekingRolePermissionAssignment va kiém tra phan cong vai
tro - ngusi dung ChekingU ser Role Assignment, ngusi dung phai cung
cap thong tin dau vao lién quan dén tén dy 4n va tén tép dic ta chinh sach
ctia ing dung web; cac thong tin vé co s6 dit lieu va tép chita bang danh
sach chic ctia to chitc. Qua trinh kiém tra cac phép gan dudc thuc hién
tu dong va tra lai cac thong bao phép gan khong dudge trién khai chinh
xac (néu c6). Trong trudng hop cong cu do tim ra cic phép gan dugc trién
khai khong chinh xac, cong cu sé hién thi thong tin vé ching trén man
hinh két qua dé lap trinh vién c6 thé dé dang lan vét va st lai.

Cac két qua nghién citu ctia chuong nay da dugc cong b tai Hoi nghi
ACIIDS 2017 (Asian Conference on Intelligent Information and Database
Systems), da giii va dang cho két qua phan bién ctia Tap chi IJSEKE (In-
ternational Journal of Software Engineering and Knowledge Engineering).
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Chuong 5

KIEM CHUNG CHINH SACH KI]?]M,
SOAT TRUY CAP THEO THUOC TINH
(ABAC)

5.1. Gidi thiéu

Viéc trién khai chinh sach kiém soat truy cap vao cac hé théng ting dung
web rat da dang va thudng c6 su két hop phiic tap ctia nhiéu khung lam
viéc. V6i cac tng dung web dugc phat trién béi JavaEE, kién tric MVC
va thu vién bén thi ba nhu Spring Security 13 phuong an trién khai dugc
nhiéu nha 1ap trinh lya chon. Mic dut cac thu vién déu cung cap cac co
ché dé dam bao cac tinh chat an ninh cho cac hé théng phan mém, nhung
doi khi viéc két hop nhiéu co ché, lam dung cic thu vién hodc sy phtc tap
trong lap trinh ciing c6 thé gay xung dot chic niang, lang phi thsi gian va
cong stic cling nhu phat sinh cac 16 hong bao mat tiém an trong cac hée
thong phan mém. Thém vio d6, cdc hé théng trién khai chinh sach ABAC
thuong 16n va c6 thé rat phic tap dé quan ly. Tinh biéu dat cao ctia céc
dic td ABAC ciing lam ting kha ning c6 khiém khuyét. Do d6, viéc kiém
tra vi xac minh dé dam bao tinh chinh xac ctia chinh sach ABAC dugc
trien khai trong hé théng 1 rat quan trong.

Céc cong viéc can tién hanh dé kiém chitng chinh sich kiém soat truy
cap theo thuoc tinh gom: phuong phap phan tich, tong hop tap quy tac
truy cap cta ing dung web; dinh nghia hinh thic va cac thuat toan dé
kiém tra sy phit hop clia ing dung web va diic ta thong qua tinh bao mat,
tinh toan ven va tinh sin sang; xay dung céng cu hd trg qua trinh kiém
ching ty dong.

5.1.1. Phan tich chinh sach ABAC

Bdi vi khung lam viéc ctia Spring Security chi hé trg truc tiép viéc xac
thyc va phan quyén theo mo hinh RBAC cho nén chinh sach ABAC sé
dugc trién khai trong tng dung web theo ca hai phuong phap an ninh lap
trinh v& an ninh khai bao. Khung lam viéc dé trién khai chinh sach ABAC
vao cac tng dung web 1a rat quan trong. Bdi vi, né quy dinh vi tri cling
nhu ciu tric clia cic ma an ninh trien khai chinh sach truy cap ctia hée
thong. Viéc tong hdp tap quy tic truy cap cia tng dung web sé dugc tién
hanh tw viéc phan tich ma an ninh 1ap trinh va ma an ninh khai béo.

Dinh nghia 5.1 Tap quy tdc truy cap:
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(i) Tap quy tac truy cap dudc phan tich ti ma nguon cia ing dung web
6 cau tric AR = {ARy, ARy, ..., AR, }.

(ii) Méi quy tac truy cip AR; = (target, condition) gom hai thanh phan
la cdc biéu thic logic duge viét bang SpEL. Trong dé: target mo ta
khd nang dp dung cia quy tac va condition mé td diéu kién thuc hién
cua target.

Vi cac dy an web dugc thiét ké tit JavaEE, Trong budc nay, thu vién
JDT sé dugc tich hop vao mai trudng soan thao nhu Eclipse dé phan tich
cac tép *.java thanh cac cay ct phap tritu tugng (AST). T do, tat ca cac
“target” va “condition” cua cac phuong thic truy cap tai nguyén trong
cac ung dung dudgc tap hop. O mic phuong thitc Java, Spring Security cho
phép dinh nghia chinh sach kiém soat truy cap theo hai cach bing cach
cau hinh trong tép .zml hodc dung cac cha thich trong tép .java. Vi vay,
sau khi phan tich tép nay sé thu thap dugc thong tin vé cdc phuong thic
va vai tro. T d6 tiép tuc xay dung cac “target” va “condition” clia cac quy
tac truy cap. Tong hop két qua sau hai qua trinh phan tich, ta thu dugc
tap cic quy tac truy cap cua ing dung web.

5.1.2. Cac thuat toan kiém tra chinh sach ABAC cia tng dung
web

Chinh sach ABAC ctia m6t ing dung web dugc xem la phu hgp vé6i dac
ta ctia n6 néu khong cé sy trien khai du thita hodc thiéu cac quy tic truy
cap da dac ta. Viéc trién khai thita quy tic truy cap trong cic ing dung
web c6 thé dan t6i viec ngudi ding c6 thita cic chiic ning thao tac véi tai
nguyén so véi quy dinh. Khi dé, ngudi ding c6 thé xem hoic thay doi tai
nguyén ciia ting dung. Tuy nhién, néu cac tng dung web trién khai thiéu
cac quy tac truy cap thi ngusi dung khong cé di cac chitc ning dé thuc
hién cong viéc clia ho. N6i cach khac, néu trién khai khong chinh xac chinh
sach truy cap sé dan dén viéc khong ddm bdo dugc Tinh bdo mat, Tinh
toan ven va Tinh sdn sang ctia hé thong.
5.1.2.1. Tinh bao mat

Dinh nghia 5.2 (Tinh bdo mat) Cho chinh sach ABAC ctia hé thong P =
{R1, Ry, ..., R,} wa tdp cdc quy tdc truy cdp cia twng dung web AR =
{AR1, ARy, ..., AR, }. Ung dung web duoc goi la ddm bio tinh bio mat
néu PAR; € AR A op(AR;) =“Read”™ AR; & P.

5.1.2.2. Tinh toan ven

Dinh nghia 5.3 (Tinh toan ven) Cho chinh siach ABAC cia hé thong
P = {Ry, Ry, ..., R,} va tdp cdc quy tdc truy cdp cia wng dung web AR =
{AR1, ARy, ..., AR, }. Ung dung web dudge goi la ddm bdo tinh toan ven
néu AR; € AR A op(AR;) € {“Read”, “Update”,“Delete”,} : AR; & P.
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Thuat toan 5.1 Kieém tra tinh bao mat

Input : P la chinh sich ABAC theo dic ta.
AR 1a tap cac quy téc truy cap cua ting dung web
Output: Kiét qua kiém ching
Data : R, AR lan lugt 1 cac phan ti ciia tap P, AR.
i, j 1a cac s6 nguyen.
1 Function isConfidentiality (PP, AR)
2 begin
for i = 1 to |AR| do
for j =1 to |P| do
if isEquivalent(AR;, R;) then
L break;

if j > |P| then
if getAction(AR;) = “Read” then
LWrite ("No Confidentiality:", AR;);

return false;

W W OUGk W
i

11 | return true;

Thuat toan 5.2 Kiém tra tinh toan ven

Input : P la chinh sich ABAC theo dic ta.
AR 14 tap cac quy téc truy cap cua ting dung web
Output: Kiét qua kiém chimng
Data : R, AR lan luot 1a cac phan tit cia tap P, AR.
i, j 1a cac s6 nguyen.
1 Function isIntegrity (P, AR)
2 begin
for i =1 to |AR| do
for j =1 to |P| do
if isEquivalent(AR;, R;) then
L break;
if j > |P| then
if getAction(AR;) € {“Create”, “Update”, “Delete”} then
Write ("No Integrity:", AR;);
Lreturn false;

QOO O Utk W

11 | return true;
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5.1.2.3. Tinh sdn sang
Dinh nghia 5.4 (Tinh san sing)

Cho chinh siach ABAC ciia hé thong P = {Ry, Ry, ..., R,} va tap cdc
chinh sdch truy cap cia ing dung web AR = {ARy, ARs, ..., AR, }. Ung
dung web dudc goi la ddm bdo tinh sdn sang néu VR; € P: R; € AR.

Thuat toan 5.3 Kiém tra tinh sin sang

Input : P la chinh sich ABAC theo dic ta.

AR 1a tap cac quy téc truy cap cua ting dung web
Output: Kiét qua kiém ching
Data : R, AR lan lugt 1 cac phan ti ciia tap P, AR.

i, j 14 cac s6 nguyen.

Function isAvailability (PP, AR)

begin

for i =1 to |P| do

for j =1 to |AR| do

if isEquivalent(R;, AR;) then
Lbreak;

if j > |AR| then
Write ("No Availability:", P;);
| return false;

o

return true;

5.2. Céng cu kiém chiing

Phuong phap dé xuat clia chuong nay dugc trién khai thanh coéng cu c6
tén 14 APV dé hd trg qua trinh kiem ching ty dong. Giao dién do hoa ctia
cong cu APV duge mo6 ta trong Hinh. 5.1. Thong tin dau vao clia cong cu
nay bao gom tép dic dac ta chinh sach ABAC cua hé thong va ma nguon
du &n trién khai ting dung. Ching dugc thé hién lan luoct trong cac muc
Specification va Implementation. Sau khi cung cap dit lieu dau vao cho
cong cuy, chitc nang Get Access Rule Set sé c6 nhiém vu rat trich tap quy
tac truy cap ctia ting dung va biéu dién ching bing SpEL.

Viéc kiém tra sy phit hop cia @ng dung web vé6i diic ta dudc cong cu thé
hién thong qua ba chic nang Checking Confidentiality, Checking Integrity
va Checking Availability tuong tng vé6i viec kiem tra tinh bdo mat, tinh
toan ven va tinh san sang cta tng dung web. Vi mdi chic nang nay, hé
thong sé thuc hién do tim tu dong va bao cao cac quy tac truy cap. Chiic
ning Checking All thyc hién téng hgp ca ba chitc niang trén dé kiém tra
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st phu hgp cia tng dung web va dic ta cua no.

|£] ABAC Policy Verification Tool — 0 X
Eile Edit Help

Specification Implementation

description.xml Open Project  OlyHospitalABAC

<Resource=PatientRecord</Resource= . I

et il Get Access Rule Set
=Restriction=subject.employee.departmenttype == resource.departme|
<Restriction=subject employee.hospital type == resource.hospital.type

<iCondition= { -
<Environment>True</Environment> “name” “Nurses view palient record”,
<Rule> “description™: "Nurses can view patient record in their department.”,
<Rule Ruleld="rule6" Effect="Permit™> “target” "subjectroles(0l.name =="ROLE_NURSE' && action =="READ_PATI
<Role>ROLE_PATIENT</Role> “condition” “subject employee.department type == resource.department type
<Action=READ</Action= 3
<Resource=PatientRecord</Resource= {
<Condition> “name" "Patient view my record”,
=Restriction=subject patientid == resource.id</Restriction> ™ “description”; "Patient can view my record.”,
</Condition= “target”. "subjectroles(0l.name =="ROLE_PATIENT && action == "READ_PATI
<Environment>True</Environment= “condition”: “subject.patientid == resource.id”
<Rule= 1
<iPolicys= ol
|® v
[« s DR IELS i WO
Verification Functions Violation Reports
{ Checking Confidentiality J WA conform with its specification |
l Checking Integrity ‘

Hinh 5.1: Giao dién do hoa ctia cong cu APV

Cac két qua nghién citu ctia chuong nay da dugc cong b tai Hoi nghi
NICS 2019 (NAFOSTED Conference on Information and Computer Sci-
ence), da gui va dang chd két qua phan bién ctia Tap chi khoa hoc VNU
(VNU Journal of Science: Computer Science and Communication Engi-
neering).
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Chuong 6
KET LUAN

6.1. Két luan

Viéc xay dyng mot chinh sadch an ninh di manh cho cic hé thong phan
mém dé ngin chin cac tan cong an ninh, han ché rii ro vi dap tng cac
yéu cau an ninh cta khach hang 1a rat quan trong. Tuy nhién, chinh sich
an ninh ctia hé théng cling can phai dugc trién khai chinh xac & ting giai
doan phat trién phan mém. Vi vy, cong viéc ra soat chinh sach an ninh
trong sudt qué trinh trién khai c6 ¥ nghia thyc tién trong viéc dam bao
chat luong phan mém.

Mot trong nhitng phuong phap hiéu qua dé han ché cac vi pham truy
cap tai nguyén, dam bao chinh sich an ninh ctia cac hé thong phan mém
1 kiém soat truy cap. Tuy nhién, sy phtc tap trong viéc trien khai chinh
sach an ninh & cac giai doan nhat 13 giai doan 1ap trinh lam cho hé théng
c6 kha ning chita cic 16 hong an ninh tiém an. Vi thé, bai toan kiém chiing
cac chinh sach truy cap cua cac ting dung web tit ma nguodn cé ¥ nghia
trong viéc dam bao cac tinh chat an ninh ciing nhu lam tang tinh tin cay
clia cac hé thong phan mém ctia hé thong. Sau mot thoi gian nghién ciu
va gial quyét bai toan, luan an da c6 mot s6 déng gép nhu sau:

(i) Dé zudt phuong phdp kiém chiing chinh sich RBAC trién khai theo
phuong phap an ninh ldp trinh. Chinh sich truy cap theo vai tro
trong cac tng dung web rit trich thanh ma tran kiém soat theo vai
tro thong qua viéc phan tich cac phuong thic khai thac tai nguyeén,
xay dyng danh sach cidc quyén va do thi khai thac tai nguyén. Mot
thuat toan dugc dé xuat dé kiém tra sy phtt hgp clia ma tran kiém
soat truy cap theo vai tro véi chinh RBAC da dac ta. Mot cong cu
trién khai phuong phap dé xuat dé hd trg qua trinh kiem ching tu
dong.

(ii) Dé zuat phuwong phdp kieém ching chinh sich RBAC két hop rang budc
cap quyén trién khai theo phuong phdp an ninh khai bdo. Su phit hop
ctia chinh sach truy cap va cic rang budc cip quyén trong cac tng
dung web dudgc kiém tra thong qua phép gan vai tro - ngusi ding va
phép gan vai trd - quyén. Véi phép gan thi nhat, phuong phap dugc
tién hanh dua trén viéc phan tich co s dit lieu. Viéc kiém tra phép
gan con lai, cAc quy tac truy cap cta ing dung web dugc phan tich
va biéu dién thanh cay phan tich quy tic truy cap tai nguyén cla
ting dung web. Cudi ciing, cac thuat toan dugc dé xuat dé thyc hien
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kiém tra tinh chinh xac ctia cac phép gan. Mot cong cu dang dudc
phat trién dé hd trg qua trinh kiém ching ty dong.

(iii) Dé zudt phuong phdp kiém ching chinh sdch kiém sodt truy cap theo
thuoc tinh. Qua trinh trinh kiém ching dugce thuc hién tir viéc phan
tich, tong hgp cac quy tic truy cap cta tng dung web. Su phu hgp
ctia chinh sich kiém soat truy cap theo thudc tinh trong cac ing dung
web dugc kiém chiing théng qua cac dinh nghia hinh thic va ba thuat
toan kiém tra tinh bao mat, tinh toan ven vi tinh sin sang cta hé
thong. Tit phuong phap dé xuat. Mot cong cu kiém ching hd trg qua
trinh kiém ching tu dong dugc phat trién tit phuong phap dé xuat.

Cac két qua ctia luan an da dugc cong bd trong cac hoi nghi, da gii va

dang cho két qua phan bién ciia cic tap chi chuyén nganh trong nuéc va

quoc té c6 phan bién.

6.2. Huéng phat trién

Budc dau, luan an mdéi tap trung gidi quyét bai toan ma chinh sach an

ninh ctia hé théng phan mém lién quan dén van dé kiém soat truy cap.
Luan 4n da dé xuat dugc mot sb6 phuong phap dé biéu dién hinh thic,
phan tich, kiém tra cac chinh sach truy cap tit ma nguon ctia mot sé ing
dung web. Tuy nhién, quy mo clia cadc hé théng bai todn nghién citu con
mang tinh don gian chua bao quat dugc hét cac tinh hudng vi pham truy
cap trong thuc té. Cac phuong phap phan tich da dé xuat con phu thuoc
vao kién tric thiét ké, thu vien st dung, phuong phap trién khai chinh
sach truy cap cling nhu ngon ngit lap trinh khi xay dung cac tng dung
web. Vi vay, doi v6i moi bai toan da nghién citu van con mot s6 hudng co
thé xem xét va phét trién. Mot s6 huéng nghién citu tiép theo ctia luan an
c6 thé tién hanh la:

(i) Véi bai toan Dé zudt phwong phdp kiém chiing chinh sdch RBAC trién
khai theo phuong phdp an ninh lap trinh, nghién ctu c6 thé mé rong
theo huéng dé xuat mot khung lam viéc cho viéc xay dung kién tric
trien khai chinh sach truy cap dé qua trinh phan tich, xay dung coéng
cu dugc tién hanh ty dong véi mot 16p cac bai toan 16n hon. Trong
dé xuat nay, luan an ciing chua giai quyét dugc cac van dé lien quan
dén thita ké vai tro va cap phat dong cac quyen, vai tro cho nguoi
ding dugc trién khai trong ng dung web.

(ii) Trong bai toan Dé zudat phuong phdp ki€ém ching chinh sdch kiém
sodt truy cdp theo vai tro két hop rang budc cap quyén trién khai theo
phuong phdp an ninh khai bdo, cic van dé lien quan dén thita ké vai
trdo va cap phat dong cidc quyen, vai tro cho ngudi dung trong tng
dung web ciing chua dugc dé cap va giai quyét.

(iii) D&i véi bai toAnDé zudat phuong phdp kiém chiing chinh sdch kiém
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sodt truy cdp theo thudc tinh, nghién ctu ndy cé thé mé rong cho cac
khung trién khai chinh sach ABAC khac.

Bén canh d6, cic dinh nghia hinh thitc dugc dé xuat trong trong luan
4n con don gidn. Tinh t6i wu clia cac thuat toan chua duge dé cap cing
nhu tinh ding dan cta cac phuong phap dé xuat chua dudc chitng minh
bang cdc phuong phap hinh thic. Vi vay, véi cac nghién citu tiép theo,
luan an c6 thé xem xét viec t6i wu thuat toan va ching minh tinh ding
dan ctia cAc phuong phap da dé xuat.

Cac phuong phap dé xuat trong luan an déu chua giadi quyét cac van
dé lien quan dén truy vét va luu trit cdc hoat dong clia ngudi dung trong
cac ting dung web. Vi thé, cac tinh chit an ninh ma luan 4n da dé cap va
giai quyét dugc mdi chi ding lai ¢ tinh bdo mat, tinh toan ven va tinh sdn
sang. Do d6, trong cac nghién citu tiép theo, luan 4n cé thé tiép tuc maé
rong dé trien khai véi cac tinh chit an ninh khac.
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