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CHUONG TRINH PAO TAO CHUAN PHQGHN TRINH PO THAC Si
DINH HUGNG: NGHIEN CcUU
CHUYEN NGANH: AN TOAN THONG TIN
(CHUYEN NGANH PAO TAO THf DIEM)

(Ban hanh kém theo Quyét dinh 56 £4 /OP-DHOGHN ngayAY thdang 01 nam 2016
ctia Gidm doc Pai hoc Quéc gia Hi Ni)

PHAN I: GIOI THIEU CHUNG VE CHUONG TRINH PAO TAO

1. Mot sb thdng tin vé chuong trinh dao tao
- Tén chuyén nganh dao tao:
+ Tiéng Viét: An toan Thong tin (chuyén nganh dao tao thi diém)
+ Tiéng Anh: Information Security
- Tén nganh dao tao:
+ Tiéng Viét: Cdng nghé Théng tin
+ Tiéng Anh: Information Technology
- Trinh d% dao tao: Thac st
- Thoi gian dao tao: Hai nim
- Tén vin bing tét nghiép:
+ Tiéng Viét: Thac si nganh Cong nghé Thong tin
+ Tiéng Anh: The Degree of Master in Information Technology
- Don vi dwge giao nhiém vu dio tao: Truong Dai hoc Cong nghé
(DHCN), Dai hoc Quéc gia Ha Noi (PHQGHN).
2. Muyc tiéu ciia chwong trinh dao tao
a) Muc tiéu chung

Muc tiéu chung cia Chuong trinh dao tao thac si chuyén nganh An toan
Théng tin (ATTT) la dao tao chuyén gia ATTT trinh d6 thac st chét lugng
cao, c6 pham chit tét, c6 ndng luc cao trong viée dé xudt va thi hanh cdc ma
hinh va giai phap ATTT tién tién, phuc vu chién luge ATTT ctia dit nude
trong canh tranh va hoi nhép quéc té. Db



b} Muc tiéu cu thé

- Hang nim cung cip khodng 50 thac sT ATTT chét Iugng cao theo cac
nhom chu dé vé Mat méa hoc va an toan dit lidu, vé An toan hé thong mang, vé
An toan Web va phuong tién xa hoi, vé Quan Iy ATTT;

- Naéng cao nang lyc cua Khoa CNTT trong viéc tich hop dao tao sau
dai hoc véi nghién citu khoa hoc - trién khai cbng nghé trong linh vuc ATTT,
dam bdo mdt ty 1€ phu hop céc hoc vién cao hoc ATTT 14 téc gia/ddng tac gia
cla cac cong trinh khoa hgc céng b quéc gia/quéc té co uy tin va/hodc céc
san phédm phén mém ATTT ¢6 tidm nang {mg dung cao.

¢/  Dinh hudng nghé nghiép ciia hoc vién tot nghiép

- Gidm déc ATTT (Chief Information Security Officer - CSO);

- Phu trach bd phin ATTT;

- Gidm ddc thong tin (Chief Information Officer: CIO);

- Trudng bd phén CNTT (Head of the Information Technology Office);

- Quén ly dy dn (Project Manager);

- Chuyén gia tich hop gidi phdp an toan hé théng théng tin (Systems
Integrator);

- Gidng vién dai hoc vé chuyén nganh ATTT noéi riéng va vé May tinh
va Cong ngh¢ Théng tin (MT&CNTT) néi chung.

- DPdng thoi, thac sT ATTT c6 thé tiép tuc thuc hién chuong trinh dao
tao Tién s§ vé chuyén nganh ATTT ciing nhu céc chuyén nganh khac thude
linh vue MT&CNTT theo cic hu’orng chu d&: v& Mit ma hoc va an toan dir
liéu, vé An toan hé théng mang, v& An toan Web va phuong tién x4 hoi, vé

Quan iy ATTT.
Théng tin tuyén sinh
- MBbn thi tuyén sinh
+  Mbn thi Co ban: Thi theo hinh thitc danh gi4 nang luc

+ Moén thi Cosd:  Tin hoc co s&

Mon Ngoai ngii: Mt trong cac ngoal ngft tiéng Anh, Phéap, Nga,
Trung Qudc, Bire, Nhét, Han Quéc va Thai Lan.

- Déi trong tuyén sinh: OL’/
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C6 bing tot nghiép dai hoc nganh Céng nghé théng tin hodc nganh
phu hop v6i nganh Cong nghé théng tin;

C6 bang t5t nghiép dai hoc chinh quy nganh gin voi nganh Cong
nghé théng tin, d4 hoc bé tic kién thirc dé ¢6 trinh d6 tuong duong
v6i dbi tuong ¢ bang tdt nghiép dai hoc nganh Céng nghé théng
tin;

Diéu kién vé thim nién céng tac: Khong yéu cu v& tham nién cong
tac.

Céac diéu kién khac theo Quy ché diao tao thac sT hién hanh tai
DHQGHN.

Danh muc cac nganh phit hop, nganh gan:

+

Danh muc céc nganh phi hop: Khoa hoc méy tinh; Hé théng théng
tin; Truyén théng va mang mdy tinh; K thuat phin mém.

Danh muc céc nganh gin: Hé théng théng tin quan 1y, Céng nghé
k¥ thuat may tinh; Toén tin ng dung; Tin hoc Umg dung; Su pham
tin hoc.

Danh muc cac hoc phan bé sung kién thitc

STT Hoc phén S6 tin chi

Toan rdi rac

1 4
2 Lap trinh ndng cao 3
3 Co s¢ dir ligu 3
4 3

Céu truc dir liéu va gidi thuft

Téng cdng 13

(%)




PHAN II: CHUAN PAU RA CUA CHUONG TRINH PAO TAO
Thac s tdt nghiép chuyén nganh ATTT dugc dinh hudng dap tmg chuan déu
ra vé kién thirc, k§ nang va phém chét theo céc chi tiéu nhu trinh bay dudi day.
1. Chuin vé kién thire va niing lye chuyén mén
a) Kién thie chung trong PHQGHN

i. Kién thivc vé I luén chinh tri

- Hiéu va van dung dwogc hé théng tri thire khoa hoc nhimg nguyén ly co
béan cua Chu nghia Mac Lénin;

- Hiéu va vén dung duge nhiing kién thuc co ban, c6 tinh hé thdng vé tu
tudng, dao duc, gié tri van héa H6 Chi Minh, nhitng ndi dung co ban cia duwong 161
cach mang cia Pang Cong san Viét Nam, chi yéu la duong 161 trong thoi ky ddi
méi trén mot sb linh vue co béan cua doi s6ng x& hoi.

ii.  Kién thitc vé ngogi ngiv

- (€6 trinh d0 ngoai ngit trong dwong bic 3 cia Khung ning e ngoai ngit
6 bac dung cho Viét Nam;

- Hiéu duoe céc y chinh ctia mét dién ngdn tiéu chuén, 3 rang vé cac van
dé quen thudc trong céng viée, trudng hoc, giai tri, v.v.

- Xt Iy hiu hét céc tinh hudng c6 thé xay ra khi di dén noi st dung ngdn ngil;

- Viét don gian nhung lién két v& cac chu dé quen thudc hodc c¢a nhén
quan tam,;

- Mo ta dugce nhitng kinh nghiém, su kién, w6c mo, hy vong va hoai bio
va c6 thé trinh bay ngén gon céc Iy do, giai thich cho v kién va ké hoach ctia minh;

- Viét viin ban rd rang, chi tiét véi nhidu chu d& khic nhau vi cé thé giai
thich quan diém cua minh v& mot vén d&, néu ra dugc nhirng wu diém, nhuoc diém
cda cdc phuong an lua chon khac nhau.

b) Kién thitc co s& va chuyén nganh

- Lam chu kién thirc chuyén nganh, ¢ thé dam nhiém cdng viée ctia chuyén
gia trong linh vuc duoc ddo tao; ¢d to duy phan bién; ¢é kién thic Iy thuyét chuyén
sdu dé co thé phat trién kién thire mdéi va tiép tuc nghién cu & trinh d6 tién si; c6

kién thirc tong hop vé phép ludt, quan 1y va bio v& méi trudmg lién quan dén linh VL_ICJL/




May tinh va céng ngh€ thong tin ndi chung cling nhw linh vuc An toan théng tin néi
riéng;

- C6 phd kién thirc va k¥ ning cia mot chuyén vién ATTT cao cdp, di ning
luc xdy dyng va tich hop chién lwoc ATTT trong chién lwoc phat trién & chire (co
quan/doanh nghiép), quan 1y va giam sét viéc trién khai cling nhu thi hanh céc giai
phap ATTT; c6 kién thire va k¥ nang di dé hiéu va tim dugce giai phap phu hop cho
céc vin dé ATTT thoi su, gén két mét thiét véi nhu cAu ATTT thuc tién trong nudc

va cua to chirc, bao gbm:

+ Kién thirc vé chi trwong, chinh séch cia Dang, Nha nude vé ANTT
cling nhu chinh sach ATTT cua td chuc,

+ Kién thirc ¢t 161 v& CNTT va quén ly,
+ Kién thirc nén ting ATTT va kién thuc tich hop nén tang ATTT,

+ Kién thic chuyén sdu theo cde nhom chi d& v& Mat ma hoc va an
toan dit liéu, vé An toan hé théng may tinh va hé théng théng tin, v& An toan hé
théng mang, v& An toan Web va phuong tién x& hdi, v& Quan ly ATTT... theo dinh
hwéng nghé nghiép cia céc chuyén gia ATTT, mét ngudn nhan luc rit can thiét ca

& pham vi t6 chitc 1dn pham vi québc gia.
¢) Yéu ciu vé luidn vén tot nghiép
- Dé tai ludn van cin la mét cha dé ATTT thoi su;

- Luan vin can bao gdm (i) khao sét chung v& tinh hinh nghién ciru trén
thé gi6i va trong nude vé cha d& Tun vin, (ii) phén tich, danh gia cic phuong phap
tién tién c6 lién quan t&i cac vén dé tir chu dé luan vin; (ii1) tw chon phuong phép
phu hop nhét va dua ra md hinh giai quyét cdc vn dé thudc chu dé luan van, (iii)
phat trién/khai thac cong cu xdy dung phén mém thi hanh mé hinh duoc dé nghi,

tién hanh thuc nghiém va dénh gid két qua.
d) V& ning hre ty chii va trich nhiém

- C6 nidng luc phat hign va giai quyét cac vin @ thusc chuyén mén dao
tao va dé& xuét nhitng sang kién ¢6 gia tri; c6 kha ning tu dinh huéng phét trién
nang luc ca nhén, thich nghi véi méi tredng lam viée ¢ tinh canh tranh cao va
nang lyc dan dit chuyén mén; dua ra duge nhiing két ludn mang tinh chuyén gia vé
cdc van dé phttc tap cua chuyén mén, nghi¢p vu; bao vé va chiu trich nhiém vé
nhiing két Tudn chuyén mdn; c6 kha ning xay dung, thdm dinh ké hoach; ¢6 ning

lue phat huy i g tdp thé trong quan ly va hoat dong chuyén mén; cé kha ning
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nhin dinh danh gia va quyét dinh phuong huéng phat trién nhiém vu cong viéc

duoc giao; ¢ kha ning dan dit chuyén mén dé xu ly nhitng van dé 16n.
2. Chuian vé ky ning

Hoc vién t6t nghig¢p ATTT khong chi duge ning cao vé k§ ning thiét ké, kién
tric, tich hop gidi phdap ATTT ma con duge hinh thanh va phat trién cac ky ning
mém lién quan t6i chuyén nganh ATTT.

a) K¥ ning nghé nghiép

- €0 k¥ nang hoan thanh c¢dng viéc phirc tap, khong thudng xuyén xay ra,
khéng c6 tinh quy luét, khé dw béo; o k§ ning nghién ctru doc 1ap dé phat trién va
thir nghiém nhiing giai phap méi, phdt trién cic céng nghé méi trong linh vyc duge
ddo tao;

- C6 k¥ néng nghién clru va phdt hién tri thire v& ATTT trong mdi trudng
thye t€: K§ ndng phat biéu bai toan ATTT thuc té; k§ nang thu thap, khai quét tri
thirc lién quan dén thyc trang bai toan ATTT da dugc phét biéu; k§ ning tao dung,
phat trién giai phap ATTT; k¥ ning thyc nghiém va dénh gid v& ATTT;

- C6 k¥ niing kién triic, thiét ké va phét trién mo hinh va gii phap ATTT
bao gdm téi cac khia canh cong nghe - quan ly va con nguoi: k¥ ning phan tich,
thiét ké; Ky ndng thi hanh, phat trién giai phép; k¥ nang ing dung céng nghé mdi,
tién tién;

- Co6 k¥ nang quan tri ATTT: K¥ ning xdy dung chinh sich ATTT, K¥
nang 1ap ké hoach; Ky ndng quan Iy rii ro; K§ ning quan 1y chat lugng ATTT;

- C6 k¥ ndng hoc dé hoc: K¥ ning tim kiém tTai liéu va giai phap; K¢
ndng phuong phap luin phuc vu hoc;.

- C6 k¥ nang lam vi¢c cong tic: K§ ning cai thién hiéu qua céng viée
cdng tac (céc k¥ ning lanh dao, truyén théng, tdp trung va giai quyét mau thuin);
K§ néing nhan thirc mdi trudong céng viéc toan ciu hod va phét huy ban sic dan toc;

- Tao dung dic trung c4 nhén: Tu duy bién luin mét cich hé théng; Kha
ndng lam viéc chuyén nghi€p, nghiém tac, dam mé nghé nghiép; Phat trién suy
nghi sang tao, phé phan; Tao dung kha ning ham hoc héi; Kha nang lam viéc trong

nhiing méi trudng khac nhau trong va ngoai nude; Kha nidng lam viée déc lap, tu

quan ly ban than. % /



b) K¥ niing bé trg
i. Kindng ngogi ngit chuyén nganh

- Co k¥ niing ngoai ngir & mirc c¢é thé hiéu duge mot bao céo hay bai phat
biéu vé hiu hét cdc chu dé trong cbng viéc lién quan dén nganh duge dao tao; co
thé dién dat bing ngoai ngit trong hiu hét céc tinh hubng chuyén mén thong
thuomg; c6 thé viét bdo céo lién quan dén cong viée chuyén mén; 6 thé trinh bay
rd rang cdc ¥ kién va phan bién mét vin dé k¥ thuat bing ngoai ngif;

ii. KJ ndng lam vigc theo nhém vé ATTT: Hinh thanh nhém lam viéc
hiéu qua, vin hanh nhém, phat trién nhom, 1anh dao nhém, k§ ning lam viéc trong
cac nhém da linh vue.

iii. K§ ning giao tiép khoa hoc (scientific communication skills), bao
gdm cac k¥ nang viét, trinh bay, nghe, ...

3. V& pham chit dao dire

a) Trach nhiém céng din: Ty gidc chdp hanh moi nghia vu cong dén, tudn
tht ddy da va ding din mot quy dinh ludt phap ciia Nha nwéc, trung thanh véi TH
qudc va nhén dén.

b) Phim chit dao dirc c4 nhan: Trung thue, céng bang, c6 trach nhiém
(ban than, gia dinh, t6 chue, ban be, xa hoi), tén trong sy hoc (tinh théy-trc‘), tinh
ban déng mén, tinh thin hoc tép sudt dot), dam duong ddu véi kho khin - thi
thach.

¢) Phim chit dao dirc nghé nghiép: co6 tinh ky ludt chuyén nghiép vé
ATTT, c6 kha ndng hoan thanh céng viée dwdi ap luc, cé ¥ thic tdn trong va lam
giau thém vin héa va tri thite cia 6 chirc.

d) Pham chit dao dirc xa hoi: chan thanh, d§ lugng, ¢6 long tric n, yéu cdi
tét — ghét cai x4u, ton trong ludt 1€ va tinh da dang xa hoi.

4. Vi tri vige 1am sau khi t5t nghiép
Sau khi tdt nghiép, Thac sTATTT Trudng BPHCN cé kha ndng
a) Pam duong nhitng vi tri quan trong vé ATTT sau day trong céc td chic (co

quan / doanh nghiép):
- Giam déc an toan théng tin (Chief Information Security Officer-CSQ),

- Trudng bo phan ATTT (IHead of the Information Security Office), OL/



- Gidm dbc thong tin (Chief Information Officer; CIO),
- Quénly dw én ATTT (Project Manager in Information Security),

- Chuyén gia tich hop giai phap an toan hé théng théng tin (Systems
Integrator),

- Giéang vién dai hoc vé ATTT néi riéng va v& MT&CNTT néi chung,

b) Theo vi tri cng tac ddm duong, Thac s ATTT dam bao duoc tinh sang tao
trong hoat dong lanh dao nhém, déi, don vi thuc thi ding céc chinh sach va giai phap
ATTT ciia t6 chirc (doanh nghiép, co quan) dua trén CNTT.

5. Kha niing hoe tip, ning cao trinh d9 sau khi tét nghiép

Thac sT ATTT ¢6 di ning luc d¢é tiép tuc thye hién chwong trinh dao tao Tién
sy v& chuyén nganh ATTT cling nhu cac chuyén nganh khac thudc linh vue
MT&CNTT fai cac co s& dao tao tién tién & trong nude va thé gisi,

6. Céc chwong trinh, tai liéu chuin quéc t&é ma don vi dao tao tham khio dé
xay dung chuong trinh dao tao

[1]. Cybersecurity Education Workshop. George Washington University
Arlington Center, February 24-25, 2014, Final Report, April, 2014.

[2]. Lance C. Pérez, Susanne Wetzel, John Impagliazzo, Margaret Leary, Blair
Taylor, Stephen Cooper, Joel Brynielsson, Youry Khmelevsky, Amelia Philips,
Shambhu Upadhyaya, Elizabeth K. Hawthome, Asim Gencer Gokce, Karl Klee,
Norbert Pohlmann (2011). Information Assurance Education in Two- and Four-
Year Institutions. ITiCSE-WGR ‘11: 39-53, June 27-29, 2011, Darmstadt, Germany.

[3]. Chuong trink dao tao va néi dung hoc phan chuyén nganh Thac sivé ATTT
— truyén théng tai Truong Tinh todn, DHOG Singapore.

http://www.comp.nus.edu.sg/graduates/m_structure.html#structure va
http://www.comp.nus.edu.sg/undergraduates/documents/SoC-Module-
desc.pdf.

[4]. Chuong trinh dao tao va ngi dung hoc phdn chuyén nganh Thac st Chuong

trinh dao tao Thac s7 vé Mat ma hoc va An toan di lidu va Churong trinh dao tao
thac st An toan hé l‘]?éi’lg mang tai Trucng dai hoc Turku (Ph(fn Lan)
http://www.infsec.utu fi/education/mathematics html va
http://www.infsec.utu.fi/education/engineering. html
[5]. Chirong trink dao tao va néi dung hoc phan chuyén nganh Thac st Cong

nghé¢ ATTT (Information Security Technology) tg¢i Eindhoven University of

8



Technology (Ha Lan)

http://www .tue.nl/en/education/tue-graduate-school/masters-
programs/information-security-technologv/curriculum/

http://www kerckhoffs-institute.org/programme/mandatory.html;
http://www.kerckhoffs-institute.org/programme/optional html;
http://www kerckhoffs-institute.org/programme/additional.htm]

[6]. Chuwong trinh dao tao va ngi dung hoc phd‘n chuyén nganh Thac sT KV nghé
ATTT va Thac stvé Quan Iy ATTT tai Vién Céng nghé SANS (M)
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Technology and Management: MSISTM) tai Information Networking Institute,
Carnegie Mellon University (Mp)
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PHAN III: NOI DUNG CHUGNG TRINH PAO TAO

1. Tém tit yéu ciu chuong trinh dao tao

Téng s6 tin chi ctia chuong trinh dao tao: 64 tin chi,

- Khéi kién thirc chung bét budc: 7 tin chi

- Khdi kién thirc co s& va chuyén nganh: 39 tin chi

o Khbi kién thirc bét buée: 18 tin chi

21/57 tin chi

18 tin chi 0&/

o Khéi kién thic tu chon:

- Luén vén thac si:
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2. Khung chwong trinh
) ) . ] S6 gidr tin chi Mi s6
STT Ma Tén hgc phan So tin cac hge
Hoe phan | (ghi bang tiéng Viét va tiéng | chi Ly Thue | Tw phén
Anh) thuyét | hanh | hgc ﬁé'}
quycét
I | Khdi kién thirc chung 7
Triéth
1| PHIS001 | "o R9¢ 3 30 | 15 | o
Phylosophy
Tiéng Anh co ban (*
2 | ENG 5001 | |18 Anhcoban (%) 4 30 | 30 |o
General English
Il | Khéi kién thirc co s& va chuyén nganh 39
IL1. | Cdc hoc phin bit bupc 18
Phuong phap luan nghién
1 khoa h
30| INT6120 | noanee 3 20 0 |25
Scientific Research in
Information Systems
Mang va truyén dit Jidu néng
cao
4 INT 6135 | dAdvanced Computer 3 30 0 15
Network and
Communication .
Mat ma va An toan dit liéu
5 | INT 6138 | Cryprography and Data 3 30 0 15
Security
An toan hé thd
6 | INT G200 | " 0on A Tong mang 3 30 0 |15
Network System Security
. INT 6201 An toan hé théng may tilnh 3 30 0 5
Computer System Security
Nguyén ly an toan thong tin
8 | INT 6202 | Principles of information 3 30 0 15
security
IL2. | Cdc hoc phan tw chon 21/57
Tiéng Anh hoc thudt
9 | ENG 6001 | - 'C7S /HT 0¢ HIUa 3 15 | 15 | 1s
Academic English
Cong nghé phin mém ning cao
10 1 INT 6121 | Advanced Software 3 30 0 15
Engincering
. INT 6122 Co s¢ dit li€u ning cao 5 30 0 15

Advanced Database Systems

11
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STT

Ma
Hoc phén

Tén hoc phan
(ghi bang tiéng Viét va tiéng
Anh)

$é tin
chi

So gio tin chi

Ly Thue
thuyet | hanh

Tw
hoe

M 56
cac hoc
phin
tién
quyét

12

INT 6123

Khai pha dit liéu
Data Mining

30 0

15

13

INT 6124

Quén ly dy 4n hé théng
thong tin

Project Management jfor
Information Systems

30 0

15

14

INT 6144

Tinh toan hiéu ning cao
High Performance
Computing

30 0

15

15

INT 6148

Truy héi théng tin
Information Retrieval

8]

30 0

15

16

INT 6150

Yeu td con ngudi trong an
toan théng tin

Human element in
information security

(W]

30 0

15

17

INT 6170

An ninh phan mém
Software Security

(3]

30 0

15

18

INT 6203

An ninh hién dai
Contemporary Security

30 0

15

19

INT 6204

An ninh va bao mét trong
mang x4 hi

Security and Privacy in
Social Network

30 0

15

20

INT 6205

An toan co so dit liéu
Databases Security

30 0

15

21

INT 6206

An toan théng tin trong
thuong mai dién tir
Information Security in E-
commerce

30 0

15

22

INT 6207

An toan Web
Web Security

[V'S]

30 0

15

23

INT 6208

An théng tin

Information Hiding: Digital
Watermarking and
Steganography

15

12



S6 gidr tin chi Mi sb

STT M Tén hoc phin S6 tin cac hoc
Hoc phan | (ghi bang tiéng Viét va tiéng | chi Ly Thye | Ty | Phan
Anh) thuyét | hanh | hoc | tién
quyet

Cha dé hién dai vé ATTT
24 | INT 6209 | Advanced Topics on 3 30 0 15
Information Security

Dam bao lién tuc va khai
phuc h§ thong sau tham hoa

25 | INT 6210 3 30 0 15
Business Continuity and
Disaster Recovery
Piéu tra khong gi

26 | INT 6211 | - 12 Xuong glanmang 3 30 0 | 15
Cvber Forensics
Quén 1y an toan thong tin

27 | INT 6212 | Management of Information 3 30 0 15
Security

III | INT 7210 | Ludn vin thac st 18

Téng cong 64

Ghi chii: (*) Hoc phan Tiéng Anh co ban Ia hoc phan diéu kién, c6 khdi hegng 4 tin chi, dwoc 10 chite
dao tao chung trong toan DHQGHN cho cdc hoc vién 6 nhu cdu va dicge danh gid theo Khung nang
lue ngoai ngit 6 bdc ding cho Viét Nam hode twong duong. Két qua danh gid hoe phdn ngoai ngir
khéng tink trong diém trung binh chung tich Iy niumg vdn tinh véo 16ng $6 tin chi cia chueong rinh
dao igo.
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